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CHAPTER 1

Introduction

The truly random numbers are very important in cryptography, numerical simulations

and gaming industry. [IDQ10] This project is based on how to differentiate pseudo-

random numbers that are coming from classical events from those which are real random

numbers, in particular those obtained from quantum events. A pseudo-random number

is considered random for simplicity and also as a consequence of lack of knowledge.

There are different ways to obtain quantum random numbers, but in this project a

simple and an elementary particle will be used to achieve that objective: a photon.

Being not that simple to get an isolated photon, specific sources of light will be used in

this project and also detectors that are able to see when a photon arrives to them.

Nowadays, a requirement in cryptography is a sequence of random numbers to

encrypt data safely. The sequences will become the keys to encrypt data and decrypt

back the encrypted data. Those sequences might be obtained from a quantum random

number generator as was mentioned before. It is required to verify if those sequences are

random or not. Statistical tests software are used typically to verify if these sequences

are random. The result from a test is the probability that quantifies how different

a given sequence is from an ideal random sequence; this probability is known as the

p-value that will be mentioned in chapter 2 with all the statistical tests applied to the

experimental obtained sequences.

There are many implementations of quantum random number generators (QRNG)

that have been made around the world, some of those implementations are discussed

in chapter 2. A very important thing of the implementations mentioned is the use of

photons as a source to get the random numbers. This project compares the different
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ways to codify information on photons and the different sources of light that can be used

to get a QRNG. All of the implementations in this project were made in the quantum

optics laboratory of Universidad de los Andes. To analyze if the sequences obtained

were random, a statistical test software was used that is a free software offered by NIST

(National Institute of Standards and Technology) as described in chapter 2.

It is also important to consider which are the bests implementations in terms of time

and production rate because not all of the experimental setups will produce the same

amount of numbers in the same time. Another thing to be considered is the economic

costs of the required materials. As in the case of cryptography, where random numbers

are required to encrypt data as was mentioned before, the QRNG must be commercial,

then the costs are relevant.

To begin the project lets see what randomness is and how to differentiate from the

concept of pseudo-random event.



CHAPTER 2

Theoretical background

2.1 Randomness

Randomness property is quite difficult to define because there is an ample number of

events which are considered as random, but they are not random at all. As a result,

it is important to look for a definition of randomness in order to find the differences

between an object which has the truly properties of randomness and another one which

does not. For example, a definition of randomness taken from Oxford dictionary states

[Dic01]: “Done, chosen, etc. without somebody deciding in advance what is going to

happen, or without any regular pattern”. It is really important to take care with the

statement “what is going to happen”, since this is the way to get something really

random. Examples of what is not really random but pseudo-random are for instance, a

tossing dice or coin. Almost everyone will agree that those are two examples of random

events, however considering all the variables involved in real life in such events they

will be not random at all [IDQ10]. If the initial position of a coin (if is up head or up

tail), the force applied on it and many other variables like weight, weather, wind, etc.,

are considered, it is possible to predict the outcome of a tossing coin [GPSK09]. But

to simplify, this event is consider as random.

Another example of pseudo-randomness is a random number obtained from a com-

puter which is built using an algorithm, as can be found in many books on the field as

[Cal02] and [DH10]. The output will therefore be not random at all in the way that

the same algorithm could generate the same output in another computer and even with

another software.
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The examples stated above are good examples of pseudo-randomness. The initial

conditions or variables that are needed to predict the outcome for the tossing coin or

the output of a computer algorithm to generate a random number are known as a seed.

In short, for an event that seems to be random, if there is an algorithm (or equations

of motion) and a seed (or initial conditions) the event is just pseudo-random.

2.2 Random numbers

Real random numbers must be obtained using something that is unpredictable such as

quantum mechanics, a non-deterministic theory. In contrast with the classical cases

described before, for quantum events there is no algorithm to find out the outcome,

therefore an event based on quantum mechanics will not be a pseudo-random event.

There are many statistical tests of randomness that could determine if a sequence

seems to be random or not. For a test is not possible to know if a random sequence

is obtained from a classical event or a quantum event. So, it only tells if a sequence

seems to be random.

A commonly used test of randomness is a free software offered by NIST (National

Institute of Standards and Technology) that is easily installed on a Unix computer like

Linux or Mac operative systems. This software can be downloaded from the Internet

at [NIS10].

The software gives as a result a p-value for each test applied to a sequence. If the

p-value is greater or equal than 0.001 then the sequence is considered random. In the

other case, if the p-value is less than 0.001 the sequence is not random with a 99% of

confidence. [RSN+10]

In short:

P-value ≥ 0.001⇒ Random

P-value < 0.001⇒ Non Random
(2.1)

2.3 Tests of Randomness

To use the NIST software, the input is required to be a sequence of ones and zeros

of a minimum length of 100.000 bits and there is no specification about a maximum

bits accepted but a very long sequence (about 1 billion bits) overloads the computer’s
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memory (at least at the computer that was used for test the sequences in this project).

There are 15 tests for random sequences in this software. The first two of the following

list are the only ones that do not give a p-value as an outcome. The tests are described

below [RSN+10]:

1. The Frequency (Monobit) Test: It gives the proportion of zeros and ones for the

entire sequence.

2. Block Frequency test: It gives the proportion of zeros and ones within M-bit

blocks.

3. The Runs Test: Total number of runs in the sequence, where a run is an uninter-

rupted sequence of identical bits.

4. Tests for the Longest-Run-of-Ones in a Block: The longest run of ones within

M-bit block.

5. Rank Test: Tests the rank sub-matrices of the entire sequence in order to check

the linear dependence for substrings with a fixed length.

6. The Discrete Fourier Transform (FFT) Test: Tests the peak heights in the DFT

to detect periodic features.

7. The Non-overlapping Template Matching Test: Detects generators that produce

too many occurrences of a non-periodic pattern. Use an m-bit window to search

for a specific m-bit pattern. If the pattern is not found, the window slides one bit

position. If the pattern is found, the window is reset to the bit after the found

pattern and the search resumes.

8. The Overlapping Template Matching Test: Similar to the previous test with the

difference that when the pattern is found, the windows slides only one bit before

resuming the search.

9. Maurer’s ”Universal Statistical” Test: This test detects whether or not a sequence

can be significantly compressed without loss of information. A compressible se-

quence is consider to be non-random.

10. The Linear Complexity Test: This test calculates if a sequence is complex enough

by calculating the LFSR (linear feedback shift register). A longer LFSR is consider

as random.
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11. The Serial Test: Determine if a number of occurrences of the 2m m-bit overlapping

patterns is approximately the same as would be expected for a random sequence.

12. The Approximate Entropy Test: This test compare the frequency of overlapping

m-bit blocks.

13. The Cumulative Sums (Cusums) Test: This is consider as a random walk. Defin-

ing +1 and -1, a random sequence should be near zero.

14. The Random Excursions Test: Similar to the previous test, also defining +1 and

-1. It test the number of visits to a particular state.

15. The Random Excursions Variant Test: Also similar to the two previous tests, this

test calculate deviations from the expected number of visits to various states in

a random walk.

2.4 Quantum mechanical fundamentals

Let |xi〉 be a basis for a |Ψ〉 quantum state. Then the state can be described as a

superposition (linear combination) of the elements of the basis as following:

|Ψ〉 =
n∑
i=1

ai |xi〉 (2.2)

The coefficients ai must satisfy the relation
∑n

i=1 |ai|2 = 1 as each ai represents

the probability amplitude for each xi state. Generally those ai coefficients are com-

plex numbers that are related to phase information for each xi. In the case of a two

dimensional basis is given by:

|Ψ〉 = a1 |x1〉+ a2 |x2〉 (2.3)

In quantum information this is known as a quantum bit or qubit. A qubit can be

found in a superposition of two states. This is the main difference with a classical bit

that can be found just in one state. [BSSM09]

“According to the quantum formalism, measurements performed on a quantum

system with definite wave function typically yield random results” [DGZ92]. This was

a very disturbing idea for many physicists at the beginning of the XXth century. For

example, Einstein did not agree with a probabilistic theory like quantum mechanics.



2.5. QUANTUM RANDOM NUMBER GENERATOR IMPLEMENTATIONS 7

A reliable source of true random numbers are quantum number generators like an

observation based on the radioactive decay of some elements that were the only source

of quantum random numbers at the beginning of the XXth century. However this

approach is impractical since the radioactive elements are dangerous to people’s health.

[CMMfiQ04]

2.5 Quantum random number generator implemen-

tations

There are many implementations of quantum random number generators. Some exam-

ples of these generators are “A random number generator based on Quantum Entan-

gled Photon Pairs” [HQSMD+04], “Quantum random number generator using photon-

number path entanglement” [KCK09] and “Entangled quantum-key-distribution ran-

domness” [OHN08], which in particular the same NIST software were used by them in

their statistical tests. The examples are the following:

• A Random Number Generator Based on Quantum Entangled Photon Pairs (Based

in the proposal of M. Hai-Qiang and W. Su-Mei of 2001 in reference [HQSMD+04]):

This random number generator is based on polarization entangled photon pairs.

To produce an entangled photon pair a nonlinear crystal is required to produce the

nonlinear process known as the spontaneous parametric down conversion (SPDC).

The single photon source is one of the photons from the SPDC pairs. This type

of source will be described in detail in chapter 3, section 3.2 sources of light.

The obtained sequence has a bit length of 122 912. Their results were the follow-

ing:

– Arithmetic mean value of data bits was 0.5014. The criterion to be random

is that the arithmetic mean ≥ 0.5 is random.

– Serial test result was 0.003279 (non random = 0.0).

A combination of six sequences was analyzed as well. The reported results were:

– Arithmetic mean value of data bits is 0.4997 (0.5 = random).

– Serial correlation coefficient is 0.001165 (totally uncorrelated = 0.0)
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Test Sequence 1 Sequence 2 Sequence 3
Approximate Entropy 0.03385 0.89904 0.05049
Block Frequency 0.02526 0.59674 0.04524
Cumulative sums 0.24325 0.68146 0.44076
FFT 0.10392 0.31056 0.31494
Frequency 0.22990 0.94286 0.36920
Linear complexity 0.23791 0.13744 0.55239
Longest run 0.23024 0.54439 0.38463
Nonoverlapping template 0.53029 0.54345 0.51499
Overlapping template 0.80689 0.66523 0.49260
Rank 0.97541 0.34506 0.91025
Random excursion 0.56713 0.56957 0.76068
Random excursions variant 0.39073 0.52697 0.74450
Runs 0.92430 0.13432 0.51448
Serial 0.24637 0.32450 0.26694
Universal 0.40244 0.79281 0.75569

Table 2.1: Statistical tests reported in [KCK09]

In conclusion the authors reported in the article that the sequences are in a

great criteria of randomness. However there were also limitations like computing

processing (a very old processor as Pentium II) and the fact that homemade

photo-detectors were used.

• Quantum random number generator using photon-number path entanglement

(Based in the proposal of Osung Kwon and Young-Wook Cho of 2009 published

in reference [KCK09]): A pair of photons is generated like in the previous case.

The difference with the previous case is that in this case there is not a heralded

photon. The path the photon travels by defines the 1 and 0.

The results are shown in table 2.1 using the same NIST software that is used

in this project. The p-values are shown for each statistical test applied that

are also the same statistical tests mentioned above. Following the criterion to

see if a sequence is random or not, it can be concluded that the three sets of

sequences have passed the statistical tests. Then, a sequence of random numbers

were obtained successfully.

• Entangled quantum-key-distribution randomness (Based on the proposal of I. J.

Owens and R. J. Hughes of 2008 published in reference [OHN08]): This is a more

complicated experimental setup to measure in four polarization states (two basis):
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Test Path 1 - Alice Path 2 - Bob
Approximate Entropy 0 0

Block Frequency 0 0
Cumulative sums 0 0

FFT 0.310393 0.043048
Frequency 0.050467 0

Linear complexity 0.510840 0.765907
Longest run 0 0

Nonoverlapping template 0.1246 0.1207
Overlapping template 0 0

Rank 0.540791 0.065466
Random excursion NA NA

Random excursions variant NA NA
Runs 0 0
Serial 0.084557 0.158937

Universal 0 0

Table 2.2: Statistical tests reported in [KCK09]

horizontal, vertical, diagonal and anti-diagonal. As in the previous cases, there

is a nonlinear crystal that split the photon in two paths (Alice and Bob), and

those again split in two new paths to be able to measure in 4 basis: Diagonal,

Anti-diagonal, Horizontal and Vertical. In total 8 photo-detectors are needed.

Table 2.2 shows the test results. There were many tests that does not pass the

statistical tests.

The sequences were not being random to some of the statistical tests and also the

experimental setup was too much expensive than any other because 8 detectors

were needed to obtain the random sequence. The sequences were also very short

compared with any other sequence obtained in the experimental setups mentioned

earlier.
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CHAPTER 3

Experimental implementation of a

quantum random number generator

3.1 Main idea

The main idea of the project is to get a sequence of numbers as the following:

1101000101011100100100011....

The experimental setup to get the desired sequence will be based on a photon source

and exploiting quantum superposition. The reason to use light instead of radioactive

decay of elements for instance, is that the radiation is dangerous as was mentioned

earlier, and in addition a source of light is easily obtained, and produces photons.

A light source is widely a more commercial object than for example the radioactive

samples used in educational environments. Additionally a laser or a LED are very

cheap in contrast with any radioactive element.

Figure 3.1 shows the steps that are followed to get the desired sequence. The first

block corresponds to the source of light, then a preparation stage is required and finally

the preparation of projective state. In this final step there are two possible outcomes

that will be labeled as 1 or 0, which will lead to the bit in the produced sequence. As a

quantum state, this is a superposition of two states. The obtained state, in general, is:

|Ψ〉 =
|1〉+ |0〉√

2
. (3.1)

The following sections are related to the used blocks from figure 3.1 in this setup.

Section 3.2: the light sources, section 3.3: the state preparation, and finally, section
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Source 

of light

State 

preparation

Preparation

of projective

state

1

0

Figure 3.1: The steps that might be followed to obtain a bit of a random number
sequence using a photon source.

3.4: the preparation of the projective states.

3.2 Light sources

A source of light could be anything that produce photons. For example, a laser, a

thermal source such as light bulbs or LEDs, a pseudo-thermal source (defined in section

3.2.3) such as a laser with a rotating ground-glass disk or quantum sources of light such

as entangled photon pairs.

These sources have different properties. These properties are relevant at the imple-

mentation of quantum random number generators. In particular, since different light

sources may have different statistics it can affect the produced sequences of random

bits.

In this project, some of the mentioned sources of light will be used.

3.2.1 Laser

Laser is the acronym of “Light Amplification by Stimulated Emission of Radiation”.

This is a coherent type of light. In particular, CW lasers were used in this project and

will be the ones described in this section.

The laser is also close to a theoretical monochromatic light source and can be focused

to very tiny spots. The probability distribution of a coherent light is described by the

following equation:

Pn = e−n̄
n̄n

n!
(3.2)

where n is the number of photons and n̄ is the average number of photons. To see

some examples of how the distributions are, figure 3.3 shows the graphics of these

probabilities for n̄ = 0.1 (a), n̄ = 2 (b) and n̄ = 10 (c). Note that equation (3.2)

corresponds to a Poisson distribution which can be verified in the mentioned figures.
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Beam-Splitter    

50/50

Fiber coupler

Figure 3.2: Beam-Splitter 50/50 and two fiber coupler that are connected to the detec-
tors in the lab.

For the Poisson statistics is a known result that the variance is equal to the mean

value. Then:

(∆n)2 = n̄

⇒ ∆n =
√
n̄ (3.3)

Another important thing about the laser is the fact that being a coherent light,

its second order correlation function g(2)(τ) is a constant function at 1, i.e. ∀τ ∈
R g(2)(τ) = 1. This means that the photon emissions in this kind of sources occur

randomly in time. Figure 3.4 shows the graphic of the mentioned function.

In this project, two lasers were used of wavelengths 650nm and 808nm.
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Figure 3.3: Probability distribution of Laser (left column) and LED (right column) for
n̄ = 0.1 (a and d), n̄ = 2 (b and e) and n̄ = 10 (c and f)
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Figure 3.4: g(2)(τ). Second order correlation function for the laser

3.2.2 LED

In contrast with the laser, a LED is a thermal light source. In general, a thermal source

is found in many of the natural and artificial known sources of light like the sun, a

bulb, a fluorescent lamp, etc. In this case, a directional LED is used because it offers

an easily way to work with in the laboratory. The directional LED is easy to align

because a regular LED is a source of light that illuminate in all the directions, then the

focused property of this particular LED is similar to the laser as it can be focused but

not to very tiny spots. It is very useful in an experimental environment.

The probability distribution for a thermal light is described by the following equa-

tion:

Pn =
n̄n

(1 + n̄)n+1
. (3.4)

Figure 3.3 shows the probability distribution for n̄ = 0.1 (d), n̄ = 2 (e) and n̄ = 10

(f). This distribution is a Bose-Einstein distribution.

The second order correlation function for the LED is the function:

g(2)(τ) = 1 + e−π( τ
τc

) (3.5)

where τc is the coherence time. Usually for the LED this time is on the order of

picoseconds. Figure 3.5 shows equation (3.4) in units of τc.
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Figure 3.5: g(2)(τ). Second order correlation function for the LED

The variance for the LED, or any other thermal source, is:

∆n =
√
n̄+ n̄2 (3.6)

One of the advantages of a LED against any other source is that this is the cheapest

source of light. A regular LED bought in any place costs about $1 US dollar which is

a directional LED (not in the same way as the laser) to be easier to align. Even an

expensive LED like an infrared LED does not cost more than 10 US dollars.

The LED used for this project was a directional one with a wavelength centered at

780nm.

3.2.3 Pseudo-thermal

As was mentioned earlier, a laser is a coherent light. When it passes through a rotating

ground-glass disk or a rotating acrylic its statistic changes and the g(2)(τ) seems to

be like a thermal one even when it becomes from a coherent light. This is known

as a pseudo-thermal light. This kind of source is commonly used and have been well

studied since the 1960s, as in [MS64]. The difference between thermal light and pseudo-

thermal light is that the coherence time τc for the first one is considerably smaller than

the second one. Specifically, the τc for a thermal is on the order of picoseconds and

the pseudo-thermal light is on the order of milliseconds but can be changed with the

rotating speed of the acrylic. This is an advantage from an experimental point of view

because a longer coherent time is easier to measure in the laboratory.
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Figure 3.6: Heralded photon scheme. The SPDC process produces one pair of photons.

3.2.4 Heralded single photon source

This kind of sources are a sub-product of a process called Spontaneous Parametric

Down-Conversion (SPDC). This can be done with a laser and a nonlinear crystal. The

crystal can split photons into a pair of photons that have their sum of energies equal

to the energy of the original photon. The produced photons are known as entangled

photon pairs. There are two types of non-linear crystals: type I and type II. The

difference between them is the polarization of the photons that come out from the

crystal. If the crystal is type I, the photons will have the same polarization and if it is

type II the photons will have opposite polarization (one photon with |H〉 and the other

one with |V 〉).
The obtained state for type II crystals can be described as follows:

|Ψ〉 =
|HV 〉 ± |V H〉√

2
. (3.7)

Also, there is another property of the non-linear cystals: they can produce photons

in colinear or non-colinear configurations. A colinear crystal send out the two photons

in the same direction and the non-colinear send out the photons with an angle less than

90 degrees between with respect to the pump. Figure 3.6 shows the main idea of a

nonlinear crystal, specifically in non-colinear configuration. The two photons travel by

different directions.

Since the two photons from SPDC are produced at the same time, one of them
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Figure 3.7: g(2)(τ). Second order correlation function for the heralded photon.

announce the presence of the other. Then one photon is the heralding one and the

other is the heralded. This is the way to be sure that just one photon is available

because only the coincidences between the heralded and the heralding photon will be

measured. The source will behave as a single photon source. This implies that the

g(2)(τ) is to be like a single photon source as is shown in figure 3.7 that is the one

corresponds to the one of a single photon.

3.3 State preparation - Reduction of a single photon

source

It is very important to have a single photon source in order to have a valid unique

entity in a quantum superposition state as described in (3.1), and use it as a quantum

random number generator. The heralded photon is the only way to be sure that just

one photon is available to be used as was mentioned above. Another way to obtain a

single photon source is to attenuate the sources of light.

Lets make a rough calculation of the rate of photons of what might be called a single

photon source. Lets assume that the emission of photons is uniform and that 500.000

photons per second are arriving in one detector (a detailed description of what kind of

detectors are used is in Appendix A). Then, :
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⇒ 500.000
pht

sec
= 500.000

pht

��sec

1��sec

106µs

= 5 ∗ 105 ∗ 10−6pht

µs
= 5 ∗ 10−1pht

µs

= 0.5
pht

µs

(3.8)

Equation (3.8) implies that in the case of maximum detections per second the detec-

tors are going to measure just 1 photon each 2 microseconds or 1 photon each 2000ns.

The detector’s specifications says that it is able to detect 1 photon each 50ns. Then, as

in this case the assumed intensity were 500.000 photons per second, every single photon

is going to arrive to the detectors each 2000ns, the detectors are able to see just one

photon as desired. This calculation shows that the maximum intensity that was used

in this project.

3.4 Preparation of projective state - Photons codi-

fication

There are many ways to codify quantum information in photons. In the present work,

three of these possible codifications have been employed and studied in depth: polar-

ization encoding, temporal encoding and path encoding.

3.4.1 Path encoding

The state preparation could be just some filters to attenuate the light, and the detection

is done with a Beam-Splitter 50/50. This setup is depicted in figure 3.8. The 50/50

proportion, which defines the quality of the obtained superposition state, and therefore

the non-predictability of the produced random sequence, depends entirely on the quality

of the material.

The obtained state is:

|Ψ〉 =
|T 〉+ |R〉√

2
. (3.9)

where T stands for transmitted and R for reflected. Experimentally, this type of quan-

tum information encoding in photons is the simplest and easiest to implement.
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Figure 3.8: The main idea of the path encoding detection with a Beam-Splitter 50/50

3.4.2 Polarization encoding

A Polarizing Beam-Splitter (PBS) is used in this type of encoding. This type of encoding

was implemented by [BSSM09], [FSS+07] and [JAW+00]. The PBS works with the

polarization as simple as the transmitted photons are those with horizontal polarization

and the reflected ones are those with vertical polarization.

Before placing a PBS to project the polarization into two spatially separated detec-

tors, it is required to produce the following state:

|Ψ〉 =
|H〉+ |V 〉√

2
. (3.10)

where V means vertical and H means horizontal.

To get this, an ordinary polarizer is required to be sure that the light has a defined

polarization and then modify it with a Half Wave Plate that is precisely an optical

device that can change the polarization of light traveling through it. In this way the

half wave plate can be adjusted to an angle to get as closer to the state in equation

(3.10) as desired, leading to a 50/50 proportion after the PBS measurement. Only

when the detectors seem to have the same amount of photons arriving to them, the

preparation of the state is finished.

This is the main advantage of using polarization encoding and a PBS against a

Beam-Splitter 50/50 that, in theory, it works as 50/50 proportion in the transmitted or

reflected light, but in practice it will not behave as a perfect 50/50. It depends precisely

on the material quality. This is not a problem with a Polarizing Beam-Splitter (PBS),

since its imperfections can be compensated just with a rotating alignment of a half

wave plate.
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Figure 3.9: The main idea of the polarization encoding detection with a Polarizing
Beam-Splitter.

3.4.3 Temporal encoding

Another variable that can be considered in photons is the arrival time to the detectors.

This type of encoding was implemented by [SGG+00]. The experimental setup requires

of one detector, where the photon has traveled through a system that gives the photon

two options: to go trough a long path of an interferometer or to go through a short one.

In this case, the binary 1 or 0 outputs for the produced random sequence correspond

to the large or short path respectively.

The obtained state is:

|Ψ〉 =
|L〉+ |S〉√

2
(3.11)

where L means long path and S is the short path.

To determine in which of the two states the photon collapses, and to ensure that the

system works at the single photon level regime, the source of light must be turned on

by a short period of time and stay off a longer time. The difference between the time

the light is turn on and the time the detector see a photon must be known to determine

for which of the two paths the photon travels by. A VHDL program have been written

in this project perform that objective. For more programming details see Appendix C.

Figure 3.10 shows the schematic experimental setup for temporal encoding. This

experiment was made using fibers all the time for an easiest link up between fibers and

also to avoid losses of light in the air. Then, instead of a Beam-Splitter 50/50 there is

something called Fiber Beam-Splitter 50/50 (FBS) that works exactly as the first one.

The FBS used in this project works with a wavelength of 780nm and the LED used is

a 770nm.
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Figure 3.10: The main idea of the temporal encoding detection with two Fiber Beam-
Splitter 50/50 to split (1 to 2) and rejoin (2 to 1).

Two FBS are needed to achieve the temporal encoding, first to split (1 to 2) the

photons and then to rejoin them (2 to 1) to arrive to just one detector. Additionally,

there will be a long fiber between one path in the fibers to differentiate the long path to

the short path as was mentioned earlier. The length difference between the two paths

will make a temporal difference. Then, to calculate that time difference is important to

know that the photons travels by a fiber at approximately 2
3
c (c light speed) and that

the extra fibers had a length of 15m:

∆x = v∆t

⇒ 15m =
2

3
c∆t⇒ 45m

3c
= ∆t

⇒ ∆t =
45��m

9× 108�m
s

⇒ ∆t = 5× 10−8s

⇒ ∆t = 5× 101ns⇒ ∆ t = 50 ns

(3.12)

Then 50ns is the temporal difference between paths. As is described in Appendix B,

the electronic details of the FPGA confirms that it allows the detection for such time

difference.

3.5 Possible experimental setups

Considering the three possible codifications and the mentioned sources, there are 12

possible experimental setups as is shown in table 3.1:

In all the experimental setups, its very important to use a few filters and in some

cases also one polarizer to attenuate the intensity to get the desire photons per mi-

crosecond. The limit calculated in (3.8) states that 500.000 photons per second must

be in each detector as a maximum.
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Codification Source
1

Path

Laser
2 Pseudo-thermal
3 LED
4 Heralded
5

Polarization

Laser
6 Pseudo-thermal
7 LED
8 Heralded
9

Temporal

Laser
10 Pseudo-thermal
11 LED
12 Heralded

Table 3.1: Possible experimental setups. Codification and source of light. The under-
lined sources were the implementations made in this project.
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CHAPTER 4

Results

To analyze the sequences, a length of the subsequences must be chosen. In all the cases,

the chosen length is 100.000 as follows the extremelly recomended subsequence length

that is mentioned in the details of the NIST software [NIS10, RSN+10].

There are many statistical tests that have to use a fixed numerical parameter to

build the m-block sequences to analyze it. As default, the NIST software have the

following fixed parameters:

Block Frequency test 128

NonOverlapping Template test 9

Overlapping Template test 9

Aproximate Entropy test 10

Serial test 16

Linear complexity test 500

A sequence is compound of 4000 bits. This implies that, in theory, there must be

2000 ones and 2000 in each random sequence. The results were about 5000 p-values

obtained for each test. To illustrate this, the following tables for each experimental

setup shows only the first 6 p-values for each test and also there is information about

the p-values in general as the standard deviation, mean value and also the maximum

p-value. To see the results of all the p-values obtained see Appendix D; there are

histograms for each test in each of the experimental setups.
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Test Standard deviation Mean value

Approximate Entropy 4, 17× 10−3 117, 89× 10−6

Block Frequency 16× 10−3 273, 52× 10−6

Cumulative sums 43, 7× 10−3 3, 36× 10−3

FFT 54, 47× 10−3 4, 55× 10−3

Frequency 30, 03× 10−3 1, 6× 10−3

Linear complexity 56, 54× 10−3 4, 8× 10−3

Longest run 20, 41× 10−3 1× 10−3

NonOverlapping 294, 88× 10−3 459, 72× 10−3

Overlapping 36, 64× 10−3 2, 5× 10−3

Random excursions 29, 93× 10−3 1, 36× 10−3

Rnd Exc. Variant 45, 98× 10−3 3, 19× 10−3

Rank 56, 18× 10−3 4, 77× 10−3

Runs 42, 14× 10−6 164, 66× 10−9

Serial 45, 70× 10−3 3, 54× 10−3

Table 4.1: Standard deviation and mean value based on all the p-values obtained with
the laser.

4.1 Laser encoded in Polarization

Neutral density filters (NEXXA) 50 (5 orders of magnitude)

Intensity 350 000 photons per second per detector

Acquisition spent time 2 hours

Sequences 250 000

Bits 1 000 000 000

The information about the standard deviation and the mean value from all the

p-values are shown in table 4.1.

The first 6 p-values obtained for the laser are shown in table 4.2. The criterion that

must satisfy a sequence to be random was mentioned in equation (2.1). In table 4.1 the

results were not satisfying the requirement to be random, but the table 4.2 shows that

there are some sequences that indeed are random. For more details, see the histograms

for each statistical test in Appendix D, laser encoding in polarization.
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P-Values

Approximate Entropy 0.075473 0.0333 0.000173 0.003119 0.067841 0.069618

Block Frequency 0.117365 0.38084 0.019876 0.094258 0.001936 0.015458

Cumulative sums 0.562079 0.839687 0.455938 0.333928 0.253324 0.343729

FFT 0.433325 0.861776 0.234132 0.684547 1 0.684547

Frequency 0.747034 0.436616 0.234433 0.543747 0.1739 0.37934

Linear complexity 0.594891 0.473096 0.529676 0.220983 0.925289 0.339679

Longest run 0.853164 0.42516 0.037813 0.050106 0.284139 0.544491

NonOverlapping 0.404595 0.253598 0.684875 0.176717 0.830839 0.888884

Overlapping 0.583893 0.279949 0.657722 0.472308 0.844452 0.548674

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.270147 0.625635 0.322159 0.785821 0.645643 0.625635

Runs 0 0 0 0 0 0

Serial 0.000036 0.100081 0.000359 0.201682 0.000001 0.075357

Proportion 50/50 49.68582 / 50.31418

Table 4.2: Results for laser. The first 6 subsequences.

4.2 Pseudo-thermal encoded in Polarization

Neutral density filters (NEXXA) 40 (4 orders of magnitude)

Intensity 285 000 photons per second per detector

Acquisition spent time 2 hours and 20 minutes

Sequences 250 000

Bits 1 000 000 000

These parameters correspond to the first time this setup was implemented, with

the rotating acrylic. However, there was a problem that it wasn’t considered: the

rotating acrylic stopped for an unknown time. Then, to be sure that the rotating

acrylic doesn’t stop during the data acquisition, a photo-interrupter circuit with the

aid of an oscilloscope has to be used to monitor the acrylic rotation. This time, the

acrylic did not stopped. The used parameters for this second run were

Neutral density filters 35 (3.5 orders of magnitude)

Intensity 435 000 photons per second per detector

Acquisition spent time 1 hour and 40 minutes

Sequences 250 000

Bits 1 000 000 000
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Test Standard deviation Mean value

Approximate Entropy 0 0
Block Frequency 0 0
Cumulative sums 45, 5× 10−3 4, 17× 10−3

FFT 46, 42× 10−3 3, 52× 10−3

Frequency 41, 10× 10−3 2, 76× 10−3

Linear complexity 56, 72× 10−3 4, 82× 10−3

Longest run 49, 12× 10−9 77, 24× 10−12

NonOverlapping 303, 88× 10−3 359, 48× 10−3

Overlapping 511, 72× 10−9 1, 47× 10−9

Random excursions 19, 66× 10−3 638, 96× 10−6

Rnd Exc. Variant 38, 06× 10−3 2, 13× 10−3

Rank 55, 90× 10−3 4, 73× 10−3

Runs 0 0
Serial 32, 92× 10−3 2, 11× 10−3

Table 4.3: Standard deviation, mean value and p-value maximum based on all the
p-values obtained with the laser with the rotating acrylic.

Then the results for this last setup are shown in table 4.3, and for the first 6 values

are shown in 4.4.

4.3 LED encoded in Path

For this setup, a LED was used as the light source, and using path encoding as described

in section 3.4.1. The setup was implemented by using a Fiber Beam-Splitter, since the

Polarizing Beam-Splitter works with a wavelength near to the laser, about 650nm,

but the LED has a 780nm wavelength that will not work with the PBS. The used

experimental parameters were the following:

Neutral density filters 0

Intensity 471 000 photons per second per detector

Acquisition spent time 1 hour and 20 minutes

Sequences 250 000

Bits 1 000 000 000

The original data file was broken, by an unknown reason.

To see different the effect of the intensity on the randomness of the sequences, the

following data acquisition was done with 5 different intensities. Also, the amount of

sequences were reduced to be able to get data with all the intensities.
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P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0.101334 0.483072 0.951993 0.946993 0.727154 0.526978

FFT 0.81642 0.036674 0.79396 0.523201 0.031761 0.081659

Frequency 0.432896 0.944536 0.824813 0.151095 0.106796 0.994954

Linear complexity 0.520755 0.156936 0.451667 0.915172 0.177085 0.473241

Longest run 0 0 0 0 0 0

NonOverlapping 0 0.000047 0.001408 0.076431 0.116671 0.766019

Overlapping 0 0 0 0 0 0

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.048299 0.014349 0.658651 0.440798 0.898384 0.828802

Runs 0 0 0 0 0 0

Serial 0 0.158401 0 0.740244 0 0.000208

Proportion 50/50 50.01432 / 49.98568

Table 4.4: Results pseudo-thermal. The first 6 subsequences.

4.3.1 Intensity of 500 000 photons per second

Neutral density filters 50 (5 orders of magnitude)

Intensity 500 000 photons per second per detector

Acquisition spent time 30 minutes

Sequences 100 000

Bits 200 000 000

Results are shown in table 4.5, and for the first 6 sequences in table 4.6.

4.3.2 Intensity of 200 000 photons per second

Neutral density filters 50 (5 orders of magnitude) + polarizer

Intensity 200 000 photons per second per detector

Acquisition spent time 1 hour and 30 minutes

Sequences 100 000

Bits 200 000 000

Results are shown in table 4.7, and for the first 6 sequences in table 4.8.
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Test Standard deviation Mean value

Approximate Entropy 0 0
Block Frequency 0 0
Cumulative sums 0 0
FFT 40, 50× 10−3 2, 63× 10−3

Frequency 0 0
Linear complexity 47, 48× 10−3 3, 4× 10−3

Longest run 0 0
NonOverlapping 294, 57× 10−3 283, 45× 10−3

Overlapping 17, 56× 10−6 116, 55× 10−9

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 47, 01× 10−3 3, 35× 10−3

Runs 0 0
Serial 41, 99× 10−3 2, 81× 10−3

Table 4.5: Standard deviation and mean value based on all the p-values obtained with
the led at 500 000 photons per second.

P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0.201659 0.433325 0.07199 0.504492 0.601432 0.486143

Frequency 0 0 0 0 0 0

Linear complexity 0.837263 0.386081 0.472927 0.797276 0.90459 0.499683

Longest run 0 0 0 0.000057 0 0

NonOverlapping 0.000157 0.072855 0.002742 0.469999 0.01059 0.033695

Overlapping 0 0 0 0.000003 0 0

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.114147 0.687158 0.787966 0.645643 0.252943 0.161399

Runs 0 0 0 0 0 0

Serial 0.000011 0.418995 0 0.493476 0 0.750747

Proportion 50/50 53.43441 / 46.56559

Table 4.6: Results for LED 500. The first 6 subsequences.
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Test Standard deviation Mean value

Approximate Entropy 0 0
Block Frequency 0 0
Cumulative sums 0 0
FFT 40, 33× 10−3 2, 6× 10−3

Frequency 0 0
Linear complexity 33, 63× 10−3 1, 69× 10−3

Longest run 11, 86× 10−6 67, 07× 10−9

NonOverlapping 296, 12× 10−3 290, 14× 10−3

Overlapping 11, 49× 10−3 454, 14× 10−6

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 46, 98× 10−3 3, 34× 10−3

Runs 0 0
Serial 31, 27× 10−3 1, 8× 10−3

Table 4.7: Standard deviation and mean value based on all the p-values obtained with
the led at 200 000 photons per second.

P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0.212097 0.06328 0.081659 0.039365 0.953718 0.727669

Frequency 0 0 0 0 0 0

Linear complexity 0.075403 0.28367 0.410082 0.002679 0.554032 0.920741

Longest run 0 0 0 0.000057 0 0

NonOverlapping 0 0 0.000297 0.000666 0.000002 0.000001

Overlapping 0.002118 0.001051 0.030859 0.034672 0.255998 0.092306

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.658651 0.119522 0.792631 0.356565 0.429607 0.346776

Runs 0 0 0 0 0 0

Serial 0.000001 0.706813 0 0.368985 0 0.263049

Proportion 50/50 53.53569 / 46.46431

Table 4.8: Results for LED 200. The first 6 subsequences.
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Test Standard deviation Mean value

Approximate Entropy 0 0
Block Frequency 0 0
Cumulative sums 0 0
FFT 41, 58× 10−3 2, 74× 10−3

Frequency 0 0
Linear complexity 47, 69× 10−3 3, 42× 10−3

Longest run 90, 22× 10−6 364, 23× 10−9

NonOverlapping 296, 77× 10−3 296, 25× 10−3

Overlapping 14, 03× 10−3 592, 27× 10−9

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 47, 67× 10−3 3, 41× 10−3

Runs 0 0
Serial 32, 05× 10−3 1, 84× 10−3

Table 4.9: Standard deviation and mean value based on all the p-values obtained with
the led at 100 000 photons per second.

4.3.3 Intensity of 100 000 photons per second

Neutral density filters 55 (5.5 orders of magnitude) + polarizer

Intensity 100 000 photons per second per detector

Acquisition spent time 2 hours and 40 minutes

Sequences 100 000

Bits 200 000 000

Results are shown in table 4.9, and for the first 6 sequences in table 4.10.

4.3.4 Intensity of 50 000 photons per second

Neutral density filters 60 (6 orders of magnitude) + polarizer

Intensity 50 000 photons per second per detector

Acquisition spent time 5 hours

Sequences 100 000

Bits 200 000 000

Results are shown in table 4.11, and for the first 6 sequences in table 4.12.
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P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0.839031 0.486143 0.146793 1 0.383988 0.907592

Frequency 0 0 0 0 0 0

Linear complexity 0.38534 0.596225 0.294805 0.15846 0.229337 0.586963

Longest run 0 0 0 0 0 0

NonOverlapping 0 0 0.000022 0 0.000013 0.005695

Overlapping 0.108863 0.002271 0.026316 0.06266 0.002714 0.00038

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.512012 0.463999 0.607817 0.793223 0.828802 0.785821

Runs 0 0 0 0 0 0

Serial 0 0.102945 0 0.631964 0 0.578241

Proportion 50/50 53.42134 / 46.57866

Table 4.10: Results for LED 100. The first 6 subsequences.

Test Standard deviation Mean value

Approximate Entropy 10, 20× 10−6 46, 93× 10−9

Block Frequency 258, 03× 10−6 1, 83× 10−6

Cumulative sums 0 0
FFT 46, 63× 10−3 3, 29× 10−3

Frequency 0 0
Linear complexity 47, 98× 10−3 3, 44× 10−3

Longest run 27, 55× 10−6 70, 55× 10−9

NonOverlapping 301, 26× 10−3 384, 79× 10−3

Overlapping 3, 74× 10−3 81, 8× 10−6

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 47, 36× 10−3 3, 38× 10−3

Runs 0 0
Serial 40, 36× 10−3 2, 69× 10−3

Table 4.11: Standard deviation and mean value based on all the p-values obtained with
the led at 50 000 photons per second.
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P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0.000001 0.000009 0.000005

Cumulative sums 0 0 0 0 0 0

FFT 0.727669 0.163646 0.212097 0.433325 0.542259 0.684547

Frequency 0 0 0 0 0 0

Linear complexity 0.172981 0.176511 0.387144 0.315365 0.77581 0.426466

Longest run 0 0 0 0 0 0

NonOverlapping 0.443339 0.438249 0.412407 0.591169 0.458932 0.079489

Overlapping 0.03707 0.001952 0.000259 0.000002 0.000167 0.051616

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.509536 0.999938 0.388149 0.607817 0.199951 0.19962

Runs 0 0 0 0 0 0

Serial 0.00001 0.211438 0.000012 0.39307 0 0.026116

Proportion 50/50 51.90352/ 48.09648

Table 4.12: Results for LED 50. The first 6 subsequences.

4.3.5 Intensity of 25 000 photons per second

Neutral density filters 70 (7 orders of magnitude)

Intensity 25 000 photons per second per detector

Acquisition spent time 5 hours

Sequences 50 000

Bits 100 000 000

Results are shown in table 4.13, and for the first 6 sequences in table 4.14.

4.4 Infrared laser encoded in path

Neutral density filters 15 (1.5 orders of magnitude)

Intensity 150 000 photons per second per detector

Acquisition spent time 3 hours

Sequences 200 000

Bits 400 000 000
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Test Standard deviation Mean value

Approximate Entropy 519, 62× 10−9 3, 59× 10−9

Block Frequency 117, 82× 10−6 589, 21× 10−9

Cumulative sums 0 0
FFT 46, 51× 10−3 3, 26× 10−3

Frequency 0 0
Linear complexity 47, 81× 10−3 3, 41× 10−3

Longest run 1, 28× 10−6 7, 86× 10−9

NonOverlapping 300, 87× 10−3 374, 56× 10−3

Overlapping 2, 77× 10−3 48, 5× 10−6

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 47, 37× 10−3 3, 38× 10−3

Runs 0 0
Serial 40, 51× 10−3 2, 72× 10−3

Table 4.13: Standard deviation and mean value based on all the p-values obtained with
the led at 25 000 photons per second.

P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0.684547 0.257743 0.155046 0.163646 0.07199 0.684547

Frequency 0 0 0 0 0 0

Linear complexity 0.315494 0.61056 0.742876 0.033179 0.833312 0.641778

Longest run 0 0 0 0 0 0

NonOverlapping 0 0 0 0 0 0

Overlapping 0 0 0 0 0 0

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.099845 0.463999 0.793223 0.248087 0.239974 0.400074

Runs 0 0 0 0 0 0

Serial 0 0.000001 0 0.000077 0 0.04323

Proportion 50/50 52.05869/ 47.94131

Table 4.14: Results for LED 25. The first 6 subsequences.



36 Results

Test Standard deviation Mean value

Approximate Entropy 0 0
Block Frequency 0 0
Cumulative sums 0 0
FFT 1, 47× 10−6 4, 16× 10−9

Frequency 0 0
Linear complexity 47, 44× 10−3 3, 38× 10−3

Longest run 0 0
NonOverlapping 254, 77× 10−3 133, 02× 10−3

Overlapping 0 0
Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 47, 64× 10−3 3, 41× 10−3

Runs 0 0
Serial 13, 34× 10−3 416, 9× 10−6

Table 4.15: Standard deviation and mean value based on all the p-values obtained with
the infrared laser.

P-Values

Approximate Entropy 0 0 0 0 0 0

Block Frequency 0 0 0 0 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0 0.000001 0.000012 0 0 0

Frequency 0 0 0 0 0 0

Linear complexity 0.001246 0.235788 0.001288 0.885006 0.770536 0.755776

Longest run 0 0 0 0 0 0

NonOverlapping 0.548538 0.429515 0.031599 0.254543 0.176818 0.689005

Overlapping 0 0 0 0 0 0.000003

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.429607 0.256289 0.432093 0.718516 0.663163 0.284015

Runs 0 0 0 0 0 0

Serial 0.066218 0.936657 0 0.260702 0 0.027555

Proportion 50/50 24.59705 / 75.40295

Table 4.16: Results for Infrared laser. The first 6 subsequences.
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Figure 4.1: Distribution for the temporal encoding data get from the LED

As is shown in table 4.16, the proportion of ones and zeros was the worst in all the

experiments. This is due to the FBS work with a wavelength not as close as the LED

did. Additionally, the FBS proportion cannot be adjusted like a PBS with the aid of a

half wave plate.

4.5 LED encoded in Temporal codification

In this specific case, the program written in VHDL was used as is detailed in Appendix

C. The VHDL program controls the FPGA to turn on a LED for 10 times the FPGA’s

clock that is about 3, 6ns and then turn off the LED for 50 times the FPGA’s clock.

Then, a program used in other project was used also in this one. The program is able to

register the photon’s arrival times. Since this section is about temporal codification, the

arrival time is relevant to determine which path the photon travels by. Also, the time the

LED was turned on is relevant to compare with the photon’s arrival time. Comparing

those times, the chosen boundary was made by defining 30 times the FPGA’s clock. As

is shown in figure 4.1 the arrival times could get the time differences between the two

paths and then define the limit for them. Then, the setup was successful in the way

that a 1 and a 0 could be defined with the limit between the arrival times.
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Test Standard deviation Mean value

Approximate Entropy 1, 25× 10−3 35, 27× 10−6

Block Frequency 9, 44× 10−3 253, 05× 10−6

Cumulative sums 0 0
FFT 42, 81× 10−3 2, 9× 10−3

Frequency 0 0
Linear complexity 43, 97× 10−3 3, 04× 10−3

Longest run 1, 25× 10−3 34, 49× 10−6

NonOverlapping 301, 71× 10−3 387, 28× 10−3

Overlapping 17, 99× 10−3 928, 81× 10−6

Random excursions 0 0
Rnd Exc. Variant 0 0
Rank 52, 66× 10−3 3, 85× 10−3

Runs 0 0
Serial 57, 76× 10−3 5, 6× 10−3

Table 4.17: Standard deviation and mean value based on all the p-values obtained with
the LED encoded in time

Neutral density filters 0

Intensity 200 000 photons per second per detector

Acquisition spent time 4 hours

Sequences 1 125

Bits 4 500 000

4.6 Result analysis and discussion

There were obtained many p-values as a consequence of the chosen subsequence length

(100 000) and also that the obtained sequences directly from the experiment were at

least of: 100 000 000 bits. Then, the 6 first sequences shown in the previous figures

are totally not representative of the entire acquired data. The standard deviation and

mean value could show information to analyze than just the first 6 sequences. But

unfortunately, there were also many null p-value sequences and those zero values were

the ones that affect considerably the resulted histograms. In Appendix D is easily

verified that the obtained p-values were in a good criteria of randomness as equation

(2.1) states, but the amount of zeros were the ones that change entirely the mean

values for each test. The histograms are in a logarithmic scale to see more details in

the amount of p-values that are not zero.
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P-Values

Approximate Entropy 0 0.000004 0 0.000003 0.000015 0.000142

Block Frequency 0 0.000001 0 0.000001 0 0

Cumulative sums 0 0 0 0 0 0

FFT 0.561658 0.416486 0.504492 0.368338 0.46816 0.33825

Frequency 0 0 0 0 0 0

Linear complexity 0.005162 0.592249 0.757396 0.96286 0.710371 0.088387

Longest run 0 0 0 0 0.000001 0

NonOverlapping 0 0.000054 0.000005 0.172089 0.00052 0.000889

Overlapping 0.088029 0.108206 0.001334 0.036323 0.099828 0.014642

Random excursions 0 0 0 0 0 0

Rnd Exc. Variant 0 0 0 0 0 0

Rank 0.587746 0.950389 0.346776 0.95673 0.70794 0.270147

Runs 0 0 0 0 0 0

Serial 0.054122 0.668911 0.063962 0.304537 0.288654 0.854467

Proportion 50/50 52.08918 / 47.91082

Table 4.18: Results for the LED encoded in time. The first 6 subsequences.

The laser in polarization codification was the source with less failure test than any

other. Almost every result shown in table 4.2 is the result of all the p-values obtained

for the laser. The proportion is also the best obtained.

The intensities analyzed for the LED shows that the results can be affected by the

intensities. The intensity of 500 000 photons per second shows in table 4.6 that there

are a lot of failure tests in the first 6 sequences (and also in the other sequences), and

against the intensity of 50 000 photons per second there are less failure tests. Another

thing to care about is the fact that the 50 000 intensity gets a better proportion 50/50

than any other intensity for the LED.

The LED in temporal codification seems to have good results as is shown in table

4.18. At least there are not too much zeros as other sequences have. The proportion

50/50 is also good as the 25 000 intensity for the LED.
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CHAPTER 5

Conclusions

Any source of light could be the only requirement to produce a sequence of random

numbers exploiting quantum nature. But the results of randomness shows that there

will not be always a random sequence as a product of the experimental setups. Also,

the first 6 sequences does not represent the entire sequence obtained but those tests

that failed with 0 are in general failed also for the others sequences.

If a winner should be named based on encoding and producing rate of random

sequences, the winner will be the laser encoded in polarization. This scheme shows the

less failure tests compared to the others tests results. Also, the failed tests following

the criterion of a single photon regime were also fewer than other sources of light.

A comparison between LEDs intensities from 25 thousand to 500 thousand shows

that as the intensity raises, the randomness (p-values) decreases. The best results for

the LED intensities were for the intensity of 50 000 photons per second.

The 50/50 proportion is very important to some statistical tests. The values that are

closest to the perfect proportion than the others were the laser and the pseudo-thermal

source in polarization codification. These sources had the advantage that a PBS can

work with a half wave plate to get the 50/50 as desired. The LED and infrared laser

working with a FBS depends entirely on the materials specifications and what is the

optimal wavelength to work with it. Then the proportions cannot be adjusted and the

obtained results could be as good as the LED 50 or as bad as the infrared laser within

this scheme. Even a proportion of 52/48 is not good at all to a statistical test.

The temporal encoding results obtained were good but the production rate was

awful. The experiment works as was expected and the random sequences could be
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better with an improved proportion, but there were spent 4 hours to get just 4 500 000

bits. It does not worth the temporal codification as the rate production is the worst of

all the experimental setups.

The best way to produce Quantum Random Numbers is therefore by using a laser

encoding in polarization. The intensity used in this project might be a little bit high,

but even in that way the laser achieves such great results. The pseudo-thermal source

should get good results as the laser, but the intensity used was too high.
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APPENDIX A

Detectors

The detectors used in this project have the reference: SPCM-AQRH-13-FC, from the

company Perkin Elmer. Detailed technical information is available at: [Per07].

This detector is capable to detect photons of light over 400nm to 1060nm wavelength

range. This is an avalanche photodiode detector that uses the photoelectric effect to

convert light to a electric pulse which arises itself by avalanche multiplication, then it

becomes stronger until it gets a 2.5V electric pulse. The duration of the pulse is 15ns

and is followed by a “dead time” of 35ns in which the detector is not able to detect

anything. It implies that two consecutive photons can be detected only if they are

separated in time at least 50ns from one to each other.

There is something known as a “dark count” that is an electric pulse generated as if a

photon was detected when it was not. This specific model has less than 250 dark counts

per second. As was mentioned in chapter 3, equation (3.8), the maximum detections

were 500.000 photons per second. In this case, the dark counts will represents a 0.05%.

The minimum intensity used in the experiment was 25.000 photons per second and its

percentage of dark counts is 1%. In any of the cases, the dark counts represents a very

small percentage relative to the amount of photons detected.

The efficiency of photo-detectors for different wavelengths, in terms of percentage,

is:

• 400nm, η = 5%

• 650nm η = 65%

• 830nm η = 45%



46 Detectors

• 1060nm η = 2%



APPENDIX B

Optical and electronical specifications

The name of all the optical and electronic components that were used in the lab are

described in table B.1.

One of the most important devices used is the FPGA. This device sends to a com-

puter the information that it receives from the detectors. The information can be

stored temporally in the internal FPGA memory and sends out to the computer when

the memory is full to be more efficient. It is built by the company Orange Tree Tech-

nologies. There are two FPGA USB boards at the laboratory with reference codes:

ZestSC1 and ZestSC2. Both FPGAs boards were used. They both include an FPGA

of Xilinx, model Spartan-3. The clock speed of both: 3, 6ns (276Mhz). The main dif-

ference between the two FPGAs is the capacity of the internal memory, as the ZestSC1

has a lower memory than ZestSC2. Detailed information about the FPGA boards can

be found on the Internet at [Ltd].

Material Reference name Wavelength range

Polarizing Beam-Splitter Casix BPS 0202 650nm - 850nm

Fiber Beam-Splitter OZ Optics.Fused-22-780-5/125-50/50 780nm

Multimode fiber Thorlabs M31L05 800nm - 1350nm

LED 1125-1081-ND 770nm

Diode Red Laser DI 650-2.5-3. DC 3V. Power 2.5mW. 650nm

Half wave plate Casix WPZ 1212 - λ
2 -810+M 810nm

Infrared laser Thorlabs CPS-808 808nm

Table B.1: Information details about materials, their names and working wavelength
range or emission.
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APPENDIX C

Programming details

VHDL is a programming language that is everything but intuitive.

The intention of this program developed for this project is to be able to turn on a

LED by a very short time and then turn it off the LED by a longer time. This is a

requirement for the temporal codification as is described in chapter 3.

The VHDL code of the implemented block is:

architecture Behavioral of p is

signal proc : STD LOGIC;

signal prend : STD LOGIC VECTOR (7 downto 0);

signal apg : STD LOGIC VECTOR (7 downto 0);

begin

process (Ciclo on, Ciclo off, CLK, RST ) is

begin

Pulso <= ’0’;

if RST = ’0’ then

if Ciclo on > 0 and Ciclo off > 0 then

if CLK’ event and CLK = ’1’ then

if proc = ’0’ then

if prend < Ciclo on -1 then

prend <= prend + 1;

Pulso <= ’1’;

else

Pulso <= ’0’;
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proc <= ’1’;

apg <= (others=>’0’);

end if;

else

if apg < Ciclo off -1 then

apg <= apg + 1;

Pulso <= ’0’;

else

Pulso <= ’1’;

proc <= ’0’;

prend <= (others=>’0’);

end if;

end if;

end if;

end if;

else

proc <= ’1’;

prend <= (others =>’0’);

apg <= (others =>’0’);

Pulso <= ’0’;

end if;

end process;

end Behavioral;



APPENDIX D

Results: Histograms

In this Appendix, the results from the experimental setups are shown for each of the

applied tests in a histogram graph. Amplitude means the p-value. There are some zero

histograms.

D.1 Laser encoded in polarization
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(a) Algorithm test for the laser encoded in
polarization.
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(b) Block Frequency test for the laser encoded
in polarization.

Figure D.1: Laser
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(a) Cumulative sums tests for the laser en-
coded in polarization.
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(b) FFT test for the laser encoded in polar-
ization.
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(c) Frequency test for the laser encoded in
polarization.

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
10 0,2 0,4 0,6 0,8

histogram countHistogram Graph 6

(d) Linear complexity test for the laser en-
coded in polarization.
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(e) Longest Runs test for the laser encoded in
polarization.
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(f) Non-Overlapping test for the laser en-
coded in polarization.

Figure D.2: Laser 2
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(a) Overlapping test for the laser encoded in
polarization.
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(b) Random Excursions test for the laser en-
coded in polarization.
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(c) Random Excursions Variant test for the
laser encoded in polarization.
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(d) Rank test for the laser encoded in polar-
ization.
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(e) Runs test for the laser encoded in polar-
ization.
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(f) Serial test for the laser encoded in polar-
ization.

Figure D.3: Laser 3



54 Results: Histograms

D.2 Pseudo-thermal encoded in polarization
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(a) Algorithm test for the pseudo-thermal
source encoded in polarization.
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(b) Block Frequency test for the pseudo-
thermal source encoded in polarization.
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(c) Cumulative sums tests for the pseudo-
thermal source encoded in polarization.
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(d) FFT test for the pseudo-thermal
source encoded in polarization.
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(e) Frequency test for the pseudo-thermal
source encoded in polarization.
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(f) Linear complexity test for the pseudo-
thermal source encoded in polarization.

Figure D.4: Pseudo-Thermal
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(a) Longest Runs test for the pseudo-thermal
source encoded in polarization.
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(b) Non-Overlapping test for the pseudo-
thermal source encoded in polarization.
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(c) Overlapping test for the pseudo-thermal
source encoded in polarization.

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
10 0,5

histogram countHistogram Graph 10

(d) Random Excursions test for the pseudo-
thermal source encoded in polarization.
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(e) Random Excursions Variant for the
pseudo-thermal source encoded in polariza-
tion.
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(f) Rank test for the pseudo-thermal source
encoded in polarization.

Figure D.5: Pseudo-thermal 2
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(a) Runs test for the pseudo-thermal source
encoded in polarization.
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(b) Serial test for the pseudo-thermal source
encoded in polarization.

Figure D.6: Pseudo-thermal 3

D.3 Intensity of 500 000 photons per second
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(a) Algorithm test for the LED at 500 000
photons per second encoded in path.
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(b) Block Frequency test for the LED at 500
000 photons per second encoded in path.

Figure D.7: LED 500 000
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(a) Cumulative sums tests for the LED at 500
000 photons per second encoded in path.
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(b) FFT test for the LED at 500 000 photons
per second encoded in path.
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(c) Frequency test for the LED at 500 000
photons per second encoded in path.
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(d) Linear complexity test for the LED at 500
000 photons per second encoded in path.
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(e) Longest Runs test for the LED at 500 000
photons per second encoded in path.
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(f) Non-Overlapping test for the LED at 500
000 photons per second encoded in path.

Figure D.8: LED 500 000. 2.
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(a) Overlapping test for the LED at 500 000
photons per second encoded in path.
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(b) Random Excursions test for the LED at
500 000 photons per second encoded in path.
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(c) Random Excursions Variant for the LED
at 500 000 photons per second encoded in
path.
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(d) Rank test for the LED at 500 000 photons
per second encoded in path.
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(e) Runs test for the LED at 500 000 photons
per second encoded in path.
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(f) Serial test for the LED at 500 000 photons
per second encoded in path.

Figure D.9: LED 500 000. 3.
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D.4 Intensity of 200 000 photons per second
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(a) Algorithm test for the LED at 200
000 photons per second encoded in
path.
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(b) Block Frequency test for the LED
at 200 000 photons per second en-
coded in path.
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(c) Cumulative sums tests for the
LED at 200 000 photons per second
encoded in path.
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(d) FFT test for the LED at 200 000
photons per second encoded in path.
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(e) Frequency test for the LED at 200
000 photons per second encoded in
path.

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
10 0,2 0,4 0,6 0,8

histogram countHistogram Graph 6

(f) Linear complexity test for the
LED at 200 000 photons per second
encoded in path.

Figure D.10: LED 200 000
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(a) Longest Runs test for the LED at 200 000
photons per second encoded in path.
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(b) Non-Overlapping test for the LED at 200
000 photons per second encoded in path.
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(c) Overlapping test for the LED at 200 000
photons per second encoded in path.
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(d) Random Excursions test for the LED at
200 000 photons per second encoded in path.
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(e) Random Excursions Variant for the LED
at 200 000 photons per second encoded in
path.
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(f) Rank test for the LED at 200 000 photons
per second encoded in path.

Figure D.11: LED 200 000. 2.
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(a) Runs test for the LED at 200 000 photons
per second encoded in path.
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(b) Serial test for the LED at 200 000 photons
per second encoded in path.

Figure D.12: LED 200 000. 3.

D.5 Intensity of 100 000 photons per second
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(a) Algorithm test for the LED at 100 000
photons per second encoded in path.
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(b) Block Frequency test for the LED at 100
000 photons per second encoded in path.

Figure D.13: LED 100 000
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(a) Cumulative sums tests for the LED at 100
000 photons per second encoded in path.
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(b) FFT test for the LED at 100 000 photons
per second encoded in path.
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(c) Frequency test for the LED at 100 000
photons per second encoded in path.
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(d) Linear complexity test for the LED at 100
000 photons per second encoded in path.
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(e) Longest Runs test for the LED at 100 000
photons per second encoded in path.
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(f) Non-Overlapping test for the LED at 100
000 photons per second encoded in path.

Figure D.14: LED 100 000. 2.
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(a) Overlapping test for the LED at 100 000
photons per second encoded in path.
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(b) Random Excursions test for the LED at
100 000 photons per second encoded in path.
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(c) Random Excursions Variant for the LED
at 100 000 photons per second encoded in
path.
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(d) Rank test for the LED at 100 000 photons
per second encoded in path.
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(e) Runs test for the LED at 100 000 photons
per second encoded in path.
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(f) Serial test for the LED at 100 000 photons
per second encoded in path.

Figure D.15: LED 100 000. 3.
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D.6 Intensity of 50 000 photons per second
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(a) Algorithm test for the LED at 50
000 photons per second encoded in
path.
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(b) Block Frequency test for the LED
at 50 000 photons per second encoded
in path.
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(c) Cumulative sums tests for the
LED at 50 000 photons per second en-
coded in path.
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(d) FFT test for the LED at 50 000
photons per second encoded in path.
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(e) Frequency test for the LED at 50
000 photons per second encoded in
path.
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(f) Linear complexity test for the
LED at 50 000 photons per second en-
coded in path.

Figure D.16: LED 50 000
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(a) Longest Runs test for the LED at 50 000
photons per second encoded in path.
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(b) Non-Overlapping test for the LED at 50
000 photons per second encoded in path.
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(c) Overlapping test for the LED at 50 000
photons per second encoded in path.
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(d) Random Excursions test for the LED at
50 000 photons per second encoded in path.
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(e) Random Excursions Variant for the LED
at 50 000 photons per second encoded in path.
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(f) Rank test for the LED at 50 000 photons
per second encoded in path.

Figure D.17: LED 50 000. 2.
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(a) Runs test for the LED at 50 000 photons
per second encoded in path.
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(b) Serial test for the LED at 50 000 photons
per second encoded in path.

Figure D.18: LED 50 000. 3.

D.7 Intensity of 25 000 photons per second

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
0,00020 0,0001

histogram countHistogram Graph

(a) Algorithm test for the LED at 25 000 pho-
tons per second encoded in path.
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(b) Block Frequency test for the LED at 25
000 photons per second encoded in path.

Figure D.19: LED 25 000
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(a) Cumulative sums tests for the LED at 25
000 photons per second encoded in path.

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
10 0,2 0,4 0,6 0,8

histogram countHistogram Graph 4

(b) FFT test for the LED at 25 000 photons
per second encoded in path.
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(c) Frequency test for the LED at 25 000 pho-
tons per second encoded in path.
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(d) Linear complexity test for the LED at 25
000 photons per second encoded in path.
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(e) Longest Runs test for the LED at 25 000
photons per second encoded in path.
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(f) Non-Overlapping test for the LED at 25
000 photons per second encoded in path.

Figure D.20: LED 25 000. 2.
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(a) Overlapping test for the LED at 25 000
photons per second encoded in path.
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(b) Random Excursions test for the LED at
25 000 photons per second encoded in path.
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(c) Random Excursions Variant for the LED
at 25 000 photons per second encoded in path.
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(d) Rank test for the LED at 25 000 photons
per second encoded in path.
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(e) Runs test for the LED at 25 000 photons
per second encoded in path.
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(f) Serial test for the LED at 25 000 photons
per second encoded in path.

Figure D.21: LED 25 000. 3.
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D.8 Infrared laser encoded in path
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(a) Algorithm test for the infrared laser
encoded in path.

co
un

t

10000000

1

10

100

1000

10000

100000

1000000

amplitude
1-1 -0,5 0 0,5

histogram countHistogram Graph 2

(b) Block Frequency test for the infrared
laser encoded in path.
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(c) Cumulative sums tests for the infrared
laser encoded in path.
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(d) FFT test for the infrared laser en-
coded in path.
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(e) Frequency test for the infrared laser
encoded in path.
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(f) Linear complexity test for infrared
laser encoded in path.

Figure D.22: Infrared laser
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(a) Longest Runs test for the infrared laser
encoded in path.
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(b) Non-Overlapping test for the infrared
laser encoded in path.
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(c) Overlapping test for the infrared laser en-
coded in path.
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(d) Random Excursions test for the infrared
laser encoded in path.
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(e) Random Excursions Variant for the in-
frared laser encoded in path.
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(f) Rank test for the infrared laser encoded in
path.

Figure D.23: Infrared laser 2.
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(a) Runs test for the infrared laser encoded
in path.
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(b) Serial test for the infrared laser encoded
in path.

Figure D.24: Infrared laser 3.

D.9 LED encoded in temporal codification.
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(a) Algorithm test for the LED encoded in
temporal codification.
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(b) Block Frequency test for the LED en-
coded in temporal codification.

Figure D.25: LED, temporal codification.
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(a) Cumulative sums tests for the LED en-
coded in temporal codification.
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(b) FFT test for the LED encoded in tempo-
ral codification.
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(c) Frequency test for the LED encoded in
temporal codification.
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(d) Linear complexity test for the LED en-
coded in temporal codification.
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(e) Longest Runs test for the LED encoded
in temporal codification.
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(f) Non-Overlapping test for the LED en-
coded in temporal codification.

Figure D.26: LED, temporal codification. 2.
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(a) Overlapping test for the LED encoded in
temporal codification.
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(b) Random Excursions test for the LED en-
coded in temporal codification.
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(c) Random Excursions Variant for the LED
encoded in temporal codification.
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(d) Rank test for the LED encoded in tempo-
ral codification.
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(e) Runs test for the LED encoded in tempo-
ral codification.
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(f) Serial test for the LED in temporal codi-
fication.

Figure D.27: LED, temporal codification. 3.
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