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Introduction 
 
Enterprises are composed of an enormous number of elements (e.g. Organizational 
units, human resources, production processes, and IT systems) that can typically be 
classified in the business or the IT domain.  To understand an enterprise, it is neces-
sary to create models that capture, simplify, abstract, and organize key organization-
al elements. The practice of creating and using models to represent and reflect upon 
organizations is known as Enterprise Modeling (EM). Enterprise models provide in-
tegrated views of the organization that are helpful to analyze, from the perspective 
of business goals, components such as business units and processes, available re-
sources, and IT elements. However, some crucial elements do not belong in these 
groups: they are directly responsible for producing and delivering the company's 
goods and services and include the elements that support day to day operations. The-
se are called operational technologies (OT) that are used to control and monitor 
equipment (devices, actuators, sensors and software) in industrial processes, process-
es and activities executed by personnel, and the production equipment itself.  
 
 
However, the underlying Enterprise Modeling languages and tools, which play a key 
role in EM, typically target IT and business components and exclude OT elements. Evi-
dence of this, is the absence of OT elements in languages and metamodels for EM. 
This is in line with the historical division between IT and OT in organizations that has 
led to information silos, independent teams, and disparate technologies that only re-
cently have started to be reconciled. Furthermore, with the rise of trends such as in-
dustrial IoT and cloud manufacturing, OT and IT alignment, convergence, and integra-
tion are highly sought after in today’s industries. Considering that OT is critical to most 
productive organizations, and the benefits that EM brings to its understanding and 
improvement, it is reasonable to expand EM to include OT. Though some languages 
offer extension mechanisms to fit other enterprise requirements that are not consid-
ered, these could be ill-suited for OT modeling because they do not take into consid-
eration the specific needs to model this domain. For instance, OT components might 
drastically vary from one industry to another. 
 



  

The purpose of this thesis is to provide a foundation in order to integrate OT and IT. 
The thesis presents the modeling means (metamodel and language) that allow the 
description of business, IT, and OT structures, as well as the way in which they inter-
twine. It is also necessary to have extension and configuration mechanisms that make 
it possible to address the concerns of specific industries and companies by adjusting 
the models and notations. Additionally, the thesis introduces a technique for con-
structing an indicator catalog based on a metamodel for OT with critical OT elements 
that generate information.  
 
This document contains three main chapters. Chapter 1 presents the first approach to 
modeling OT as it introduces a modeling language extension from the enterprise 
modeling language ArchiMate 2.1. This language proposes a set of core elements for 
modeling OT components, based on existing OT standards and ontologies, and makes 
it possible to associate these components to business and IT elements. This first chap-
ter was published in the proceedings and presented in “The 35th International Con-
ference on Conceptual Modeling” (ER 2016). The second chapter proposes a refined 
approach to modeling OT based on an extension to ArchiMate 3.0 which includes cru-
cial OT elements. On top of that, Chapter 2 also proposes an approach to further ex-
pand ArchiMate to address specific industries where more specific and diverse OT el-
ements are required. The annex includes a series of surveys that were conducted to 
validate the metamodel with experts from the oil and gas industry (annex one 
through three). This chapter has been accepted and will be published in the interna-
tional journal of “Business & Information Systems Engineering (BISE)”. Lastly, Chapter 
3 presents an approach to facilitate the IT and OT integration and modeling in which it 
aims to standardize and establish a common vocabulary for OT through an indicator 
catalog. An example of a catalog constructed for the oil and gas industry can be found 
in the annex (“Annex 4 – Indicator catalog technical report”). 
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Bridging the IT and OT worlds using an extensible modeling language 

Paola Lara, Mario Sánchez, and Jorge Villalobos 

Systems and Computing Engineering, Universidad de los Andes, Bogotá, Colombia 
{p.lara1081, mar-san1, jvillalo}@uniandes.edu.co 

Abstract.  
Enterprise Modeling is used to analyze and improve IT, as well as to make IT more suitable to the needs 
of the business. However, asset intensive organizations have an ample set of operational technologies 
(OT) that Enterprise Modeling does not account for. When trying to model such enterprises, there is no 
accurate form of showing components that belong to the world of OT nor is there a way to bridge the di-
vision between OT and IT. Existing languages fall short due to their limited focus that does not consider 
modeling operational technologies and even less relating them to the IT and Business dimensions. To ad-
dress these issues, in this paper we present a new modeling language which extends ArchiMate. This 
language proposes a set of core elements for modeling OT components, based on existing OT standards 
and ontologies, and makes it possible to associate these components to business and IT elements. Intro-
ducing this language makes it possible to apply existing modeling and analysis techniques from Enter-
prise Modeling in settings that cover Business, OT and IT. 

Keywords: Operational technology, Modeling Language, ArchiMate 

1 Introduction 

According to IEEE, "Architecture is the fundamental organization of a system embodied in its com-

ponents, their relationships to each other, and to the environment, and the principle guiding its 

design and evolution" [4]. Similarly, Enterprise Architecture (EA) is "a coherent whole of principles, 

methods, and models that are used in the design and realization of an enterprise's organizational 

structure, business processes, information systems, and infrastructure. Enterprise architecture 

captures the essentials of the business, IT and its evolution." [5]. Enterprise Modeling (EM), which 

can be seen as an integral part of building an EA, is the process of creating an integrated enter-

prise model, which represents certain aspects of the enterprise, in their current or future state, 

and materializes the knowledge of stakeholders involved in the modeling process [7].  

A central element to EM is using a modeling language, which may be standardized and open, or 

may be proprietary and embedded in modeling tools. Recently, ArchiMate [9] has become a de 

facto standard, both for its relative simplicity and for its closeness to the Architecture Content 

Framework from TOGAF [10]. The problem with this is that these tools have a narrow focus limited 

to the business and IT dimensions: most organizations are interested in modeling a much larger 

scope than just this. For example, in asset-intensive organizations it is extremely important to 

monitor other kinds of elements that are central to the business and its success such as drills in 

the oil and gas industry. 

Gartner defines operational technologies (OT) as the "hardware and software that detects or 

causes a change through the direct monitoring and/or control of physical devices, processes and 

events in the enterprise" [3]. However, OT encompasses a number of elements that are not typi-

cally classified as hardware or software, but are still technological elements fundamental to the 

success of the business. On top of that, with the advent of advances in technology OT elements 



are becoming capable of generating lots of information thus closing the gap with IT components. 

The structure that standards and reference models provide is not very strong for the OT domain. 

An even more specific problem is that there are no languages to model OT in a way that relates 

them to the IT and Business dimensions. Considering the current widespread concern about IT and 

OT convergence [2], it is clear that novel mechanisms are required in order to bridge these two 

worlds. In this paper we present a language extension to ArchiMate 2.1 that we built to target the 

OT world. The contribution of our work is thus the structure for the base elements in the OT di-

mension, as well as establishing their relationships with IT. 

The rest of the paper is structured as follows. Section 2 presents an overview of EM and section 3 

discusses the operational technologies world. Then section 4 presents the core of our proposal: 

the OT extension for ArchiMate. Finally, section 5 concludes the paper. 

2 Enterprise Modeling and IT 

EA is used to align business and IT elements according to the enterprise strategy and stated organ-

izational goals. An architecture landscape comprises three core dimensions (business, software, 

and hardware) and is analyzed with respect to concerns such as business improvement, infor-

mation, technology, security, and governance [6]. EM focuses on the integration of different ele-

ments and components of an organization to display an abstract representation and its inter-

dependencies. This practice enables a view on the current situation of an enterprise which may be 

utilized for different aspects such as process optimization, business and IT strategic development, 

and security and issue detection among others. To allow organizations to create accurate models 

many tools, modeling practices and languages such as UML, BPMN and ArchiMate, have been de-

veloped tailored to different needs of the enterprise [7]. 

It is noticeable that both EA and EM concentrate on the dimensions of IT (hardware and software) 

and business. The blueprint created through EA enables a clear view of key resources in the organ-

ization and how these intertwine to close the gap between business, systems and technology ar-

chitectures. Such focus allows organizations to vastly cover their needs for analyzing, designing, 

planning, and modeling their business and its IT support. The caveat is that this is typically valuable 

only to information intensive organization. 

The de facto standard language used nowadays for EA and EM is ArchiMate. Governed by The 

Open Group it has been described as an enterprise architecture modeling language which provides 

a “structuring mechanism for architecture domains, layers, and aspects” *9]. As such, it provides a 

graphical language for representing enterprises that is aligned with TOGAF’s Architecture Content 

Framework which covers business, information systems, and technology elements. Moreover, 

ArchiMate 2.1 makes it possible to specify inter-related architectures, which span several of those 

dimensions, and also offers a set of commonly used viewpoints Moreover, what sets ArchiMate 

apart from other modeling languages such as BPMN and UML is its wide scope, the tradeoff be-

hind this is the lack of detail that ArchiMate 2.1 supports in any of the layers and which have to be 

covered by other languages. 



3 Operational Technologies - OT 

In asset intensive industries, such as energy, mining, oil and gas, utilities, and manufacturing, the 
OT world encompasses the truly critical factors to execute daily tasks and operations. With EA and 
EM, the world of IT has developed numerous mechanisms for modeling and understanding the 
technology and business dimensions. However, these tools fall short for asset intensive organiza-
tions, where the scope of modeling and analysis is vaster. In fact, there is a lack of alternatives to 
model both IT and OT architectures for understanding the relationships between these two 
worlds. 

To build a sound conceptual model of the OT domain, the structure of said reality must be un-

derstood. It comprises technologies to control and monitor equipment (devices, actuators, sensors 

and software) in industrial processes and activities executed by personnel. These elements collab-

orate and interact to achieve industrial objectives aligned with the organization plans and are 

therefore critical for the company to achieve its planned business goals. 

Currently, a few standards propose terminology and industry specific models and topologies for 

OT. The international standard ANSI/ISA 95 Enterprise – Control System Integration [1], contains 

terminology and object models developed to be used in all industries for production process. Simi-

larly, there are standards and guides that define industry or equipment specific topology and 

models. For example, the NSIT Guide to Industrial Control Systems (ICS) Security contains aspects 

specific to types of technology, operation models, and layout and topology models [8]. 

The goal behind the idea of modeling OT is understanding how these elements support the busi-

ness and its goals and to design improvements to effectively integrate IT and OT. However, differ-

ences between these domains create a gap that must be understood to bridge this division accu-

rately. For example, elements in OT have longer life cycles compared to those in IT and with the 

increase of OT elements connected over networks there is a greater exposure and risk of attacks 

[11]. Likewise, OT and IT are organizational silos as there is a clear difference in ownership and 

governance [2]. Because of these differences, in many organizations OT elements exist in the 

world of IT only as mere inventory in ERP systems; also, a great deal of information that these OT 

elements generate is ignored when analyzing business components because they are only used 

during operation flows. 

While it is not a complete solution for the presented problem, a first step in this direction could be 

to create mechanisms to enable a better understanding of OT architectures, and their relation-

ships with IT architectures. For this reason, we have created a modeling language based on Archi-

Mate to enable the modeling of OT architectures and their relationship with IT. 

 



 

Fig. 1. OT extension concepts and relationships 

4 An ArchiMate Extension for OT 

This section describes our ArchiMate Extension for modeling Operational Technologies. This ex-

tension is intended to be used in three ways. Firstly, it can be used to model OT architectures by 

using core OT elements. Secondly, it can be used to relate the OT architecture to IT and Business 

architectures modeled using ArchiMate’s core elements. Finally, it can be used as a base for creat-

ing industry-specific OT extensions, i.e., OT modeling languages customized to the needs of partic-

ular industries. 

To design the OT extension, we mimicked the structure of ArchiMate’s core: it is organized in 

three layers that separate elements by the concern they address (business, application, and tech-

nology) and three types of elements (active structure elements, behavior elements, and passive 

structure elements). The OT extension identifies three layers: the operational layer, the opera-

tional application layer extension, and the infrastructure layer. In addition to this, it also categoriz-

es elements according to the role they play in the architecture as active structure elements, be-

havior elements, and passive structure elements. The elements found in each area of the grid are 

described further along in this section, as well as their graphical notations.  

The construction of the OT extension started with the observation of standards and ontologies in 

the OT world (see section 3): common concepts were identified to form a core set with applicabil-

ity in a large number of organizations. Each concept was then assigned to a layer and relationships 

between them were identified. Figure 1 presents the resulting meta-model for the extension: this 

figure only shows relationships within layers and between adjacent layers. Section 4.4 shows how 

the extended elements can also be related to core ArchiMate elements. 



4.1 Operational Layer 

Elements in the Operational Layer (tables 1, 2 and 3) serve to model services, functions, and prod-

ucts that are considered part of the operative areas such as production flows and operational ac-

tors. This includes actors such as a laborer that manages manufacturing machinery, production 

flows (e.g., drilling an oil well), and operational passive elements needed to perform behavioral 

concepts. Following the principles established by ArchiMate, the operational layer uses concepts 

such as interface, interaction, and collaboration congruent to the operative context. 

Table 1. Active structure concepts in the Operational Layer 

Concept Notation Description 

Operational 
Actor   

An operative entity that is capable of per-
forming (operational) behavior. 

Operational 
Role   

A responsibility for performing some be-
havior, to which an operational actor can 
be assigned. 

Operational 
Collaboration   

Aggregate of two or more operational roles 
that work together to perform collective 
behavior. 

Operational 
Interface   

A point of access where an operational 
service is made available to the environ-
ment. 

Work Center 
 

 
 

A subtype of Location under which equip-
ment performs production and storage of 
material. 

Table 2. Behavior structure concepts in the Operational Layer 

Concept Notation Description 

Production 
Flow   

It groups behavior based on operational 
activities to produce products or opera-
tional services. 

Operational 
Function   

An element that groups behavior based on 
chosen criteria (resources, materials, 
competences). 

Operational 
Interaction   

A behavior element that describes the 
behavior of an operational collaboration. 

Operational 
Event   

Something that happens internally and 
influences an operational behavior. 

Operational 
Service   

A service that fulfills an operational need 
for internal use in the organization. 

Operational 
Control   

The ability to perform actions or behavior-
al elements using the available resources. 

Table 3. Passive structure concepts in the Operational Layer 

Concept Notation Description 

Resource 
 

An asset that provides capabilities required by the 
execution of operation activities and/or business 



process. 

Material  
A subassembly, part, and/or items used in produc-
tion of a finished good. 

Rule 
 

A norm that directs an operational control. 

Produced 
good  

A partial or finished product which has endured 
processing and production. 

Bill 
 

A representation of the needed bills for produc-
tion such as bill of lading, bill of materials, and bill 
of resources. 

4.2 Operational Application Extension Layer 

The Operational Application Layer (table 4) extends ArchiMate’s Application Layer to support the 

needs of the Operational Layer. Since it is an extension, it does not add many additional elements. 

Instead, it builds on top of the existing elements (e.g. Application Component, Application Func-

tion, Data Object, etc.).  

Table 4. Operational Application Extension Layer 

Concept Notation Description 

Application 
Control 
Point 

  

An active structure that exercises direction 
over an application or software system.  

Application 
Stimulation   

An application stimulation triggers an occur-
rence in the operational infrastructure lay-
er. 

Stimulation 
Interface   

The stimulation interface the intermediate 
between the operational data and the ap-
plication control point that uses the data to 
take decisions. 

4.3 Operational Infrastructure Layer 

The Operational Infrastructure Layer (table 5) includes elements to execute, monitor and control 

the operational context. These include equipment, assets, and functions that support the produc-

tivity of the organization. Additionally, this encompasses elements that enable control (e.g., actua-

tors and sensors), assets that may be controlled (e.g., equipment, HMI), and their respective func-

tions. 

Table 5. Operational Infrastructure Layer 

Concept Notation Description 

Actuator 
  

An active component responsible for con-
trolling other mechanisms, systems or 
equipment. 

Sensor 
  

An active structure that detects changes in 
operational equipment. 



Operational 
Equipment   

An active structure used in the production 
of a good through a specific function. 

Communica-
tion Field   

An active structure through which opera-
tional equipment interacts with a sensor or 
an actuator. 

Human Ma-
chine Inter-

face  
  

A control panel through which an opera-
tional actor may interact with operational 
equipment. 

Equipment 
Function   

A behavior element that groups behavior 
based on an operational equipment role in 
production. 

 

 

Fig. 2. (a) Operational layer concepts and relationships with ArchiMate (b) Operational application extension layer con-

cepts and relationships with ArchiMate (c) Operational infrastructure layer concepts and relationships with ArchiMate 

4.4 Relations with the IT and Business dimensions 

The elements for modeling the OT dimension are also intended to be related to the rest of the 

organization, and specifically to the business and IT dimensions. To support this, the extension 

specifies allowed relationships between some of the newly proposed elements and core Archi-

Mate elements (see figure 2). It should be noted that all of these are established between layers in 

the same “level” (e.g., there are no relationships between the operational and the application lay-

er). 

5 Conclusion 

This paper presented an extension to ArchiMate for the Operational Technology domain. It ex-

pands the scope of ArchiMate beyond business and IT, and makes it possible to model operational 

elements which are typically studied independently. This extension can be used for three purpos-

es: to model OT architectures using general OT concepts; to model OT architectures and their rela-

tionships to Business and IT elements; and to model OT architectures in specific industries, using 

industry-specific OT concepts. For this last objective, it is necessary to extend even more the pro-

posed OT extension and derive industry specific concepts. 



Ultimately, the goal of enterprise modeling languages is to make it possible to apply techniques for 

the improvement of enterprises, based on the analysis of enterprise models. With the proposed 

language extension, we expect to bring this possibility to elements that so far have been neglected 

even though they are of the maximum importance in many organizations and industries. 
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OT Modeling: the Enterprise beyond IT 
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Abstract.  
Enterprises are composed of an enormous number of elements (e.g., organizational units, human re-
sources, production processes, and IT systems) typically classified in the business or the IT domain.  
However,  some crucial elements  do not  belong in either  group:  they  are directly  responsible  for pro-
ducing  and  delivering  the  company’s  goods and  services and  include  all the elements that support 
day to day operations. Collectively, these elements have been  called  operational technologies  (OT)  and  
have  been  conspicuously  excluded  from Enterprise Modeling  (EM)  approaches which traditionally 
have focused on the business and IT dimensions.  Evidence of this is the absence of OT elements in lan-
guages and metamodels for EM.  This is in line with the historical division between IT and OT in organiza-
tions that has led to information silos, independent teams, and disparate technologies that only recently 
have started to be reconciled. 

Considering that OT is critical to most productive organizations, and the benefits that EM brings to its 
understanding and improvement, it makes sense to expand EM to include OT.  For that purpose, this pa-
per proposes an extension to ArchiMate 3.0 which includes crucial OT elements.  On top of that, this pa-
per also proposes an approach to further expand ArchiMate to address specific industries where more 
specific OT elements are required.  This is illustrated in the paper with an extension for the Oil & Gas 
case that was validated with experts belonging to five companies in the sector. 

Keywords: Operational technology, Enterprise modeling, ArchiMate. 

1  Introduction 

Enterprises are inherently complex social constructs that are composed of an enormous 

number of elements.  To understand an enterprise, it is necessary to create models that cap-

ture, simplify, abstract, and organize key organizational elements such as areas and groups, avail-

able human resources, production processes, and IT systems.  Models  thus  serve  to  represent a  

reality  (mapping feature), presenting only some pertinent characteristics (reduction feature), in 

order to stand-in for the observed  reality  with respect  to some concern (pragmatic  feature)  

(Stachowiak 1973). The practice of creating and using models to represent and reflect upon organ-

izations is known as Enterprise Modeling (EM).  Enterprise models provide integrated views of the 

organization that are helpful to analyze, from the perspective  of business goals, components  such 

as business  units  and  processes, available  resources,  and  IT elements  (Sandkuhl et al. 2014; 

Clark  et al. 2013). 

While  EM approaches  have already  gone a long way and  are successfully used in several fields, 

they  currently have some shortcomings that limit  their applicability and  the  reach  of its bene-

fits.  So far, EM mainly  focuses on two domains  of the  enterprises: the  business  domain,  which  



focuses on business models and processes, strategies, and organizational units,  among others;  

and the IT domain, where the technological components related to information management and  

communication are  studied,  including  hardware and  software.  Said  focus casts  aside  other  

domains  that some  industries are  interested  in modeling  in order  to have  a thorough  view of 

the  organizations. In particular, many companies have a large number of technology-related com-

ponents, processes, and teams which are not typically considered part of IT. These  are  closer to 

the  operation  and  production of the  companies,  and  are critical  to support day to day produc-

tion of services and goods ultimately de- livered to consumers.  These include operational tech-

nologies (OT) to control and monitor equipment (devices, actuators, sensors and software) in in-

dustrial processes, processes and activities executed by personnel, and the production equipment 

itself. Nevertheless,  the underlying  Enterprise Modeling languages and tools, which play a key 

role in EM, typically target IT and business components  and leave all these components  outside.  

Though  some languages  offer extension  mechanisms (Chiprianov et al. 2012; Kosar et al. 2010) 

to fit other enterprise requirements that are not considered, these could be ill-suited  for OT  

modeling  if they  do not  take  into  account the  relations  to  the  base  elements. 

Given this context, we have identified three main problems that we intend to address.  The first 

one is the omnipresent disconnection between operational technology (OT) and IT, which may be 

found across asset intensive organizations. This has led to the existence of OT and IT teams with 

completely different skills that hardly communicate with each other; separate information silos 

that are never reconciled; and completely different technology stacks.  More- over, OT and IT 

alignment, convergence, and integration are highly sought after in today’s industries. Future 

trends such as cloud manufacturing, which combine OT and IT promise added value not only for a 

single enterprise but also for a collaborative supply chain (Cloud Manufacturing 2013). This phe-

nomena has been studied both in academia (Hahn 2016) and by IT/OT software and service pro-

viders and vendors (Red Hat 2017; Harp and Gregory-Brown 2016; Ascent 2012). 

The  second  problem  is the  limitation of EM  languages  and  tools,  which principally  target the  

business  and  IT  domains.  Given  the  widespread  discussion about  the  4th  industrial revolution  

and  the necessary  convergence  of automation and information technologies,  it is surprising  that 

the leading EM approaches lack the  means  to  directly describe  cyber  physical  systems,  em-

bedded  devices,  and  other  elements  that are  typically included  among  the internet of things  

context. The third problem is the inadequacy of generic EM approaches to address specific indus-

try verticals.  While generic solutions can certainly be useful to some degree, modeling OT for par-

ticular settings requires adapted elements and visual representations. Customized approaches are 

then needed, specialized to the needs of each business to include key technological and opera-

tional components. This approach is particularly useful in OT due to the great  technological  dif-

ferences between industries, and because domain  specific languages  (DSL)  have  been  empirical-

ly  shown  to  be better than  general purpose languages in the cognitive dimension  (Kozar et al 

2010). 

To solve the  described  problems,  it  is necessary  to have  modeling  means (metamodels and  

languages)  that allow the  description of business,  IT,  and OT structures, as well as the way in 

which they  intertwine. It is also necessary to have extension and configuration mechanisms that 

make it possible to address the concerns of specific industries and companies by adjusting models 

and notations. In this paper, we present an Enterprise Modeling language that extends ArchiMate 



3.0 to 1) include OT concepts and notations, and 2) allows its specialization for specific industries 

with the addition of elements and relationships, and the modification of graphical notations. Even 

though we use ArchiMate 3.0 as a base language, our approach can be applied to other Enterprise 

Modeling languages. We demonstrate the ability to create industry specific extensions through an 

example in the oil and gas industry, which was validated with industry experts using two rounds of 

surveys. 

The rest of the paper is structured as follows. Section 2 presents an overview of Enterprise Model-

ing languages.  Then,  Section 3 describes operational technologies, introduces  its main concepts,  

and discusses the limitations currently found  to model OT  and  relate  them  with  the  business  

and  the  IT  domains. Section 4 presents the extended metamodel which forms the core of our 

proposal for modeling OT. It is followed by Section 5 which shows how this core can be adapted 

for specific industries and illustrates it with an example and its validation in the oil and gas vertical.  

Section 6 then explores related works and Section 7 concludes the paper by discussing its contri-

butions and the practical concerns related to its usage. 

2 A brief overview of Enterprise Modeling Languages 

In order to build enterprise models, it is necessary to have Enterprise Modeling standards, 

languages and tools. Modeling languages are defined as “a graphical or textual language for 

visualizing, specifying, constructing, and documenting the artifacts of a software-intensive 

system (Chiprianov et al. 2012). As such, textual modeling languages express models in nat-

ural language through standardized and agreed keywords, while graphical modeling lan-

guages use visual notations. The latter are largely used in Enterprise Modeling. 

The definition of a graphical modeling language has two parts. Firstly, it is necessary to de-

scribe its abstract syntax, typically through a metamodel (Cengarle et al. 2009) that defines 

the elements of the language and their relationships. Secondly, it is necessary to define the 

concrete syntax for the language. This includes the graphical notation for each of the ele-

ments and relationships, as well as other grammar rules typically based on layouts, color, 

size and other graphical qualities (Moody 2010). 

ArchiMate, ARIS, and MEMO (The Open Group 2016; Frank 2011; Scheer 2000) are just 

three among the Enterprise Modeling languages available today. However, the  high level of 

abstraction of these  and  similar  languages  usually has the  consequence  of generating  

non-standard, company-specific  languages that extend  and enhance  existing languages  

(Bjekovi et al. 2014). Other more specialized languages and standards, such as BPMN, 

soaML, and sysML, are usually used together with general EM languages in order to provide 

the necessary details about certain domains. 

Domain  Specific Modeling Languages  (DSML)  are  “languages  that offer, through appro-

priate notations and abstractions, expressive power focused on, and  usually  restricted to,  

a particular problem  domain  (van Deursen et al. 2000). Experts favor these  domain  lan-

guages  as they  allow them  to communicate  and  validate  assignments  in their  own do-

main  (Frank 2013). DSMLs also promote  the  convenience  and  productivity of modeling,  

and  contribute to  model quality  and  integrity with  their  special graphical  notations 



(Frank 2013). DSMLs can be created  by using extension  mechanisms  of existing modeling 

languages  in order  to  add  new model  elements  and  relations  that are specific to some 

domain.  For example, UML has three extension mechanisms (stereotype, tag, and profile) 

(Booch et al. 2005) which allow for the creation of domain specific languages based on UML. 

As mentioned previously, ArchiMate is a graphical modeling language developed by the 

Open Group that can be used for Enterprise Modeling. ArchiMate offers an integrated archi-

tectural approach that describes and visualizes different architecture domains and their un-

derlying relations and dependencies (The Open Group 2016). Furthermore, the language is 

aligned with the Architecture Content Framework of TOGAF and incorporates elements of 

the business, information, application, and technology architectures. One of the main ad-

vantages that the language offers is the ability to model a wide scope of architectures and 

elements using the same standard: it spans a broad spectrum of elements and domains that 

makes it possible to create wide-range models. However, the tradeoff behind this is the lack 

of detail offered. In order to cover this problem, it is necessary to use more specific lan-
guages such as BPMN, or sysML. 

 

3 The world of Operational Technologies 

 

Gartner, the  research  and  consulting  company  in IT  related  topics,  defines operational tech-

nologies  (OT)  as the  hardware and  software  that detects  or causes a change through the  direct  

monitoring and/or control  of physical  devices, processes and  events  in the  enterprise (Gartner 

2016). These elements are especially important in asset intensive industries, such as oil and gas, 

energy production, manufacturing, mining, and commercial real estate.  In these cases, the  do-

main  of OT  embodies  the  genuinely  critical  resources  and  operations  that help to carry  out 

daily tasks  and operations required  for business success. 

Nowadays, OT encompasses a number of elements that are fundamental for achieving industrial 

goals. For example, enhancing production throughput by reducing production process time can be 

achieved through operational equipment asset management (machinery, operators, etc.) or con-

straint analysis (bottlenecks in operation, equipment limits, etc.). The OT domain also includes 

elements to control and monitor equipment such as actuators, sensors and software and the 

equipment used in operational activities (production machines, pumps, refrigerators, etc.). Fur-

thermore, modern technological achievements in fields such as Internet of Things (IoT) and espe-

cially IoT for manufacturing, cloud computing, big-data, miniaturization, GPS systems, and cyber 

physical systems have led to OT components that are capable of generating loads of information 

that business should take into account. This has resulted in a trend where the connections be-

tween manufacturing and information technologies are highly sought after. For instance,  cloud 

manufacturing systems  are distributed networks  that consist of virtualized services for manufac-

turing enterprises that allow a cost-effective,  flexible, value enhancement and  scalable  solution  
through which  they  share  databases and  software  (Cloud Manufacturing, 2013). 

This  disconnection   between  operational and  information technologies  is not evident just  in the 

technical  ambit:  there  are multiple  differences between these two domains  that first have to be 

understood in order to bridge the gap over them.  For  example,  there  is a clear  difference in 



ownership  and  governance  of the  elements  that belong to OT  and  IT  that has led to creation  

of organizational silos (Haider 2012). Also, there is the idea that OT elements are exclusively re-

sponsible for the operation of the business, while IT is responsible for supporting business aspects 

such as accounting. Likewise, the employees in charge of OT and IT have very different skills, 

knowledge, and concerns. This creates unnecessary tensions, leads to power struggles, and makes 

it harder for the two sides to collaborate and create sources of new value and efficiencies (Hunter 

and Westerman 2009). Nonetheless, enterprises are working on bridging the gap in between IT 

and OT through technologies and tools that blend both domains such as IoT. A critical requisite for 

a successful IoT solution is a Services Platform allowing the connection of multiple devices, sensors 
and applications, while managing and controlling different systems and processes. 

Enterprise Modeling should be useful to help understand how OT may add and create value to the 

business, in particular given its relation with IT. However, there are few approaches that can be 

used to accurately include this domain  into  EM  practices  because  most  languages  do not  con-

sider  directly the implications  of modeling OT elements and under-represent them.  As men-

tioned before, ArchiMate is a very popular EM language but it focuses on the IT and business do-

mains. This IT centric style inherently supports classic enterprise architecture approaches based on 

business-data-application and technology decomposition. For example, a Product in ArchiMate is 

an aggregation of IT based services; thus, there is no clear way to describe a physical product in a 

manufacturing company (e.g. a shirt). 

ArchiMate’s latest 3.0 version now includes a physical layer. However, it is quite  limited  and  in-

cludes  only  four  new elements: Equipment, to  model technological  nodes; Facility,  which mod-

els physical  spaces where equipment is located and production occurs; Distribution Networks,  

which serve to move materials and products around;  and Materials, which are consumed during 

the production processes. Although these elements are useful, they are insufficient to accurately 

model an entire OT architecture. Among others, ArchiMate lacks concepts to define operational 

controls in production processes, asset management, operational organization structure, and 

software components for monitoring and controlling equipment. Nonetheless, the new standard is 

a valid starting point to model the OT domain due to its leverage with the enterprise architecture 

community (The Open Group 2016). 

Fortunately, the construction of a modeling language for OT does not need to start from scratch.  

The  development  of any  domain  language  requires  an in-depth  analysis  of the  target domain  

(Frank 2013), and  in the  OT  world there  are already  standards which identify  key concepts  and 

propose common terminology.  These standards can be used as the base for a DSML for creating 

EM including also OT concepts. However, we found four shortcomings in the existing models that 

we analyzed.  Firstly,  they are extremely  detailed,  making them difficult to use and to learn, and 

thus restricting them to a very small set of users; secondly, some of them are industry specific and 

are not applicable  to other  industries even though  there  may be conceptually similar; thirdly, 

they use disparate terminology,  often using the  same terms  for different concepts, and different 

terms  for the same concept;  finally, they  are completely  focused on their  domain  and  might 

not  offer or focus on connection  points  to  other domains of interest for EM, and especially to IT 

and business. For example, the international standard ANSI/ISA 95 Enterprise Control System Inte-

gration (Hawkins et al. 2010) is an example of the first shortcoming because of its detailed defini-

tions of terms and object models to use in production process. On the other hand, and as stated in 



the second shortcoming, there  is PPDM, an  ontology  and  glossary  uniquely  for the  oil and  gas 
sector  (PPDM  2016) which cannot  be used in any other  industry. 

Finally, modeling production processes, transportation, equipment, products, and operational 

rules is substantially different in distinct industries. These differences are not only conceptual but 

also reach the graphical notations of languages, which should use icons that are as close as possi-

ble to the concepts of the industry. For example, transportation equipment in the manufacturing 

industry might be represented by vehicles while in an electricity company it is represented by 
power lines. 

All of the aforementioned aspects led us to the following conclusions that guide the work present-

ed in the rest of the paper. Firstly,  it  is necessary  to create  Enterprise Modeling  languages  that 

are  capable  of modeling  OT,  IT, and business architectures in order to address crosscutting con-

cerns. Secondly, an OT language should not be constructed from scratch but must be based on 

existing OT standards. Also, any proposed conceptual model should include a graphical notation 

instead of proposing just an abstract syntax.  Finally, it should be possible to adapt the proposal to 

particular industries by specifying particular concepts that are exclusive to that industry, and speci-

fying adequate graphical representations. In the following sections we present a language exten-

sion to ArchiMate 3.0 in which we introduce new elements to model the OT domain.  We also 

show how it is possible to specify the language and the graphical notation for specific industries 
through an example in the oil and gas vertical. 

 

4 An OT modeling extension 

 

To address  the described problems with respect  to modeling operational technologies,  in this  

paper  we propose  an  approach based  on three  main  ideas. Firstly,  we propose a metamodel  

extension  that introduces  OT  elements  into enterprise models: on one hand,  these elements 

serve to model the OT domain itself; on the other  hand,  the structure of the metamodel makes it 

possible to relate  the  new OT  elements  with  those  in the  IT and  business domains.  The base 

for our metamodel is ArchiMate 3.0 but the same idea should be applicable to any other existing 

EM language.  The second idea is a graphical notation for the OT extension intended to bring it 

closer to OT experts.  Finally, we propose to extend and refine said OT metamodel (and its nota-

tion) in order to adapt it to the needs of specific industries and enterprises. Figure  1 shows a visu-

alization of this  idea: starting from an existing  modeling  language  and the  OT  extension  it  is 

possible  to  create  industry-specific extensions;  then, different enterprises may further  extend  

each one of those to create  enterprise and  industry specific models. The rest of this section pre-

sents the OT extension for ArchiMate while Section 5 discusses and illustrates industry-specific 

extensions. 

As previously mentioned, the OT extension that we designed for ArchiMate 3.0 has the dual goal 

of modeling OT concepts and relating them to existing business, application, infrastructure, physi-

cal, and motivational concepts.  The core of this extension was designed after studying existing 

standards and models, but it only contains elements from a level of abstraction high enough to 

meet the requirements of many industries. The proposed elements have relationships between 

them and relationships to existing ArchiMate elements. In particular, several of the proposed OT 



elements specialize concepts found in the physical layer added to ArchiMate in version 3.0. An  

earlier  version  of our core metamodel, that predated ArchiMate 3.0, was previously  presented in 
(Blind  et  al. blind)  and  was completely  re-constructed to build  on top  of the new elements. 

 

Fig. 1 Overview of the approach 

 

Fig. 2 OT metamodel extension 

Figure  2 shows the  OT  extension  and  its  main  relations  to  existing  elements  in the base met-

amodel. The metamodel presents significant ArchiMate elements from the technology, physical, 

application, and business layer (shaded elements), while the newly added elements of the OT core 

are white colored. Notably, not all ArchiMate elements are shown: only those with compelling 

significance for modeling OT are presented. Furthermore, some of the new elements are exten-

sions to existing ArchiMate elements and thus they inherit the existing relationships to elements in 

the business, application and technology layers. Table 1 presents a description of each new ele-
ment proposed as well as its graphical notation. 



Element Graphical modeling Description 

Actuator 

 

An Actuator is an active structure compo-
nent responsible for moving or controlling 
other mechanisms, systems or equipment. 

Sensor 

 

A Sensor is an active structure that detects 
changes in operational equipment. 

Equipment 

role 
 

An equipment role is defined as the re-
sponsibility for performing specific behav-
ior, to which operational equipment can be 
assigned. 

Bill 

 

A representation of the needed bills for 
production such as bill of lading, bill of 
materials, and bill of resources. 

Resource 

 

A resource is defined as an enterprise asset 
that provides some or all of the capabilities 
required by the execution of operation 
activity and/or business process. 

Production 

output 
 

A production output is a partial or finished 
product which has endured processing and 
production. 

Operational 

control 
 

An Operational Control is the ability to 
perform control actions taking into ac-
count the available resources. 

Production 

rule 
 

A rule is defined as a norm that directs an 
operational control. 

Application 

stimulation 
 

An application stimulation triggers an oc-
currence in the operational infrastructure 
layer. 

Stimulation 

interface 
 

The stimulation interface is defined as the 
intermediate between the operational data 
and the application control point that uses 
the data to take decisions. 

Application 

control point 
 

An active structure that exercises direction 
over an application or software system. 

Proximity 

relationship 
 

Indicates that equipment is adjacent to 
another equipment. 

   
Table 1 OT metamodel extension 

The new elements can be organized in five groups denoted in the figure with a pentagon and a 

letter in its corner:  controls (C), equipment management (EM), descriptive artifacts (D), produc-

tion objects (PO), and application controls (A). The controls’ group defines restrictions that should 

be, taken into consideration during the company’s production, and includes two new elements:  

Operational Control, which can perform operational actions, and Production Rule which explains 

details of an Operation Control. Equipment management elements indicate, receive, and process 



control activities over production equipment. This group includes Sensors, which pick up events 

from equipment, and Actuators, which perform actions on the physical world. Descriptive artifacts, 

represented by Equipment Role and Bills (of materials), are used to portray other operative ele-

ments function, objective, or details. We have also included a production object (Resource) which 

represents tangible items involved in the production or the result of a production process. Finally, 

the main goal of elements in the application controls group is to control and ensure connectivity 

between software components and technological elements in automated production process 

where control systems can operate equipment (Blind et al. blind). The elements in this group in-

clude Application Stimulation, which is used to control equipment through Stimulation Interfaces 
exposed by Application Control Points. 

 

Fig. 3 An illustrative OT model 

Figure 3 presents an example where several of the proposed new elements are used. In this case, 

an IT Application Component (integrated management and gas accounting) generates stimuli for 

an OT Application (plant monitoring control application) that, using some Actuators (positioner), 

induces changes in some machine (gas compressor) located in a Facility (processing plant). Real-

world performance information about the machine is then collected using Sensors (position sen-

sors).  These generate Data Objects which are finally consumed by the IT Application Component, 

thus closing the cycle. 

 

5 Modeling OT in the Oil and Gas Industry 

 

Each industry has its own set of characteristics defined by its business activities, their information 

requirements, and the technological components they use. The core OT metamodel aims to fulfill 

the needs of industries no matter their core business activities. However, for each industry the 

ways in which OTs are used can drastically vary.  Furthermore, companies  in the  same  industry  

can  have  even greater  variations depending  on aspects  such  as their strategy, size, range  of 

products, and  market, among  others  (Rushton and Croucher  2017).  Because  of these  differ-

ences,  it  is important to  enable  the core OT  language  to  be extended  and  create  specializa-

tions  for different industries, including  graphical  notations adapted to  the  common  concepts  

of said industries. 

Extensions to the core OT metamodel may add new elements by specialization of existing ones, or 

by adding completely new ones. Each one of those elements should have its own graphical repre-

sentation in order to facilitate the comprehension and communication of the models. Extensions 



may also remove unnecessary concepts and modify the original graphical notations. This allows 

the creation of models with the necessary granularity and specificity level for an entire industry 

vertical or for individual companies. 

Since each industry is fundamentally different with respect to critical operational process, actors 

and roles, and equipment, among others, building an industry-specific extension should begin with 

the identification of relevant concepts. The established concepts can derive from extending and 

specializing OT elements as to refine the concepts inherited from the OT core metamodel. They 

also can be identified by studying existing standards and reference models in the industry. In the 

rest of this section we present an OT language extension for the oil and gas sector and proceed to 

validate this extension through two rounds of surveys. 

 

5.1 OT in the Oil and Gas Industry 

 

The oil and gas industry is one of the most influential sectors worldwide. It is commonly divided in 

three aspects:  upstream, midstream and downstream. Upstream is where exploration and pro-

duction takes place. This includes activities such as prospecting, seismic analysis, and drilling, 

which occur before starting production and stabilization. Midstream involves transportation, stor-

age, and marketing of the crude oil, natural gas and natural gas liquids. Lastly, the downstream 

sector comprises the processing of the crude outputs into specific products such as gasoline, as-

phalt, lubricant, plastic, and synthetic rubber, among others (Devold 2013). 

OT  is critical  in this  asset  intensive  industry as production and  management of the produced 

goods are the critical activities:  even though information-centric  tasks  are important, they  are 

secondary  to all the  production related aspects. In particular, in this industry a large variety of 

equipment is connected to  sensors  and  actuators to  allow their  monitoring and  automation 

through control  elements  like SCADA (Supervisory  control  and  data  acquisition) and PLC  (pro-

grammable logic controller). Sensors  in  this  industry are  used  to measure  different production 

elements  such as wellheads (speed,  production), pipeline (integrity, flow), valves (pressure,  tem-

perature), and many  others. 

The  oil and  gas industry is rapidly  developing  and  incorporating modern operational technolo-

gies to accomplish goals such as: production optimization, controlling  operation  cost  and  im-

proving  efficiency through automation and analysis of operational processes to generate new 

insights (Hilyard 2012).These outputs which are grouped  in categories  exclusive to this  industry 

(gas products, crude oil product, petrochemicals). Finally, extended sensors (equipment manage-

ment) are categorized according to their monitoring function such as temperature, level or flow 

tracking. 

All of the proposed new elements have specific graphical representations tailor-made for the oil 

and gas industry and for its specific OT elements (see figure 5). These elements also have estab-

lished relationship to elements in all of the other ArchiMate layers. 

 



5.2 Oil and Gas Metamodel Extension 

 

In order to create an OT metamodel for the oil and gas industry, we identified a number of key 

elements that may be generically used in any company in the sector.  Some of these were identi-

fied  during  interviews with industry experts; others were extracted from  models  such  as  PPDM   

(PPDM 2016)  and  the catalogs  of suppliers  of OT  technologies.  The  selected  concepts  extend  

some of the  elements  in the  OT  core and  serve to illustrate the  construction of an industry spe-

cific metamodel. The resulting metamodel is presented in figure 4. 

 

 

Fig. 4 OT metamodel for the oil and gas industry 

 

The OT language extension for oil and gas contains 26 new elements. Three of the original Archi-

Mate physical layer elements (facility, equipment, technology process) were extended to create 

specialized concepts. The other extended elements were production object elements and equip-

ment management elements. The new elements can be seen with a grey background and sur-

rounding the original OT extension in figure 4. For the technology process, we extended the ele-

ment to create six broad process groups that take place in the oil and gas industry (exploration, 

production, transportation, distribution, storage, and refining and gas processing). Likewise, the 

newly introduced facility elements represent production sites (such as on-shore, off-shore facility 

or a plant). Because of their complexity, equipment elements are not very detailed but are just 

represented in groups according to their functionality. For example, exploration and drilling 

equipment might be used to represent objects such as a drill strings and mud pumps. This also 



occurs in the production outputs which are grouped in categories exclusive to this industry (gas 

products, crude oil product, petrochemicals). Finally, extended sensors (equipment management) 

are categorized according to their monitoring function such as temperature, level or flow tracking. 

 

 

Fig. 5 A modeling scenario in the oil and gas industry 

 

All of the proposed new elements have specific graphical representations tailor-made for the oil 

and gas industry and for its specific OT elements (see figure 5). These elements also have estab-

lished relationship to elements in all of the other ArchiMate layers. 

 

5.3 Validation of the metamodel for the Oil and Gas industry 

 

To validate our proposal, we used two rounds of surveys in which we systematically solicited the 

judgment of a group of experts. The overall objective of the process was to assess the needs of the 

OT domain in the oil and gas industry and to corroborate our proposal for OT modeling. The expert  

panel of respondents  was composed by ten individuals  from five different companies: three oil 

and gas companies that perform upstream, midstream and downstream activities, together pro-

ducing  (officially) over three  million oil barrels  per day; one of the largest  field service compa-

nies; and an engineering and electronics company  that offers products for the  oil and  gas sector.  

The diversity among the pool of experts provided meaningful contrasting and complementary 

points of view. 

There were two rounds of surveys. The first one asked the individuals open and broad questions 

about their experience with OT components in their companies, the necessity for modeling OT,  

and the  current state  of OT  and OT modeling in their enterprises. This was used to validate the 

main premises for this work and the answers obtained in this first survey were used to prepare the 

second survey. 

The second survey focused on validating our proposal.  It was composed by thirty-five questions 

grouped into three sections. In this survey a Likert scale was used were the experts were asked to 

scale responses from one to five (1 = strongly disagree, 5 = strongly agree).  The  first  section  was 

closed  general questions  regarding  the  OT  modeling  languages  and  the  need  to  model OT 



 

Fig. 6 A modeling scenario used for validation 

 

in relation  to IT.  In the  second section of the  survey,  respondents were given seven  short  case 

scenarios  in which  different  structures were modeled  using our  extended   metamodel for OT  

in  the  oil and  gas  sector.  As part of the survey, we also gave the respondents the descriptions of 

the elements included in the scenarios.  An  example  of a  scenario  is shown  in  figure  6 where  

the respondents where  shown different elements  in different colors. Respondents were request-

ed  to  score (likewise,  from  one to  five) the  graphical  notation, the  elements  description, and  

the  relations  between  elements.  A section of additional commentaries was also enabled to al-

low respondents to write down more detailed opinion about each case scenario. The final section 

of the survey was closing questions  in which the  respondents were asked  about  facility  to un-

derstand the  models,  the  completeness  of the  elements  and  the  obstacles they  encountered. 

 

Fig. 7 Evaluation results (second survey) 

 

Results in section one of the survey shows that the average score for the need to model OT in the 

oil and gas industry was high, marking a 94% score. On the other  hand,  the respondents were 

divided when asked if the languages and tools for modeling OT were enough, as 45% of the re-

spondents mentioned that they  were not  enough  and  the  remaining  55% considered  the  tools 

and languages  appropriate. When  asked  if the  enterprises knew the  relationships between  IT  



and  OT,  81.8% of the  respondents answered  three  or less on a scale from one to five. The result 

of the questions about the scenarios presented in section 2 can be found in figure 7. The average 

ratings of the graphical notation were 3.8 ± 0.2 and a mode score of 4 (on a scale from one to five). 

Likewise, the description of the elements scored an average of 4.1 ± 0.17 and the mode remained 

the same (on a scale from one to five). Finally, the relations aspect of the cases was scored 3.9 ± 

0.18 with the same mode of 4 (on a scale from one to five). 

The last section of the survey results indicated that participants found the models easy to under-

stand and most participants also agreed that the elements presented where relevant and could 

model OT in the oil and gas industry. 

 

6 Related Works 

 

In this section we explore works with relationships to our study.  On one hand, there are ap-

proaches which extend ArchiMate to model domains which are not covered by this modeling lan-

guage.  On the other hand, we also review some studies that target the alignment of OT and IT.  

Relevant related work has thus been categorized in two groups: research on operational and in-

formation technologies alignment, and ArchiMate extensions for specific domains. 

Research in operational technology is especially geared towards OT and IT integration, and asset 

management. Consulting  and research  companies  in the  market  are  currently starting to  offer 

commercial  tools  and  services  to align OT  and  IT.  For example, the IT services company Gart-

ner proposes a strategic roadmap for IT/OT alignment (Gartner 2015). On the other hand, taxon-

omy was proposed by Govan et al. to describe how organizations should converge, align, and inte-

grate these two worlds. This taxonomy specifies when, why and how a company should align OT 

and IT and criteria to measure the success of convergence, alignment and integration (Govan  Kusk 

et al 2014). Haiders’ paper on asset management illustrates joint governance frameworks for in-

formation and operational technologies as to imply a joint management of these two domains 

(Haider 2012). Likewise, another study proposes an outlook on  information asset  management  

for OT  and  IT  and  establishes  the  need to  have  combined  data  administration (Koronios  et  

al.  2010).  These  works focus on the  differences between  the  two domains  and  how to bridge  

the  gap caused by said differences in order to avoid OT and IT silos through different mechanisms.  

However, none of these mechanisms focus on modeling the OT architecture and its relationship 

with IT. 

Regarding the creation of extensions to the ArchiMate standard language, there have been nu-

merous proposals.  The  first added  extension  to  the  standard  was the  motivation extension  

used  to  describe  what  drives  the  design and operation  of an organization using elements like 

stakeholders, assessment, goal and  requirements (Azevedo  et al.  2011). Secondly,  the  imple-

mentation and  migration extension  was added  in order  to  support TOGAFs Architecture  Devel-

opment Method  by adding  concepts  such as work package, plateau, deliverable, gap, and im-

plementation event (Jonkers et al. 2010). Modeling and extending ArchiMate is also considered in 

other domains that are not entirely covered by the standard. The Open Group proposes an ap-

proach to modeling enterprise risk management and security through either the use of unmodi-



fied ArchiMate concepts, the use of extension mechanisms defined by the standard, or the addi-

tion of new concepts that are not included in the language (Band et al. 2015). A separate research 

proposes ArchiMate improvements to model value through the language standard (Aldea et al. 

2015). In this same domain another  study  models  value  connecting the technique e3value  to  

ArchiMate through transaction patterns of the  DEMO  methodology  (de Kinderen  et al. 2012). 

Likewise, a separate work includes the use of ArchiMate, business model canvas, and e3value as a 

scenario in order to “specify, integrate and analyze multiple, heterogeneous enterprise models” 

(Caetano et al. 2017). Other  re-searched  domains  include an ontological  analysis  of the  con-

cepts  in modeling resources and capabilities with the ArchiMate  standard (Azevedo et al. 2015) 

and an ArchiMate extension  that studies a domain specific modeling language made for telecom-

munication services in order to capture design decisions and rationale (Chiprianov et al. 2012). 

Even though we also propose an ArchiMate extension, the domain language and construction 

technique differs from these studies target field. 

 

7 Conclusions 

 

This paper explored a number of problems related to operational technologies in the context of 

Enterprise Modeling. There is a historical disconnection be- tween IT and OT that has led over the 

years to the formation of separate teams and the development of different technologies and best 

practices.  However, the pressure for efficiency and the opportunities created by modern produc-

tion-related technologies make it necessary to close the OT/IT gap. Nowadays, OT components are 

very much capable of doing data generation, process, storage, and communications that previous-

ly where exclusive activities of IT systems.  

This  paper  presented an  ArchiMate extension  for OT  that attempts to close the  gap: on the  

one hand,  it allows the  creation  of models of OT,  thus expanding  EM capabilities into  this  

world. On the other hand, it allows creating relations between OT and IT/business elements.  We 

consider  this  the most  important aspect  of the  proposal  because  it integrates OT  information 

and concerns into decision making processes; in particular, it facilitates  making IT-related deci-

sions taking  into account OT elements,  and vice-versa. 

The OT extension proposed is intended to be a core extension that should be specialized.  We 

found  it  impossible  to create  a generic OT  extension  applicable  to  every  case  because  opera-

tional elements  are  extremely  different depending  on the context  or particular industry. Thus,  

we decided to abstract only  common  concepts  from  standards and  reference  models,  and  to  

organize the  core metamodel based  on those  abstractions. We also analyzed and proposed the 

necessary relations between those elements and the ArchiMate elements from the business, ap-

plications, technology, and physical layers. The end result was a base metamodel that can be used 

by itself to create  relatively simple OT models, but  that can be extended  to address  the needs of 

particular industries. We also created an OT metamodel for the oil and gas industry which we vali-

dated with industry experts through two rounds of surveys with industry experts.  This showed 

that there is indeed a need to model OT and to relate it with IT elements in their industry. It also 



validated the approach, the graphical notation, the elements’ description, and the proposed rela-

tionships. 

A further point to consider and discuss which is relevant not only for our OT extension but also for 

ArchiMate in general, is the level of detail supported. Arguably, our OT extension is simple and is 

not capable of representing scenarios with a significant level of detail.  However, the same can be 

said about almost every aspect of ArchiMate and similar languages.  Where the language shine is 

when it is used to tie elements belonging in different domains.  That is why it is perfectly reasona-

ble for an EM approach to use BPMN for business processes and to use ArchiMate to relate pro-

cesses to elements in other domains, such as applications or motivation. Similarly, the proposed 

OT extension is not intended to replace existing standards in that world and in specific industries. 

Instead, it aims to complement them by introducing the necessary elements to connect OT with IT 

and the business. 

The final discussion point is the necessity of graphical notations to complement the conceptualiza-

tions: without a compelling notation, a metamodel will be seldom used by domain experts. More-

over, the graphical notation should include icons and abstractions that are familiar to the modeler 

and are thus semantically transparent (Moody 2010). This is particularly important in the OT 

world, where the physical existence of many elements makes it important to use icons that re-

semble their real world counterparts. On top of that, just defining graphical notations is not 

enough:  tools (editors, repositories, publishers, etc.) are required to support the notations. In this  

respect,  graphical language  workbenches  such as Eugenia,  Sirius,  GME,  and  GMF  have an ex-

treme importance for supporting the accelerated development and adoption of tools and  lan-

guages  (Kolovos  et al. 2015; Eclipse  2017; Boldt  and  Gronback 2016). 
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Abstract. When modeling enterprises it is necessary to capture, simplify, abstract, and 

organize a vast number of key organizational elements. These elements (e.g., organiza-

tional units, human resources, production processes, and IT systems) are frequently or-

ganized and modeled in the business or IT domains. The focus on modeling these do-

mains casts aside other important domains for asset intensive industries such as opera-

tional technologies (OT). OT is directly responsible for producing and delivering the 

company’s goods and services as it encompasses crucial elements that support day to 

day operations. However, not only is OT frequently not considered when modeling the 

enterprise, but there is also a disconnection between OT and IT that has led to different 

technology stacks and government. This issue hinders the integration of these two do-

mains and the modeling process. With the rise of trends such as industrial IoT and cloud 

manufacturing OT and IT alignment, convergence, and integration are highly sought af-

ter in today’s industries.  

 

For that purpose, this paper presents an approach to facilitate the IT and OT integration 

and modeling in which we aim to build an indicator catalog for OT establishing a com-

mon vocabulary for OT concepts. The catalog contains four main components: a taxon-

omy and classification of indicators of OT, the description and characterization of each 

indicator included in the catalog, an OT metamodel designed with the indicators of the 

catalog, and finally the corresponding algorithms for every indicator in the catalog based 

on the metamodel.  This paper also presents how to construct similar catalogs for specif-

ic asset intensive industries. We illustrate this with a catalog for the oil and gas sector 

built on a validated enterprise metamodel for this industry. 

Keywords: Operational technology, Indicator catalog, Extensible modeling language 

1 Introduction 

Enterprise modeling (EM) allows capturing multiple elements in an enterprise that compose an 

organization in a structured form. An enterprise model represents, in a simplified manner, critical 

components to the business, such as human resources, process, and areas. On the other hand, an 

EM also represents IT systems, focusing on aspects such as their parts, their interoperability, and 

their general architecture (Sandkhul et al. 2014). More so, EM is decisive in enterprises that seek 

digital transformation and growth based on information technologies and systems. Digital trans-



formation in asset intensive industries, such as manufacturing, automation, mining and oil and 

gas, is led by emerging trends in IT and advances in IoT. According to Gilchrist, these advances 

provide better visibility and insight of a company’s operations and assets. This is possible through 

the integration of software, hardware, machinery, sensors, and storage systems. Critical compo-

nents to achieve this integration include the Operational Technology (OT) equipment (Gilchrist 

2016).  

The domain of OT includes equipment to monitor and control different devices, sensors, software 

and actuators in industrial processes, production equipment, and processes and activities carried 

out by operational personnel (Gartner 2016). OT is the backbone of industry production as it is 

supports the day to day production activities of a company’s services and goods that are eventual-

ly handed out to the business’ customers.  Regardless of the critical role of OT, EM modeling lan-

guages and tools often target primarily IT and business components. Industrial digital transfor-

mation is however not only solely based on upcoming advances in information technology sys-

tems. A great deal of the transformation is based on enabling traditional operational machines, 

equipment, and processes to interconnect. Consequently, there is a need to connect information 

technology systems with traditional Operating Technology (OT). In the past these systems were 

not connected to the internet but today these systems use structures similar to those used by IT 

systems that may be used for data transportation, storage and monitoring.  

Great deals of digital assets, such as sensors, are connected to the internet and the amount of 

data generated is compelling and growing throughout the years. Nowadays, only a fraction of the 

industrial data generated is used to yield benefits in a business. These benefits can generate in-

sight and can help improve efficiency, gain superior productivity, attain reduction of operating 

costs, and upside revenue which in turn leads to competitive advantages. In order to achieve said 

benefits enterprises must focus in building the capability of connection between operational and 

information technology and their corresponding systems. (Gilchrist 2016) 

To connect both the IT and OT domain, the latter must be structured and described in a way that 

allows a common foundation for connection. This is due to the multiple differences between both 

domains such as disparate technology, ownership and governance (Haider 2012), difference in 

organizational responsibilities and human resources involved (Hunter And Westerman2009).  

As a foundation for integrating both IT and OT domains we propose a model based indicator cata-

log. We introduce an approach to build an indicator catalog for operational technologies in asset 

intensive industries. In this catalog the components of the OT domain can be structured, described 

and standardized. The catalog enables the connection between the operative systems and other 

domains because it presents an approach to using industrial data and generating valuable insight 

into production performance which can be used in the business realm to make decisions regarding 

the enterprise.  

The indicator catalog is built and designed based on the OT Metamodel proposed in the paper “OT 

Modeling: the Enterprise beyond IT” (Lara et al. 2017). This metamodel allows the modeling of the 

OT domain and also recognizes the possibility to model OT in relation to IT components and sys-

tems, and the business domain. This paper will focus on creating new extensions based on the 

original OT metamodel by complementing it with the information of the indicators in the OT do-



main. Likewise, this paper will demonstrate how to construct the indicator catalog and illustrate it 

with a catalog built for the oil and gas industry. 

The process for the construction of the catalog is comprised by a prior research into the indicators 

related to OT, the creation of a taxonomy for the indicators researched, followed by an indicator 

assessment and selection. When the indicators are chosen, they are then described and character-

ized. As part of the description of the indicators the metrics are singled out thus constructing a 

common metric catalog that is used by the indicators. With the definition of the indicators and 

their metrics it is possible to complement the OT metamodel and create and enhanced adapta-

tion. Finally, we show how it is possible to create algorithms based on the OT metamodel to calcu-

late the modeled indicators. Secondly, the paper intends to exemplify the use of the model based 

indicator catalog technique in a specific industry setting which in this case is the oil and gas indus-

try. We demonstrate how to build a pertinent catalog for OT, taking into account specific oil and 

gas OT components and the information generated by the components. Finally, we present the 

constructed indicator catalog for the oil and gas sector which includes five                                                                                     

: a taxonomy for the OT indicators, the description and characterization of the indicators, a metric 

catalog, the enhanced OT metamodel for the oil and gas industry, and the algorithms for every 

indicator.   

 

The rest of the paper is structured as follows. Section 2 presents an overview of Operational Tech-

nologies. Then, Section 3 describes how to model operational technologies, presents the meta-

model, the extension mechanisms of the metamodel, and the extension created for the oil and gas 

industry. Section 4 presents an overview of the indicators for OT and how to build an appropriate 

taxonomy. It is followed by Section 5 which presents the technique on how to build the indicator 

catalog based on an OT model. Then, Section 6 then presents the constructed catalog for the oil 

and gas industry. Section 8 concludes the paper by discussing its contributions and the practical 

concerns related to its usage. 

2 Operational Technology 

The Operational Technology (OT) domain contains the elements to control and monitor equip-

ment (devices, actuators, sensors, and software) in industrial processes, activities executed by 

personnel, and the production equipment itself. Gartner, a company dedicated to research and 

consulting IT related topics, defines OT as the hardware and software that detects or causes a 

change through the direct monitoring and/or control of physical devices, processes and events in 

the enterprise (Gartner2016). This domain is critical to asset intensive industries where the back-

bone of the business is greatly linked to the operational equipment in performing the day to day 

production. Asset intensive industries include sectors such as oil and gas, energy production, min-

ing, manufacturing, and automotive. 

 

OT encompasses a number of elements that are fundamental for achieving short term operational 

objectives within a company, which in turn bring an organization closer to achieving its long term 

goals. Fulfillment and compliance of the operational objectives can be measured through the op-

erational indicators and metrics. For example, enhancing production throughput by reducing pro-

duction process time can be achieved through operational equipment asset management (ma-



chinery, operators, etc.) which can be measured through the overall equipment effectiveness 

(OEE) (Nakajima  1990).  Advances in the fields of operational equipment and industrial Internet of 

Things (IoT) have resulted in new technology that can now generate large sets of data and can be 

analyzed online that businesses should take into account through advanced analytics (Gilchrist 

2016). Using the results of the analysis can lead to not only optimize operations, but it also can 

provide information to business executives to improve productivity, efficiency and planning, while 

reducing operational costs. Leading trends in this topic include especially IoT for manufacturing, 

cloud computing, miniaturization, GPS systems, cyber physical systems, and sensor technologies. 

These sets of technologies that generate information have led to the desire to connect OT with IT 

components. For instance, a growing trend in the manufacturing industry is cloud manufacturing 

systems which are distributed networks consisting of virtualized services for manufacturing enter-

prises. This system allows a cost-effective, flexible, value enhancement and scalable solution 

through which they share databases and software with IT systems (Cloud Manufacturing, 2013). 

Future trends such as cloud manufacturing, which combine OT and IT promise added value not 

only for a single enterprise but also for a collaborative supply chain. 

 

OT and IT alignment, convergence, and integration are highly sought after in today’s industries. 

However, the gap that wedges in between the OT and IT domain is heightened by the differences 

amidst the domains. For instance, the presence of separate OT and IT teams, with completely dif-

ferent skill sets, that tend to have limited communication with each other (Haider 2012); separate 

information silos that mange distinct and separate data; and completely different technology 

stacks (Hunter and Westerman 2009). Nonetheless, enterprises are working on bridging the gap in 

between IT and OT through technologies and tools that blend both domains such as IoT. Thus a 

critical need for boosting a successful IoT solution is a Services Platform which allows the connec-

tion of multiple devices, sensors and applications, meanwhile managing and controlling numerous 

systems and processes. 

 

To understand how the OT and IT domains can possibly connect it is useful to model the relations 

of the OT components to IT and business elements. Nonetheless, there are few approaches that 

currently allow this representation due to the common focus of EM solely on IT and business, and 

the limitations of the modeling languages to consider the implications of modeling OT elements. 

As is the case of ArchiMate, a widely regarded enterprise modeling language that supports the 

business, data, application, technology approach. Archimate’s latest version introduced a physical 

layer which entails four new components: Equipment, to model technological nodes; Facility, 

which models physical spaces where equipment is located and production occurs; Distribution 

Networks, which serve to move materials and products around; and Materials, which are con-

sumed during the production processes (The open group 2016). These elements are useful as they 

serve as a base for modeling the OT domain; however they fall short when trying to model the 

complete domain and elements such as operational controls, asset management, and operational 

organization structure.  
 

Enterprise modeling languages can be used as starting point to model the OT domain as they are 

already capable of modeling IT and business architectures. In the following section we present a 

language extension for ArchiMate 3.0 that was introduced in “OT Modeling: the Enterprise beyond 

IT” (Lara et al. 2017), in which new elements to model the OT domain were added. This section 



also shows how the language and graphical notation might be specified to adapt to the needs of 

different industries. 

3 Modeling Operational Technologies  

Initially, the OT metamodel was proposed in the paper in chapter 2 “OT Modeling: the Enterprise 

beyond IT” (Lara et al. 2017). The base for the metamodel is ArchiMate 3.0 but the same idea 

should be applicable to any other existing EM language. The metamodel extension introduces OT 

elements that serve to model the OT domain and the structure of the metamodel makes it possi-

ble to relate the new OT elements with other elements in the IT and business domains. Additional-

ly, the OT metamodel introduces a graphical notation for the OT extension intended to facilitate 

the use of the OT expert. Finally, the model may be extended and refined in order to adapt it to 

the needs of specific industries and enterprises by adjusting the model, language and notations.  

3.1 General OT Metamodel 

The general OT metamodel is based on three main concepts. In the first place, it contains a meta-

model extension to a preexisting EM language in which the OT metamodel introduces new ele-

ments to model the OT domain and the way to relate the new elements to elements in the IT and 

business domain. For this purpose ArchiMate 3.0 was used, however the extension may be imple-

mented in other existing EM languages. The second concept of the general OT metamodel is the 

use of graphical notation whose purpose is to help improve the clearness, comprehensibility, and 

usability of the models (Ulrich 2013). Finally, the OT metamodel, language, and notation can be 

extended, refined, and specialized as to create specific metamodels for industries or enterprises. 

Figure 1 represents these three main concepts in which beginning from a preexisting EM language, 

a modeling extension can be added for OT; then different industries or even enterprises can create 

specific metamodels to fulfill specific needs. 

 

Fig. 1 Overview of the approach 

 

The general metamodel is presented in figure 2 including the newly added OT elements and its 

main relations to existing elements that are primarily in ArchiMate’s physical layer. The metamod-



el presents relevant ArchiMate elements from the pre-existing technology, physical, application, 

and business layer (shaded elements), while the newly added elements of the OT core have a 

white background. Not all ArchiMate elements are shown in the metamodel; however the newly 

added OT elements inherit existing relationships to elements in the other ArchiMate Layers (busi-

ness, application and technology layers). 

 

 

Fig. 2 OT metamodel for the oil and gas industry 

 

In the metamodel presented in figure 2, the OT elements (in grey shade) can be divided into five 

groups. The groups are represented in the metamodel with a letter inscribed in a pentagon in the 

upper left corner of every new OT element: application controls (A), controls (C), descriptive arti-

facts (D), equipment management (EM), and production objects (PO). The elements in the applica-

tion controls group include the elements Application Stimulation, Application Control Points, and 

Stimulation Interfaces; in which the stimulation is used to control equipment through the interfac-

es exposed by application control points. The goal of the elements in this group is to control and 

guarantee connectivity between OT technology components and software elements through au-

tomated production processes, in which software components and control systems can generate 

actions in equipment. The control group delineates constraints for the company’s production op-

erations. This group is composed of two elements: Operational Control, which has the ability of 

carrying out operational actions; Production Rule, which details and establishes a guideline of an 

Operational Control. The Equipment Role and Bills (of materials) compose the descriptive artifacts 

group that is used to characterize other operative element affairs. This group also includes Re-

sources (a production object) used to represent physical items involved in the production process. 

Finally, the equipment management group includes Sensors and Actuators which detect changes 



from equipment and in turn perform actions onto the physical world. These elements can signal, 

receive, collect, and process control activities over production equipment. 

 

The previously mentioned elements may be extended to create more specific instances depending 

on the industry. The general OT metamodel was designed to fit the needs of asset intensive com-

panies regardless the industry they associate with. However, every industry is clearly different 

from one another due to contrasting core business activities, technological components, equip-

ment, and information requirements they use. These differences cause drastic variations in the 

way in which OTs can be used within industries or even within companies in the same industry 

depending on aspects such as their strategy, size, range of products, and market, among others 

(Rushton And Croucher2017). For that reason, the general OT metamodel can be extended to cre-

ate specializations for different industries along with the adaptation of the graphical notation to 

common concepts of the industry. This can be done by either adding new elements (with more 

specific graphical notation), relationships, or by adding attributes in an element. 

3.2 A metamodel industry extension: the Oil and Gas metamodel 

OT is a key component in the oil and gas industry as the productivity and critical activities in the 

production of goods depend on this domain. Likewise, IT tasks are also very important in the 

industry, but may fall secondary to the OT activities related to the production of goods. Notably, in 

the oil and gas industry there are numerous equipment connected through sensors and actuators 

that allow their monitoring and automation through control elements such as SCADA (Supervisory 

control and data acquisition) and PLC (programmable logic controller).  Sensors perform a 

fundamental part in the industry as they are used to measure and monitor a multitude of assets 

throughout the entire production process whether it is in upstream, midstream or downstream 

related activities. Sensors can be used to produce data that can not only be precise but can also be 

used in a predictive manner (Gilchrist 2016). Sensors that are placed in machinery through 

controllers have the ability of self-awareness, self-prediction, and are self-comparable (Gilchrist 

2016). For instance, sensors might be used to track the state of production elements and 

equipment with measures such as pressure, temperature, speed. Likewise, they can also be used 

to supervise the production of oil, gas, or any other derived good. 

 

In spite of all the technology already used in the industry, the oil and gas sector is rapidly develop-

ing into the industrial digital transformation embodying modern operational technologies which in 

turn generate business advantages like production optimization. Advances in the oil and gas indus-

try will require massive operational and capital costs but will also deliver huge profits (Gilchrist 

2016). Adopting new OT technologies is becoming the new normal for oil and gas companies 

which consider incorporating products for Industrial IoT that allow the integration of production 

sensing, communication and analytics. Despite the need to integrate OT with IT to generate busi-

ness gains, there are difficulties in doing so. Firstly, the IT and OT domain are typically separate 

organizational silos with contrasting organizational cultures which hinders communications. Fur-

thermore, the protocols, brands, and general technology implemented in sensors, actuators, and 



controls, topped off with the low quality of current documentation, hinders the desire integration 

in between OT and IT. 

 

To design a tailored OT metamodel extension for the oil and gas industry the core OT elements 

must be considered. The OT metamodel was constructed based on key elements identified 

through consultations with industry experts, industry models and vocabulary, and industry specific 

OT technology catalogs. The OT language extension for the oil and gas industry contains 26 new 

language elements with their graphical notation. The metamodel extends production object ele-

ments and equipment management elements; additionally three of the original ArchiMate physi-

cal layer elements (facility, equipment, and technology process) were also extended. The new el-

ements can be seen in figure 3 with a grey background surrounding the original OT metamodel in 

figure 2.  

 

 

Fig. 3 OT metamodel for the oil and gas industry 

The OT metamodel presented in Figure 3 was validated through surveys in which a group of ten 

experts were inquired. According to the results of the survey the metamodel can be considered 

appropriate for modeling OT in the oil and gas industry, and modeling its relation to IT and the 

business domain.  

4 Indicators for Operational Technologies  

Measuring performance in an enterprise requires indicators aligned to the company’s strategic 

and operational goals. Performance indicators are composed by metrics which in turn are com-

posed by measures. The measures in a performance indicator describe “the dimension, capacity or 

amount of something ascertained by measuring”   (Merriam-webster.com 2017). To put it simply, 



throughout this article we will use the term measurement as a quantifying value. On the other 

hand, a metric while composed by a measurement provides additional information. It requires the 

object or aspect that is being measured and the units of measurement given a certain context. 

According to Geisler  a metric is used “to describe a system of measurement that includes: (1) the 

item or object that is being measured; (2) units to be measured, also referred to as “standard 

units”, and (3) value of a unit as compared to other units of reference” (Geisler 2000). 

Respectively, indicators are calculated upon one or more metric and allow a conclusion on the 

characteristics or changes in a system. According to the literature there are multiple ways to de-

fine a performance indicator (Parmenter 2015). As stated by Neely et al. “A performance measure 

can be defined as a metric used to quantify the efficiency and/or effectiveness of an action” (Neely 

et al. 1995).  

4.1    OT indicator state 

A performance indicator may measure how well an enterprise is performing on strategic, tactical 

or operational activities which are relevant to the actual or future state of the company. Contrary 

to strategic indicators, which measured long–term performance, operational indicators measure 

short-term performance such as monthly, day to day, or even by hour. As such, operational indica-

tors are linked to the company’s operational goals. The users of these types of indicators tend to 

be operators, supervisors or low level managers. They are commonly used within the work unit 

thus the information level is highly detailed and specific. The assessment of operational indicators 

requires the availability of reliable operational data. Such data can be originated from a great vari-

ety of sources (e.g. different operating systems, sensors, equipment). An operational indicator’s 

purpose may be to help with planning, control, evaluating, managing change, communicating a 

state, or resource allocation within the enterprise’s operation.  

Operational indicator benefits such as planning might help organize the company’s key operation-

al process. The purpose of controlling and evaluating through operational indicators allows the 

enterprise to have a monitoring system in place to make decisions accordingly. Likewise, this al-

lows the enterprise to manage changes in operation and productivity. Operational indicators also 

serve the function of communicating the state of activities, for example if the company is running 

smoothly or if there is a crisis that must be tended to. Another benefit of operational indicators is 

resource allocation. For example, certain operational indicators might allow a company to notice if 

precise equipment, devices, or even human resources are underused.  

Operational technology indicators are a segment of the operational indicators. The difference re-

lies in whether the indicator has a relation to any technological device. For example, an operation-

al technology indicator might be related to a sensor, actuator, or equipment. The use of these 

technology related operational indicators is increasing due to the high rise in demand for digital 

transformation in multiple industries. However, formulating operational technology indicators is 

not an easy task due to the on facing complications in many of today’s industries as of result of 

novelty in digital transformation and IoT. There is very low standardization and uniformity in the 

metrics that are used in the indicators and in the indicators. For example, two different sources 

might refer to the same measurement in a metric with different names and units. Likewise, the 

same issue applies for indicators as the same concept might be referred to as a different named 



indicator with different named metrics and even different forms of calculations. This might even 

happen within the inside of a company, where operational and business silos do not have a com-

mon vocabulary to express measurements, technological devices, or equipment. 

Furthermore, there are monitoring technological devices (sensors) which are now connected to 

the internet. This article will specifically focus on these sensors as they are a key factor to the digi-

tal transformation and are able of generating heaps of information which can be stored in a repos-

itory for further processing through information systems, contrary to the sensors whose infor-

mation still has to be read manually and on site. Therefore, the data to calculate certain opera-

tional technology indicators can originate from sensors. 

4.2     Indicator sources 

 

We will begin to detail where industry indicators can be found beginning from the most general 

indicators and progress to the more specific operational technology indicators. Most industries 

base their indicators in a general framework such as Balance Scorecard (BSC) or Supply-Chain Op-

erations Reference (SCOR). Indicators are separated into general ambiguous nonspecific industry 

categories for example financial, customer, internal business processes, learning and growth. Oth-

er general indicator sources is literature such as (Parmenter 2015), (Samsonowa 2014), (Marr 

2012) . 

 

General operational indicators must be researched for a specific industry. Operational indicators 

can be found in manual or handbooks of this industry. Some handbooks can be about individual 

topics in the industry. Also, researching companies in the same business vertical is helpful as it 

shows a benchmark of existing operational indicators. Likewise, commercial dashboards also con-

tain specific examples as to which indicators belong in a certain industry. Another key source are 

specific libraries or journals that relate to the operational vertical that is being researched. 

Operational technology indicators are much harder to find. Research on this topic can be both 

academic and commercial or corporate. On the academic side, and much like for the operational 

indicators, there are specific libraries that allow detailed search. It might come in handy to look in 

digital libraries, journals, articles related to sensors or other IoT devices for types of measure-

ments or indicators. On the other hand, commercial development for sensors and equipment that 

measure, control and generate digital information can also be useful to take notice of the metrics 

that can be assessed.  

Likewise, it is also possible to find specific industry related OT indicators. When researching for 

industrial OT indicators a series of different sources must be taken into account, both academic 

and commercial or corporate. For example, for the oil and gas industry in the academic search it is 

feasible to use sources such as the Springer Link data base, ACM digital library, IEEE digital library, 

OnePetro digital library, and the ScienceDirect data base. On the other hand in the commercial or 

corporate search sources such as the following might be used: oil and gas companies; oil and gas 

consultation companies, commercial dashboards for the oil and gas industry, companies that make 

equipment, machinery and systems for the oil and gas industry.  



4.3 Indicator assessment and selection 

After sifting through the possible indicator options in an industry, the desired type of indicator and 

indicator categories must be chosen. For the purpose of an OT indicator catalog, it is important to 

consider the operational and productivity categories. Likewise, those with a correlation to tech-

nology devices, sensor or equipment which generate digital information must also be considered. 

In the oil and gas industry, considering the primary indicator categories researched for this indus-

try and our previous research in modeling OT (operational technologies), we narrowed the indica-

tor categories in which we will focus down to the operational indicators. Subsequently, we delved 

into this category in order to build an indicator hierarchy. We separated the identified production 

indicators into three main categories: upstream, midstream and downstream. For each category 

we built a hierarchy in which we classify the operational indicators. We mainly selected those indi-

cators which we found could have a relation to OT. Thus, some operational and productivity indi-

cators were excluded from our selection. The majority of indicators represented in out catalog 

belong to the upstream category. 

4.4 Building an OT taxonomy 

After researching multiple sources it is possible to identify categories in the industry and their cor-

responding subcategories. The taxonomy helps create a systematical classification of indicator 

categories. For instance in (Florez et al. 2016), a catalog for automated analysis methods for en-

terprise models was built, in which through a literature review a classification, structure and char-

acterization of the methods was accomplished. It is expected that the categories of the taxonomy 

of the indicator catalog will be aligned with the processes and activities carried out by the indus-

try.  

In the oil and gas industry taxonomy it is possible to subdivide the industry into three major cate-

gories: upstream, downstream and midstream. The upstream sector includes exploration and pro-

duction. The upstream category can further be divided into well production, well as drilling well 

indicators. The midstream sector includes transportation either by pipeline or by different means 

such as trucks, trains or tankers of crude oil, gas, or other derived products from the industry. The 

downstream sector refers to the refining of oil and regasification of natural gas. 

 

For the categories in the indicator taxonomy we define a numeral notation is used to show the 

dependence from one category to another where the first numbers identify the category and the 

last number in the ID defines the number of indicator. In figure 4, we present a segment of the 

taxonomy defined for the oil and gas industry. For example, upstream is the first category there-

fore it is identified with the number 1 while the underlying categories such as drilling and produc-

tion are identified with 1.1 and 1.2. As such, all of the indicators that belong to the category “Up-

stream” and “Drilling” use the identification beginning with the numbers 1.1.  



 

Fig. 4 Oil and gas taxonomy example 

 

5 Indicator catalog based on the OT model 

After defining a taxonomy which includes the general categories for the OT catalog the indicators 

must be defined. This includes the details of each indicator and the metrics that compose the indi-

cators. In the following subsections we will explain how to build an indicator OT catalog regarding 

the inputs, the characterization, and the normalization of the indicators. Additionally, we will also 

explain how to build a metric catalog in relation to the indicator catalog which is used to enhance 

the OT metamodel for oil and gas. 

5.1 Inputs for the construction of the indicator catalog 

In order to build a model based indicator catalog for OT, three key inputs are fundamental during 

the construction process: a systematic literature review, the OT metamodel, and the previously 

created taxonomy for the industry or specific company. First of all, to define which indicators are 

going into the catalog, a systematic literature review is a favorable and pragmatic approach for 

researching. A systematic literature review “aims to give a complete, comprehensive and valid 

picture of the existing evidence” (Wohlin et al. 2012). The systematic literature review consists of 

a three step process in which the reviewer will plan, conduct and report the findings. According to 

(Wohlin et al. 2012), in the first stage the reviewer must: identify the need for the review, specify 

the research question, and develop the reviewing protocol. For the indicator catalog, the need for 

the systematic review originates from the wish of the reviewer to gather the available information 

regarding the indicators and metrics in their industry. The research question must target the spe-

cific area of interest and identification of the industry that the reviewer aims to inspect. For the 



indicator catalog this question must include the specific industry, operational technology, and 

types of indicator to asses. Finally, the reviewing protocol must include the search strategy, selec-

tion criteria and general procedure for extracting information of indicators. When conducting the 

systematic literature review the data must be extracted and synthesized. The data extracted must 

be enough to characterize and describe the indicators appropriately. The results of the systematic 

literature review must be able to be mapped on the OT indicator catalog as the systematic litera-

ture review (SLR) is the main source for finding and describing appropriate indicators for the cata-

log. 

The second source of input is the industry or company OT metamodel. With the information ob-

tained through the SLR the indicators in the catalog are designed and the metamodel for OT can 

be enhanced to include the necessary data for the indicators to be included in the OT metamodel. 

The indicators must be mapped onto the metamodel that implies that the metamodel will be 

modified by adding, extending, or specifying its entities, attributes, and relationships. This modifi-

cation of the metamodel must also take into consideration the metrics of the each indicator, as 

these metrics allow the analysis and calculation of the indicators from the metamodel.  

Finally, the third input source for building the model based OT indicator catalog is the industry or 

company OT taxonomy. The taxonomy imposes an order and a hierarchy for the indicators and 

allows the differentiation of the particular types of indicators that can be found in OT. When build-

ing the catalog the taxonomy allows a quick classification of a new indicator into a category, not 

only because of the category name, but also by comparing the similarity of the indicators already 

placed into the category. 

5.2 Characterizing the indicators  

The indicator characterization is the guideline to the design of the indicators within the catalog. It 

incorporates the category in which the indicator belongs to, its designated identification, an indi-

cator name, a description and formula, the metrics that compose the indicator or any other relat-

ed indicator, and the source of the indicator. 

In first place, the indicator name must be selected in accordance with the description of what the 

indicator illustrates. As such, the description must consist of a clear depiction of the indicator func-

tion and use, the formula for computing the indicator, and the units of measurement of the indica-

tor. Based on the description, it is possible to locate the indicator in a category of the taxonomy. 

The category of the indicator can be described with the abbreviation of the categories it is located 

in. Accordingly, the indicator identification will depend on the category it belongs to. The first 

numbers of the identification will represent the numbers of the category in the taxonomy, while 

the last number in the sequence represents the numeration of that indicator within the taxonomy.  

 

After these steps, the metrics of the indicators must be identified. The metrics encompass the 

measurements that are being used within the indicator formula and the units of measurement or 

the dimension of the measurement. The detail of the metrics in the indicators will be an important 

input for constructing the metric catalog and consolidating the OT model that is able to compute 

the indicators. Additionally, if the indicator depends on another indicator in the catalog it must be 

specified in the indicator characterization. For example, if an indicator cannot be calculated with-



out a previous indicator being calculated. Lastly, it is crucial to record the source where the indica-

tor comes from. The source can be from the literary review, such as a bibliographic source, or from 

within a company’s own indicator reports. Table 1 presents the characterization of the indicator 

wellhead average temperature. 

 

Nowadays, avant-garde oil and gas wells in the industry are designed to operate unattended for 

certain periods of time. This requires regular maintenance to boost the equipment lifetime dura-

tion and to prevent equipment downtime. This downtime can result in loss of significant profit for 

oil and gas companies. Therefore, monitoring the equipment at the well site is highly important to 

control proactively any issues that might arise. Albeit regular maintenance, wellhead equipment 

might have issues while in production. Monitoring wellheads portrays an important role in avoid-

ing production intermissions. Sensors can track, measure, record and alarm any important changes 

in the general system. For instance, table 1 shows the wellhead average temperature which can be 

used to ensure the temperature level does not rise above a critical operating temperature range.  

 

Indicator characterization for wellhead average temperature 

1 - Name Wellhead average temperature 

2 - Description 

Monitoring of wellhead operating temperature to ensure well is 
operating within design specifications. 

 
∑                       

                      
 

3 - Category 
UpProWeWh – 4 

(Upstream;Production ;Well;Wellhead) 

4 - ID 1.2.2.3.4 

5 - Metrics Temperature – 3.1 Wellhead temperature [°C/ °F] 

6 - Depending indicators None 

7 – Source 

- Johnson, M., & Hernandez, M. (2009, January 1). Along String Pres-
sure and Temperature Measurements in Real-Time: Early Field Use and 
Resultant Value. Society of Petroleum Engineers. doi:10.2118/119540-
MS 

 

- Devold, H. (2013). Oil and gas production handbook (3rd ed.). Oslo: 
ABB Oil and Gas. 

Table 1 indicator characterization example 

5.3 Normalizing and standardizing the indicators in the catalog 

Once all of the indicators are characterized the next step in being able to create an OT model with 

the indicators is to normalize the terms used. Normalizing the terms in the indicators signifies that 

the indicators will have a common language to express ideas that are equal throughout the cata-

log. This normalization of the vocabulary favors the standardization of the elements in the OT do-

main, as many companies do not use the same terminology to express equal terms. As such, many 

terms might be used to express one same concept. 



On the other hand, the indicators characterized previously might use different metrics to repre-

sent the same concepts. Many indicators may have coinciding metrics. For example, in the table YY 

the indicators are not normalized and use different terminology to represent the same measure-

ments. The normalized version of the indicators is represented in table 2 where the metrics are 

identified with the same and the language.  

Indicator characterization - Capacity Utilization Rate 
 

Indicator characterization - Capacity Utilization Rate 

Name Wellhead average temperature  Name Coalescer mean thermal reading 

Description 

Monitoring of wellhead operating tempera-
ture to ensure the well is operating within 
design specifications. 

 
∑                       

                      
 [°C/ °F] 

 
Description 

Represents the mean temperature condi-

tions in which the coalescer is in opera-

tion. 
 

   
∑                      

                      
 [°C/ °F] 

Metrics Temp – 3.1 Wellhead temperature [°C/ °F] 

 
Metrics Condition in coalescer     [temperature] 

Table 2 indicator characterization example without normalization 

The normalized version of the indicators is presented in table 3 where the metrics, description and 

indicator name are modified to fit a similar language scheme. 

Indicator characterization - Capacity Utilization Rate 
 

Indicator characterization - Capacity Utilization Rate 

Name Wellhead average temperature  Name Coalescer average temperature 

Description 

Monitoring of wellhead operating tempera-
ture to ensure the well is operating within 
design specifications. 

 
∑                       

                      
 [°C/ °F] 

 
Description 

Monitoring of the coalescer operating tem-
perature. 

 
∑                        

                      
 [°C/ °F] 

Metrics Temp – 3.1 Wellhead temperature [°C/ °F] 

 
Metrics Temp – 3.2 Coalescer temperature [°C/ °F] 

Table 3 indicator characterization example without normalization 

Normalizing an indicator involves changing the description or indicator names to use a unified lan-

guage. This simplifies the OT modeling as it will be easier to assimilate characteristics of indicators 

to entities and attributes. Likewise, it avoids unnecessary duplication of attributes and their values 

or entities, thus reducing the complexity of the model created.   

For instance, data output in sensors that sense the same measurement can often be recorded with 

different nomenclatures. For example, the temperature in one sensor might be recorded as “tem-

perature” while another sensor which senses temperature might record the same temperature as 

“thermal_reading” such as in table 2. This heterogeneous recording of data can be cause by multi-

ple reasons for instance having different brands of sensors. Likewise, companies might use differ-

ent in-house vocabulary to express the same concept or might not agree on the definition of cer-



tain OT concepts. Therefore, it is important to standardize and unify the concepts in the indicators. 

The normalizing of an indicator aims to look for equivalent words to express one same concept as 

many indicators might express the same concepts using different terminology. 

5.4 The Metrics Catalog 

The metrics catalog contains all of the metrics from which the indicators may be calculated. It is 

built after characterizing and standardizing the vocabulary used in the indicator catalog. The char-

acterization of the indicators allows identifying which metrics compose an indicator based on an 

indicator formula or description. Similarly, the normalization and standardization of the language 

is also critical as it allows the identification of identical metrics. Likewise, it will also facilitate the 

modeling process as the metric only has to be modeled once. The standardization of the vocabu-

lary and terms used in the catalog also allows the recognition of metrics that are akin. For exam-

ple, a metric of “chemical flow rate in storage” and another metric of “drilling fluid flow in a centri-

fuge” are both akin as they measure a flow rate through equipment that can measure the flow 

rate of a liquid. 

The metrics catalog is composed of the following elements: the metrics main category, the metrics 

name, the metrics identification, the source, and if the metric is a compound of any other metrics. 

Firstly, the main category of the metric is determined by the type of measurement and other simi-

lar metrics. For instance, both metrics “chemical flow rate in storage” and “drilling fluid flow in a 

centrifuge” can be categorized as flow metrics (Table 4). The metric identification is an ID placed 

on the metric to distinguish the category to which it belongs followed by a unique number se-

quence. This metric ID is the same equivalent sequence that is placed in the characterization of 

the indicators that use this metric. For example, the ID of the metric “chemical flow rate in stor-

age” might be “F-1.1” as to indicate that it belongs to the category of flow metrics (F) and its se-

quence number is 1.1 (Table 4). The source of a metric indicates which equipment yields the 

measurement for the given metric. The source of the metric will determine which equipment di-

rectly generates the data that is used to calculate the indicators. In the case of the metric “drilling 

fluid flow in a centrifuge”, the source of the metric would most likely be a flow meter (Table 4).   

Main Cate-

gory 
Metric name 

Metric  

ID 
Source Compound? 

Flow 

Drilling fluid flow in centrifuge F - 1.1 Flow meter no 

Drilling fluid flow in pump & agitator F - 1.2 Flow meter no 

Chemical flow into tanks F - 1.3 Flow meter no 

Water flow for mud tanks F - 1.4 Flow meter no 

crude average flow in wellhead F - 1.5 Flow meter no 

Chemical flow rate in storage F - 1.6 Flow meter no 

Table 4 A metric catalog example 



The metrics catalog allows knowing what measures can be modeled in the OT metamodel. Also, it 

allows recognizing what data is available to be gathered in a company with respect to OT. This 

information can then be used in the business domain. 

5.5 Indicator mapping onto the OT metamodel 

The indicator catalog is used to complement the OT metamodel or the industry specific OT meta-

model. It allows the enhancement and growth of the metamodel by adding complementary at-

tributes, entities and relationships aligned with the indicator catalog. To map the indicators and 

the metrics onto the OT metamodel, the taxonomy, indicator characterization and metrics catalog 

are used. The objective of complementing the metamodel is to be able to create algorithms based 

on the model to calculate the indicators.  The indicator taxonomy can be used to establish if there 

are any missing entities in the OT metamodel. If so the metamodel can be extended to fit the in-

dustry’s needs as specified in “OT Modeling: the Enterprise beyond IT” (Lara et al. 2017).  

 

The categories of the metrics can be an indication of how to complement the necessary entities in 

the metamodel. Additionally, the metrics may be the attributes that the metamodel needs to be 

able to calculate the indicators from the measurements. Likewise, data sources can represent the 

place where metrics are stored and must also be properly represented in the metamodel. The as-

sociation in between indicators and metrics, as well as the formula of the indicators, is also a hint 

as to how to build the model and organize the relationships between entities. 

5.6 Creating the algorithms for the indicator catalog 

The last step in completing the indicator catalog is to create and design an algorithm to compute 

each one of the indicators.  In order to perform the calculation of the indicators based on the OT 

model, it is necessary for the metamodel to incorporate the metrics of the indicators. Therefore, it 

must be ensured that the entities, attributes and relationships support the calculation of the indi-

cators.  Each algorithm must be linked to the corresponding indicator. The algorithms allow auto-

matic calculation of the indicators in the model.  

6 The Oil and Gas catalog  

In this section we will illustrate how to construct an indicator catalog for the oil and gas industry 

using the steps described in section 5. OT is a critical component in the oil and gas industry as the 

productivity of the organizations depends on this domain for the production of oil, gas or any oth-

er derived petrochemical. This influential asset intensive industry is commonly divided into three 

segments, upstream, midstream and downstream in which OT portrays a crucial role throughout 

all of the segments.  

Foremost, we decided to search indicators that complemented the OT metamodel we created for 

the Oil and Gas industry. In the first place, we researched indicators in different sources related to 

the industry and from this research we noted and outlined indicator categories. We then decided 

to focus only on the operational and production indicators. We selected some indicators based on 

their relation to the world of OT and constructed an indicator catalog describing each indicator. 



For each indicator, we identified the metrics that compose said indicator. These metrics were cat-

egorized and a metric catalog was also created. With both the indicator and metric catalogs we 

proceeded to perform an indicator grouping delineated by their function or types of associated 

metrics. Subsequently, with each group we constructed an extension of the OT metamodel for Oil 

and Gas that includes the indicators in the catalog and the necessary metrics to calculate the indi-

cators. Finally, we constructed the algorithms in pseudo-code that describe the process necessary 

to calculate each indicator based on the metamodels. Each one of these steps is further detailed in 

the following subsections. 

6.1 Indicator sources for the oil and gas catalog  

The first step was researching a series of different sources both academic and commercial or cor-

porate. In the academic search we used sources such as the “Springer Link data base”, “ACM digi-

tal library”, “IEEE digital library”, ”OnePetro digital library”, and the “ScienceDirect data base”. On 

the other hand in the commercial or corporate search we used sources such as: oil and gas com-

panies, oil and gas consultation companies, commercial dashboards for the oil and gas industry, 

Companies that make equipment, machinery and systems for the oil and gas industry. The query 

headings that were used in the investigation include combinations of key words such as: “indica-

tors”, “oil & gas”, “operational”, “productivity”, “performance”, “KPI”, “measurement”, “dash-

board”, “catalog”, “model”. Another input that was used to create the oil and gas catalogue was 

the oil and gas metamodel that was previously designed. 

6.2 The Oil and Gas Taxonomy 

To create the oil and gas indicator taxonomy we reviewed multiple sources. After this research, we 

identified some major categories for indicators in the oil and gas industry. Such as the following: 

Economic indicators (financial performance, market presence, indirect economic impacts, pro-

curement practices), Health, safety and environmental indicators (disaster recovery performance, 

health, injury & illness, environmental performance), Quality indicators (service performance, de-

livery performance, order processing performance, pricing performance),  Social responsibility 

indicators (public relations, labor practices, human rights, product responsibility), Employee and 

recruiting indicators (employee satisfaction, recognition, absenteeism & leave, recruitment, staff 

management, leadership, training), Sales and marketing (Sales forecast, marketing), Research and 

development (patents, research and development performance), IT performance indicators, Oper-

ational indicators (upstream performance, midstream performance, downstream performance) 

Considering the primary indicator categories researched for the Oil and Gas industry and our pre-

vious research in modeling OT (operational technologies) in this industry. We narrowed the indica-

tor categories in which this example will focus, down to the operational indicators. Subsequently, 

we delved into this category in order to build an indicator hierarchy. We separated the identified 

production indicators into three main categories: upstream, midstream and downstream. For each 

category we built a hierarchy in which we classify the operational indicators. We mainly selected 

those indicators which we found could have a relation to OT. Thus, some operational and produc-

tivity indicators were excluded from our selection. We discarded other indicator categories, for 

example: economic indicators, security, environmental, quality of service, social responsibility, 

human resources, etc. Also, the majority of indicators we chose belong to the upstream category.  



As mentioned previously, three major sectors in the oil and gas industry were taken into account 

when constructing the operational categories for the indicators: upstream, downstream and mid-

stream. The upstream sector includes exploration and production. For the upstream indicators we 

took into account well production indicators as well as drilling well indicators. Well production 

indicators consider performance indicators, such as produced volumes, and indicators related to 

asset quantities (like number of wells, fields, etc). Well indicators also include productivity and 

monitoring measurements such as pressure, stimulation, treatment, and performance. The mid-

stream sector includes transportation either by pipeline or by different means such as trucks, 

trains or tankers of crude oil, gas, or other derived products from the industry. The downstream 

sector refers to the refining of oil and regasification of natural gas. 

 

The taxonomy is divided in the following way, as shown in figure 5. The first level is divided into 

three categories (upstream, midstream, and downstream). The second tier of categories contains 

4 categories, the third tier contains 15 categories, and lastly the fourth and final tier contains 36 

categories. Our indicator catalog contains a total of 155 indicators. 

 

 
Fig. 5 Oil and gas taxonomy 

 



6.3  Indicator characterization in the oil and gas catalog 

To define and characterize the indicators for the oil and gas catalog we determined for each one 

the following components: indicator category, indicator ID, indicator name, description, metrics 

that compose the indicator, and bibliographical source. 

For the categories in the indicator taxonomy we defined an abbreviation, for example, for the up-

stream category we use the abbreviation “Up” or for the penetration category we use the abbre-

viation “Pen”. Numeral notation is also used to show the dependence from one category to an-

other. For example, upstream is the first category therefore it is identified with the number 1 

while the underlying categories such as drilling and production are identified with 1.1 and 1.2. 

Likewise, the indicator ID consists of a sequence of numbers in which the all except the last digit 

represent the category it belongs to and the last digit represent the number it occupies in the cat-

egory. This sequence is unique to each indicator. 

The descriptions of the indicators consist of a clear depiction of the indicator function, use, and 

way of calculating the indicator. In the characterization, the metrics are also included for each in-

dicator with its correspondent unit of measurement. The ID of the metric is congruent to the iden-

tifications in the metric catalog. Tables 5 present the definition and characterization of a indicator 

in the categories upstream production field performance (UpProFiPer).  
 

Indicator characterization for field oil production average 

1 - Name Field oil production average 

2 - Description 

Field water production average taking into account the multiple 
wells in a field 

 
∑                              

                        
 

3 - Category UpProFiPer - 3 

4 - ID 1.2.3.1.3 

5 - Metrics V – 8.10 oil volume in field [Volume] 

6 - Depending indicators Average oil in well; Number of active well in field 

7 - Source 

Devold, H. (2013). Oil and gas production handbook (3rd ed.). 
Oslo: ABB Oil and Gas. 
Temizel, C., Dursun, S., Purwar, S., & Hancioglu, B. (2013, Septem-
ber 16). A System of Key Performance Indicators in Intelligent 
Fields. Society of Petroleum Engineers. doi:10.2118/166019-MSv 

Table 5 Indicator characterization for field oil production average table 

 



6.4 Indicator normalization 

Normalizing the indicator implicated using the same terminology to describe the indicators and 

their components (categories, metrics, description, formulas, etc.). All of the metrics are unique, 

even though they might be found in another indicator; there is no equal measurement with a dif-

ferent name. This was accomplished through the common vocabulary. For example, all indicators 

in the oil and gas catalog use the term “average” instead of variations such as “mean” or “numeri-

cal mean/average”.   

As mentioned in the previous section, data output in sensors that sense the same measurement 

can often be recorded with different vocabulary. This is why we defined the metrics uniquely 

however they belong to a category whose name they share. This allows using the same terminolo-

gy for analogous metrics. For instance, many metrics referring to “length” might be labeled as 

“longitude”, “breadth” and use more specific terms such as “diameter”. Likewise, it facilitates 

business uses such as in companies where they might use different vocabulary to express the 

same concept or might not agree on the definition of certain OT concepts.  

6.5 The Metric Catalog  

  

The metrics catalog includes all of the metrics that can be found in the indicators. The metrics are 

organized into 12 categories, all numbered from 1 to 12. The categories are the following:  flow, 

pressure, temperature, position & angle, weight, level, asset count, volume, time, density, longi-

tude (distance & depth), others (this category is for metrics which did not fit into the other catego-

ries). Each metric is described with an identification (ID), the origin of the data, if the metric is de-

pendent on another metric and if so which metrics. Table 6 shows a segment of the metrics cata-

log which in total is composed by 170 metrics.  

 

Main 
Category 

Metric name 
Metric 

ID 
Source 

Dependency on another  
metric 

Flow Drilling fluid flow in centrifuge F - 1.1 Flow meter no 

Drilling fluid flow in pump & agitator F - 1.2 Flow meter no 

Chemical flow into tanks F - 1.3 Flow meter no 

Water flow for mud tanks F - 1.4 Flow meter no 

Crude average flow in wellhead F - 1.5 Flow meter no 

Chemical flow rate in storage F - 1.6 Flow meter no 

Pressure 
Pressure on mud/gas separator Pr - 2.1 

Pressure 
gauge / 
sensor 

no 

Vapor recovery unit pressure Pr - 2.2 
Pressure 
gauge / 
sensor 

no 

Gas pressure in flarestack Pr - 2.3 
Pressure 
gauge / 

no 



sensor 

Drilling fluid pressure in centrifuge Pr - 2.4 
Pressure 
gauge / 
sensor 

no 

Pressure of chemicals in tanks Pr - 2.5 
Pressure 
gauge / 
sensor 

no 

Wellhead pressure Pr - 2.6 
Pressure 
gauge / 
sensor 

no 

Tempera-
ture 

Vapor recovery unit temperature 
Te - 3.1 

Tempera-
ture sensor 

no 

Wellhead temperature Te - 3.2 
Tempera-
ture sensor 

no 

Temperature in production/test separa-
tor 

Te - 3.3 
Tempera-
ture sensor 

no 

Volume Water volume in field V - 8.9 Flow meter  yes V - 8.8 

Oil volume in field V - 8.10 Flowmeter  yes V - 8.6 

Gas volume in field V - 8.11 Flow meter  yes V - 8.7 

Table 6 Metric catalog table for oil and gas 

6.6 OT metamodel for oil and gas 

After the indicator characterization and the metric catalog were built, we took each indicator and 

their corresponding metrics in order to construct the OT indicator metamodel for the oil and gas 

industry. We extended the original metamodel, adding new relationships, classes and attributes. 

Based on the metamodel, it should be possible to calculate each of the indicators in the catalog. In 

figure 6 we present a simplified version of the complete metamodel for the indicator catalog as an 

example. This model supports the calculation of the indicators presented in table 5. 

 

 
Fig. 6 Metamodel variations for the OT oil and gas metamodel 



 

To design the metamodel we took into account the indicator taxonomy as well as the metrics re-

lated to each indicator. With the taxonomy, the metric categories, and the data sources, we added 

new entities that complement the metamodel. The newly added attributes belong to the meas-

urements and the description of the indicators. New entities were also added to represent each 

indicator and store its value and measurement. The added relations stem from the association in 

between the indicators, the metrics and the data sources (equipment) that are in charge of meas-

uring and recording the information.  

6.7 Indicator algorithms 

After each metamodel extension was created, we constructed for each indicator an algorithm 

based on the diagramed metamodel. The algorithms were designed and written in pseudo-code. 

As to illustrate how the algorithms were designed we present the example of the indicator “Field 

oil production average”. 

 

The algorithm for the indicator of average oil production in a field searches the field for all rela-

tions to a well. If such relation exists then the flow sensor must also have a relation to a produc-

tion output of type oil. For this same well, if there is a history of accumulated data of the well, all 

of the history is processed within an imputed date and the average production data increments in 

the flow history volume for a specific iteration. After going through all the historic data in a specif-

ic range of time the average is calculated using the total number of wells and stored in the variable 

average production in the class oil volume average as shown in the algorithm 1.2.3.1.2.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Algorithm 1.2.3.1.2- Field oil  production average 

counter= 0  
output = false 
totalWells = 0 
total = 0 
for field in Field do  

if x.target = Well then  
well = x.target  

for all well do  
for all r in well.relations do  

if r.target = FlowSensor then  
for all t in r.target.relations do  

if t.target = ProductionOutput then  
if t.target.type = “oil” then  

output = true  
end if  

end if  
end for  
for all t in r.target.relations do  

if t.target = FlowSensorHistory and output = true then  
for t.target.flowHistory().size do  

if t.target. flowHistory().get(counter).flowDate = dateInput then  
wellAverage += t.target.FlowHistory.get(counter).volume  
counter +=1  

end if  
end for  
wellAverage = wellAverage /counter  
total += wellAverage  
totalWells +=1  

end if  
end for  

end if  
end for  
OilFieldProduction.averageProduction = total/ totalWells  

end for  
end if  

end for  

Table 7 Field oil production average algorithm 

7 Conclusion 

This paper presents the need to integrate the OT and IT domains as a result of new emerging 

technologies and business demands, such as pressure for efficiency and new opportunities. How-

ever, this integration is limited by a number of issues related to the differences between both the 

IT and OT domain. Such as the historical disconnection between IT and OT that nowadays results 

in organizational silos and the formation of separate teams with different cultures, technological 

stacks, practices, and skills. The need for integration is also due to the technological gap between 

IT and OT decreasing as OT components are boosting their capacity to generate, process, store, 

and transfer data. 

Current research in OT is specially directed towards OT and IT integration and OT asset manage-

ment. For instance, in Govan et al.’s paper they describe and propose a taxonomy in order to con-

verge, align and integrate both the OT and IT domains. This taxonomy indicates when, why and 



how companies should align both domains and how to measure the success of the integration and 

convergence (Govan Kusk et al.2014). Likewise, a study on asset management presents a proposal 

for a shared governance framework for IT and OT which entails joint management of information 

and operational technologies (Haider 2012). In addition, another study proposes a perspective on 

information asset management for both operational and informational technology as it shows the 

need to have joint management of the data. On the other hand, companies in the field of consult-

ing and research offer tools and services for OT and IT management and alignment, such as Gart-

ner which proposes a strategic roadmap for IT/OT alignment (Gartner 2015). Even though these 

works aim to integrate, converge and align the OT and IT silos through different means, they do 

not focus on modeling the OT architecture and its relationship with IT.  

 

Throughout this paper we presented an approach to convey a foundation for accomplishing OT 

and IT integration. The approach is a model based indicator catalog for OT. In the first place, the 

metamodel in which the indicator catalog is based is an ArchiMate extension built and designed 

specifically for the OT domain. The metamodels function is to allow the creation of relations in 

between OT and elements of IT or business, and thus allowing OT related information into the 

decision making process of a company. IT or business related decisions can take into account op-

erational data, and the other way around. Additionally, the OT metamodel can be extended and 

therefore specialized into different industry verticals. This aspect of the metamodel is crucial be-

cause operational elements can drastically vary depending on the industry or a company’s condi-

tions. Also, the oil and gas metamodel used for this industry’s indicator catalog was validated with 

industry experts who corroborated the model’s graphical notation, the elements’ description and 

the relationship between the elements.  

The indicator catalog uses the metamodel to enable the use of a vast quantity of data that is col-

lected through operational technologies. This data can be modeled, to then calculate indicators, 

which can be consecutively used to generate insight of the business. We propose a technique to 

build an OT indicator catalog with four main outputs: a taxonomy of the indicators, a comple-

mented metamodel, the characterization of each indicator in the catalog, and an algorithm for 

every indicator in the catalog. With this approach, we created a catalog for the oil and gas industry 

to exemplify how to build a model based OT indicator catalog for a specific industry. The oil and 

gas industry has an immeasurable number of OT elements and operational indicators for which we 

demonstrated the catalog using a portion of these elements.  

A further point to consider relevant is the technical challenge that represents integrating OT com-

ponents into the digital world and successfully connecting these components to existing IT ele-

ments. Our approach however does not attempt to cover these technical challenges, yet it lays a 

foundation to model how they might integrate conceptually.  

The final discussion point is the use of tools to facilitate the creation of the model based indicator 

catalog for OT. On the one hand, tools such as editors, repositories, and publishers, can facilitate 

the creation of the industry models with the graphical notation. For example workbenches such as 

Eugenia, Sirius, GMF (Graphical Modeling Framework), and EMF (Eclipse Modeling Framework) are 

able to support the development of the metamodels and languages (Kolovosetal2015) (Eclipse 

2017) (BoldtandGronback2016). On the other hand, tools are also critical for implementing and 

automating the algorithms designed for the indicators. For example, in Florez et al.’s publication a 



tool based on EMF and GMF was built in order to implement the algorithms in the catalog for au-

tomated analysis methods for EM (Florez et al. 2016).  
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