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1 Introduction

In this thesis we want to investigate a Private Search problem. Due to concerns about private information
in an age of growing interest in all kinds of data, investigation in private search problems has become very
relevant. A lot of this investigation originates from [1], where the Private Information Retrieval Problem is
studied.

In the Private Information Retrieval Problem, a user wants to extract a message from a data set. Several
severs hold a copy of the data set. They do not communicate with each other. The problem consists in
how to extract the desired message from the data set without leaking any information about which message
has been extracted to the servers. In [1], the Private Information Retrieval problem is studied from an
information theoretical point of view and a bound for its asymptotic capacity is given.

Studies of the Private Information Retrieval Problem have risen interest in the following similar problem:
Several non-communicating servers hold a copy of some data set. A user has a private file and wants to
know all files in the data set that are in some sense ’close’ (or ’similar’) to its file. This problem is called
the Private Search Problem.

Practical applications of the Private Search Problem include, among others, searching for passwords in a
data base of commonly used passwords that are similar to some chosen new password, or testing whether
there are similarities between some specific genetic data and the data available in a public data base on
genetic information.

In [2], a variation of Private Search is analysed and an asymptotic capacity is found. This variation assumes
that there are a lot more files in the data set than possible user files. Under this assumption the Private
Search problem can essentially be reduced to a Private Information Retrieval problem. However, in the
general case this reduction is not possible. In order to address this problem, [4] investigates a special class
of search strategies for the user that relies on intersecting (in a set theoretical sense) the responses a user
gets from the different servers.

Inspired by this type of strategies, in our thesis we will first discuss the relation between Private Information
Retrieval and Private Search (in particular have a look at why the reduction to a Private Information
Retrieval problem fails in the general case) and afterwards investigate Private Search strategies that are
based on set theoretical algorithms, both for a single server and for several servers.

2 Preliminaries

In this section we want to make some remarks on general definitions, notations and results we will be using
in the thesis as well as introduce the formal definition of the Private Search Problem.

2.1 General Definitions and Notation

Our search will take place in FL2 for some L > 0, which is used to represent messages (or indices of messages)
by bit strings. The vector space FL2 can be turned into a metric space by using the Hamming Distance.
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Definition 2.1 (Hamming Distance and Hamming Ball) For a x ∈ FL2 , let xi denote its i-th coor-
dinate. Then dH(·, ·) - or simply d(·, ·) - will denote the Hamming Distance. The Hamming distance
between two points x, y ∈ FL2 is the number of indices i such that xi 6= yi. The vector space FL2 endowed with
the Hamming distance is called the Hamming Space.

Let 0 ≤ r ≤ L, then for any x ∈ FL2 , B(x, r) denotes the Hamming Ball of radius r around x, that is the
subset

B(x, r) := {y ∈ FL2 | d(x, y) ≤ r}.

It is easy to prove that the Hamming distance is actually a metric (see for example [8]).

Definition 2.2 (Weight) For a x ∈ FL2 the Weight of x is the number of 1’s in the bit string x. The
weight is denoted by wH(x) or simply w(x).

Next, let us introduce some particular notations we are going to use.

Notation

• For any n, k ∈ N and k ≤ n, we will denote the set {1, .., n} by [n], and the set {k, .., n} by [k : n].

• Let B(x,R) ⊂ FL2 be a Hamming ball for some L > 0 and a radius R ≤ L around some element
x ∈ FL2 . Then the number of elements in B(x,R) is the same for all x and we will denote it by ZR
(assuming it is clear what value L has). In particular,

ZR = |B(0, R)| =
R∑
i=0

(
L

i

)
.

When thinking about strategies that can retrieve a desired element or set while keeping the identity of the
element or set as private as possible, we need a measure of the amount of privacy a certain search strategy
can grant the user. Privacy will be measured in terms of the entropy of a random variable.

Definition 2.3 (Entropy) Let X be a discrete random variable that takes values on some finite set A and
let p(x) = Pr(X = x), x ∈ A, be its probability mass function. Then, the Entropy of X is defined to be

H(X) = −
∑
x∈A

p(x) log(p(x)).

In the definition of entropy as well as in the rest of the thesis the logarithm is taken with respect to the
basis 2. The entropy is a measure of uncertainty of a random variable. In Information Theory it is usually
measured in bits. For example a random variable that gives 0 with probability 0.5 and 1 with probability
0.5 has entropy (uncertainty) of 1 bit. A random variable that is uniformly distributed over F2

2 has entropy
2 bits etc. It is clear that a user wants the servers to be as uncertain as possible about its files. Hence the
entropy is a natural measure for the amount of privacy a certain strategy preserves.

The following lemma on the entropy will be used later in the thesis:

Lemma 2.4 Let X1 and X2 be two discrete random variables on some finite set with probability mass
functions p and q. Assume |supp(X1)| = |supp(X2)| = m. Let p take the m (not necessarily distinct) values
{p1, .., pm} and q take the m (again not necessarily distinct) values {q1, .., qm}, such that p1 ≥ p2 ≥ ... ≥ pm,
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q1 ≥ q2 ≥ ... ≥ qm and let there be a k, 1 ≤ k ≤ m such that qi ≥ pi for all 1 ≤ i ≤ k and qi ≤ pi for all
k + 1 ≤ i ≤ m. Under these conditions we have

H(X1) ≥ H(X2).

Proof: First note that in the cases k = 1 or k = m the two distributions must be equal and so must the
entropies in these cases. So we can assume that 1 < k < m. Let f(x) = −x log(x). Then, we can write

H(X1)−H(X2) =
m∑
i=1

f(pi)− f(qi)

=
m∑
i=1

(pi − qi)f ′(ξi)

=
k∑
i=1

(pi − qi)f ′(ξi) +
m∑

i=k+1
(pi − qi)f ′(ξi),

where the ξi are some numbers between pi and qi, by the mean value theorem for differentiable functions.
Set η1 = min1≤i≤k{ξi} and η2 = maxk+1≤i≤m{ξi} (both sets are non-empty because 1 < k < m). Next,
note that f is a concave function and hence

k∑
i=1

(pi − qi)f ′(ξi) +
m∑

i=k+1
(pi − qi)f ′(ξi) ≥

k∑
i=1

(pi − qi)f ′(η1) +
m∑

i=k+1
(pi − qi)f ′(η2)

Define A =
∑k
i=1(pi−qi) ≤ 0 and note

∑k
i=1(pi−qi)+

∑m
i=k+1(pi−qi) = 0 which implies

∑m
i=k+1(pi−qi) = −A.

Hence we conclude

k∑
i=1

(pi − qi)f ′(ξ1) +
m∑

i=k+1
(pi − qi)f ′(ξ2) = A(f ′(η1)− f ′(η2)).

Finally, note that for all 1 ≤ i ≤ k we have ξi ≥ pi ≥ pk and for all k + 1 ≤ i ≤ m we have ξi ≤ pi ≤ pk

and thus η1 ≥ pk ≥ η2. Together with the concavity of the function f this gives f ′(η1)− f ′(η2) ≤ 0, which
implies

H(X1)−H(X2) ≥ A(f ′(η1)− f ′(η2)) ≥ 0

�

The Lemma above implies the well known fact (see [3]) that the uniform distribution on a set of m elements
maximizes the entropy.

Corollary 2.5 Let A be a finite set of m elements and let U be the random variable on A that has uniform
distribution, i.e. Pr(U = a) = 1

m for all a ∈ A. Then, for any other discrete random variable X with values
in A we have

H(U) ≥ H(X)

Proof: For all i ∈ [m], set pi = Pr(X = ai) and let the elements of A be ordered such that

p1 ≥ p2 ≥ ... ≥ pm.
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Let k ∈ [m] be such that pk > 1
m and pk+1 ≤ 1

m . If such a k does not exist, the two distributions of U and
X must be equal because the non-existence implies 1/m ≥ p1 ≥ p2 ≥ ... ≥ pm but the pi must sum up to 1,
hence pi = 1

m for all i ∈ [m] and X follows the uniform distribution as well and H(U) = H(X).

If k does exist, we have pi ≥ pk ≥ 1
m for all i ∈ [k] and pi ≤ pk+1 ≤ 1

m for all i ∈ [k + 1 : m]. Hence the
Lemma implies

H(U) ≥ H(X).

�

We will also make short use joint and conditional entropy. The joint entropy gives the uncertainty (or
randomness) of a pair or tuple of random variables. That is, for two random variables X and Y it is the
entropy of the joint variable (X,Y ).

Definition 2.6 (Joint Entropy) Let X and Y be two discrete random variables with values in AX and
AY respectively. Let p(x, y) = Pr(X = x, Y = y) be their joint discrete probability density. Then, the Joint
Entropy of X and Y is defined as

H(X,Y ) = −
∑
x∈AX

∑
y∈AY

p(x, y) log(p(x, y)).

The definition generalizes in the obvious way for the joint entropy of more than two random variables.

Intuitively it is clear that if two random variables are dependent, knowing the value of one of them reduces
the randomness of the other. In information theory this is captured by the notion of conditional entropy.

Definition 2.7 (Conditional Entropy) Let X and Y be two discrete random variables with values in AX
and AY respectively. Let p(x, y) = Pr(X = x, Y = y) be their joint discrete probability density. Then, the
Conditional Entropy of Y given X, in symbols H(Y |X) is defined as

H(Y |X) = −
∑
x∈AX

p(x)
∑
y∈AY

p(y|x) log(p(y|x))

= −
∑
x∈AX

∑
y∈AY

p(x, y) log(p(y|x))

2.2 The Private Search Problem, Search Strategies and Their Measures

Let us go on to formally define the set up of our Private Search problem, what we mean by Search strategy
and the measures we are interested in when analysing the Private Search Problem.

2.2.1 The Problem Statement and Search Strategies

Before giving the formal definition of our Private Search Problem, we need to clarify the following: The
search will take place in FL2 and the user will look for all files in a database that are at distance at most r > 0
from a certain file x0 the user posses. We assume that the radius r > 0 and the particular search strategy
(see formal definition below) a user applies are known to the servers. Additionally the servers assume some a
priori distribution X of the users files on FL2 (we will in general assume the uniform distribution). A specific
search will require the user to communicate with the servers (again, below we will put this into a more
formal definition). Hence after the user executed its search, the server might in general be able to deduce
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some useful information on the user’s file from the communication that has taken place between server and
user.

For each server i (i ∈ [N ]), let Yi be the random variable on FL2 that gives the probability of y ∈ FL2 being
the user’s file. Before the search Yi has the same distribution as X. After the search the server can take the
search strategy, the search radius and the specific communication that took place between user and server
i into account and the distribution of Yi (now conditioned on the additional information) might change.

The following will be our problem set up.

Definition 2.8 (The Private Search Problem) Let X = {x1, .., xM} be a database, where X ⊂ FL2 for
some L > 0. Copies of X are stored on N independent, non-communicating servers. A user has a file
x0 ∈ FL2 , and wants to have all files from the database X that are at a certain distance r > 0 from its file
x0, that is the user wants to know the set B(x0, r) ∩ X , while having the servers learn as little as possible
about the file x0. More formally, this means the user wants the entropy H(Yi), where Yi follows the server’s
distribution of the user’s file as explained above, to be as big as possible for all servers i ∈ [N ].

We should mention that, from the user’s point of view, the files in X are i.i.d. samples of a random variable
on FL2 and that, where it matters, we assume their distribution to be uniform.

To solve the Private Search problem, the user must apply some sort of strategy.

Definition 2.9 (Search Strategy) Let x0 be the user’s file. In general a Search Strategy S for the
Private Search problem generates N queries Qx0

1 , .., Q
x0
N , one for each server and sends them to the server.

Server j responds with an answer Ax0
j which is determined uniquely by the query Qx0

j and the M messages
in X . From the answers and queries, the user must be able to reconstruct B(x0, r). Note that the queries
Qx0
j will in general be realizations of random variables (i.e. S can formally be seen as a set of 2L N -tuples

of random variables (Qx0
1 , .., Q

x0
N ), such that the answers to any realization of (Qx0

1 , .., Q
x0
N ) can be used to

reconstruct B(x0, r) ∩ X ).

In information theoretical terms, the condition that the user must be able to reconstruct the ball B(x0, r)
can be expressed as follows:

H(B(x0, r) ∩ X |Qx0
1 , .., Q

x0
N , A

x0
1 , .., A

x0
N ) != 0.

Here, B(x0, r) ∩ X is interpreted as a random variable from the user’s point of view. Its distribution is
determined by the distribution of X .

In general, the definition of a search strategy allows for a lot of different ways to find the right answer.
In particular, there is no way of classifying what kind of mathematical object the search queries Qx0

j and
answers Ax0

j will usually be. Thus, among all possible search strategies, let us specify a special class, which
we will call set theoretical search strategies. These strategies are allowed to only upload and receive subsets
of FL2 and must be able to reconstruct B(x0, r) using only set theoretical operations, i.e. for this special
class we restrict to queries and answers to be subsets of FL2 .

Let O be the set of all tuples of at most W subsets of FL2 , that is, if A ∈ O, then A = (A1, .., Am) where
the Ai are subsets of FL2 and m ≤ W . The number W can be arbitrary large but finite. Further let R be
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the set of set theoretical algorithms that do the following: For any R ∈ R there exist (at least one) x ∈ FL2
and r > 0 and a finite tuple of corresponding subsets (Ex1 , .., Exl ) of FL2 such that in a finite number of steps
that only use unions, intersections and differences of the sets Ex1 , .., Exl the algorithm R constructs B(x, r).

Definition 2.10 (Set Theoretical Search Strategy) Let N be the number of available servers and r >
0. Then, let P be the set of all discrete probability densities ON → [0, 1]. A set theoretical search strat-
egy (or from section 4 onwards just search strategy) S is a pair (p,F) where p is a map FL2 → P, such that
for every potential user file x ∈ FL2 , p(x) = px is a function in P and F a subset of the R, the set of all set
theoretical algorithms.

For any user file x0 ∈ FL2 and the chosen tuple Ax0 = (Ax0
1 , ..,A

x0
N ), the request Qx0

i = Ax0
i =

(
Ax0
i,1, .., A

x0
i,mi

)
is sent to server i, i ∈ [N ], and the server answers with Ax0

i =
(
Ax0
i,1 ∩ X , .., A

x0
i,mi
∩ X

)
.

For each tuple (x,A1, ..,AK) with px(A1, ..,AK) > 0, there exists a (unique and finite) algorithm in F that
reconstructs B(x, r) out of the subsets contained in A1, ..,AK . Note that this implies in particular that the
algorithm can reconstruct B(x, r) ∩ X from all the server’s answers.

In set theoretical search strategies we will generally identify the queries and responses with the tuples of
subsets Ai, i.e. what we mean when saying ’the request Ai’ or ’the servers response Ai’ is the query Qx0

i = Ai
and response Ax0

i =
(
Ax0
i,1 ∩ X , .., A

x0
i,mi
∩ X

)
.

Remember from above that for each server i (i ∈ [N ]), we let Yi be the random variable that follows the
server’s distribution of the user’s file given the a priori distribution, the search radius, the search strategy S
and the specific communication between the user and server i (we can now specify this communication to
be the request Qx0

i ). If we are using a set theoretical search strategy, then the distribution of Yi after the
server received a specific request A∗ can explicitly be calculated.

First, applying Bayes’ theorem gives

Pr(Yi = y|Ai = A∗) = Pr(Ai = A∗|Yi = y)Pr(Yi = y)
Pr(Ai = A∗) (1)

Next, using the fact, that the used strategy is public, and the definition of set theoretical search strategy as
a tuple (p,F) as above, we can write

Pr(Ai = A∗|Yi = y) =
∑

B1,..,Bi−1,Bi+1,..,BK∈O
py(B1, ..,A∗, ..,BK)

Further, the probability Pr(Yi = y) in (1) is the probability of y being the user’s file without having any
additional information about the user’s search (apart from the strategy it is about to use and the search
radius which we assume both to be independent of the identity of user’s file). Hence, this probability follows
the a priori distribution of the user’s file, i.e. we have Pr(Yi = y) = Pr(X = y).

Lastly the probability Pr(Ai = A∗) can be calculated to be

Pr(Ai = A∗) = Pr(X = z)
∑

B1,..,Bi−1,Bi+1,..,BK∈O
pz(B1, ..,A∗, ..,BK)
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Putting all of the above together and replacing in (1) gives

Pr(Yi = y|Ai = A∗) =
Pr(X = y)

∑
B1,..,Bi−1,Bi+1,..,BK∈O

py(B1, ..,A∗, ..,BK)∑
z∈FL

2
Pr(X = z)

∑
B1,..,Bi−1,Bi+1,..,BK∈O

pz(B1, ..,A∗, ..,BK) (2)

Note that in the remainder of the thesis we will only be interested in the distribution of Yi after the search
(in particular before the search we always trivally have Yi ∼ X). Hence instead of conditional expressions
as Pr(Yi = y|Ai = A∗) or H(Yi|Ai) we might simply write Pr(Yi = y) or H(Yi), implicitly assuming that
the server has already received the information about the particular search request sent by the user.

Next, let us introduce the quantities we want to analyse when looking at different search strategies.

2.2.2 Measures for Search Strategies

We will start with the most important measure that gives Private Search its name. .

Definition 2.11 (Privacy) As above, let Yi be the random variable that follows the server’s distribution
of the user’s file. Then, the Privacy of the search with respect to server i is defined to be H(Yi). The
Relative Privacy is defined to be equal to H(Yi)/n, which indicates the ratio of bits that are kept private.

From an information theoretical point of view, this is the most natural way of defining the privacy of a
certain search as it quantifies the uncertainty any server has about which file is the user’s file. We will later
see that there are cases where it becomes questionable if the entropy of each server individually is really the
best way to measure privacy. But for now we will use this definition of privacy.

The User’s Cost of a particular search is the amount of bits the user has to invest into communication with
the server in order to complete the search. We will differentiate in particular between Download Cost
and Upload Cost as the amount of bits the user uploads and downloads respectively. The user’s cost is
the sum of download cost and upload cost. As mentioned above the queries and answers of a general search
strategy can be a very wide range of objects, hence there is no canonical way of implementing an arbitrary
search request or answer and there is no general of defining the download/upload cost in function of the
queries/answers. However, when we use set theoretical search strategies we can at least define the download
cost more precisely, namely as the number of files that form part of the server’s answer (i.e. in our definition
the download cost is not equal but directly proportional to the number of actually downloaded bits as we
divide this number by L for algebraic convenience).

Definition 2.12 (Download Cost for Set Theoretical Search Strategies) Let X be the database and
(A1, ..,AK) be the search request, with Ai = (Ai,1, .., Ai,mi) for all i. Then we define D =

∑K
i=1

∑mi
j=1 |Ai,j ∩

X | to be the Download Cost of the search.

We could give the same definition for the upload cost of set theoretical search strategies. However, we will
typically take advantage of the geometry of the sets we request (for example balls) and therefore it will usu-
ally not be necessary to upload every data point out of the sets we request. Consequently a corresponding
definition would greatly overestimate the actual upload cost of most strategies.
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Note that depending on the user’s file and the particular requests that are sent, the user’s cost under one and
the same search strategy may vary due to the random nature of a search strategy. This is why sometimes
we have to refer to the expected (download/upload) cost of a search strategy. In particular, if the strategy
is set theoretic, S = (p,F), we take the expected value of the cost over the distribution given by p.

In general, there will be a trade-off between the download cost and the privacy of a given strategy. When
trying to maximize the privacy we will necessarily have to increase the download cost. Note that if D
denotes the user’s cost, then from an information theoretical point of view (L|B(x0, r) ∩ X |)/D is the rate
of the search.

We want to introduce another measure that will be of interest when studying set theoretical search strategies,
in particular in the single server case.

Definition 2.13 (Spread) Let S be a set theoretical strategy, (A1, ..,AK) a particular search request and
X the servers a priori distribution of the user’s file. Then,

Si =
∑

yj ,yl∈FL
2

Pr(Y = yj)Pr(Y = yl)dH(yj , yl)

is the Spread of the search with respect to server i.

The spread is a kind of addition to our privacy measure. In some practical situations the servers might
not be interested in the exact value of the user’s file x0, but it might be ’enough’ for them to know an
approximate value of x0 (approximate in the sense of small distance with respect to the metric). In those
cases the user should not only try to maximize the privacy but also be concerned about the spread.

Another measures that we will not define precisely as it is not a main subject of our analysis, but that
should be kept in mind is the user’s computation. We want to lower the user’s upload and download cost as
much as possible because the computational power of the user will in most cases be limited. For the same
reason any viable strategy should also make sure that the computation the user has to do before uploading
its request and after receiving the servers answers, when reconstructing the set B(x0, r) ∩ X , is reasonable.

3 Relations between Private Information Retrieval and Private Search

In this section we want to give a brief introduction to Private Information Retrieval and show its relation to
our Private Search Problem. Moreover, we want to discuss the role of the upload cost in the Private Search
Problem. The latter discussion will lead us to a motivation for our study of set theoretical strategies.

3.1 Private Information Retrieval

The usual setting for the Private Information Retrieval is the following (see also [1]).

Definition 3.1 (Private Information Retrieval Problem) A set of K independent messagesW1, ..,WK

of bit-length L (in particular we assume Wi ∈ FL2 for all i ∈ [K]) is stored simultaneously on N non-
communicating servers. The user chooses privately an index i0 ∈ [K] and wishes to retrieve message Wi0
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without having the servers learn anything about the chosen index i0. In particular we demand perfect pri-
vacy. To do so, the user generates K queries Qi01 , .., Q

i0
K , one for each server. Server j responds with an

answer Ai0j which is a function of the query Qi0j and the K messages. From the answers Ai01 , .., A
i0
K (and the

queries) the user must be able to reconstruct the message Wi0. This setting is called the Private Infor-
mation Retrieval Problem.

Again, from a information theoretical point of view the correctness condition of the search is expressed in
the same way as for Private Search:

H(Wi0 |Q
x0
1 , .., Q

x0
N , A

x0
1 , .., A

x0
N ) = 0. (3)

Let D be the expected number of downloaded bits. As usual in Information Theory we define the rate R
to be

R = L

D
(4)

and the capacity C to be the supremum over all achievable rates.

Before giving the capacity for the Private Information Retrieval, let us give an easy example that illustrates
how Private Information Retrieval schemes usually work.

Example 1: Assume N = 2 and choose an index i0 ∈ [K]. Then, choose a random vector ν ∈ FL2 (i.e. ν
is the realization of a random variable with uniform distribution on FL2 .). Send ν = (ν1, .., νL) to server 1,
ν ′ = (ν ′1, .., ν ′L) = (ν1, .., νi0 + 1, .., νL) to server 2 and request

Ai01 =
L∑
i=1

νiWi and Ai02 =
L∑
i=1

ν ′iWi

as the server’s answers. Then compute

Ai01 +Ai02 =
L∑
i=1

(νi + ν ′i)Wi = Wi0

The scheme obviously allows to retrieve the correct message. It preserves perfect privacy because from the
server’s perspective ν for server 1 and ν ′ for server 2 respectively are realizations of the uniform distribution
over FL2 . The rate in this example is R = 1

2 , as we download 2L bits.

More elaborate schemes can reach better rates especially for more servers. However, equally to our basic
example, they are based on the general idea of constructing linear combinations of all messages over F2.
Without proof, let us mention that in [1] it is shown that the capacity of Private Information Retrieval is
in fact

C =
(

1 + 1
N

+ 1
N2 + ...+ 1

NK−1

)−1
−→

(
1

1− 1
N

)−1

= 1− 1
N

(5)

as K →∞.
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3.2 Upload Cost and a different perspective on Private Search

In Private Information Retrieval Strategies the user has to incur more communication with the servers than
would be necessary if it just downloaded the desired message without caring about privacy. The rate R of a
scheme is meant to represent the amount of total information that is sent between server and user compared
to the amount of actual desired information. Recalling the definition of the rate in (4), we see that we
actually only take into account the downloaded data and ignore the upload cost.

The reason to ignore the upload cost is the following (see also [6] for a more precise version of the following
argument): Assume we have found a scheme that lets us retrieve a message of length m out of K messages
from N servers. Then, if we have a set of K messages of length L = cm, we can use our scheme to retrieve
the first m bits, then without changing the request sent to each server(!), we can retrieve the next m bits
and so on. To illustrate this point, go back to our example. If the length of the messages were 2L instead
of L, we can partition each message in 2 blocks of length L. Then, apply our scheme only to the first block
and retrieve the first block of the desired message. Next, we can use the same(!) vectors ν and ν ′ we used
for the first block to retrieve the second block of the chosen message. Hence, the upload cost is the same,
whether the message length is L or 2L. This shows that in Private Information Retrieval problems the
upload cost can be assumed to be constant with respect to L. However, this is apparently not true for the
download cost which grows linearly in L. By virtue of this argument upload costs are often times ignored
in the (asymptotic) analysis of Private Information Retrieval problems.

A different take on Private Search

Inspired by the Private Information Retrieval problem, in [2] a Private Search problem different from the
one we described earlier is introduced. In [2], the following problem setting is studied:

Definition 3.2 (Private Search Problem 2) Consider a set of data records ∆ = (∆1, ..,∆M ) each of
which take values in a set U = {U1, .., UK} and of which N servers have a copy each. Now, out of the
K possible values that the records can take, the user privately chooses some subset S = {U1, .., UT } of T
elements and wants to retrieve the indices of all records in ∆ that take values in S without leaking any
information on the chosen set S to the servers. To do so the user - as in the Private Retrieval Problem -
generates N queries QS1 , .., QSN , one for each server. Server j responds with an answer ASj which is a func-
tion of the query QSj and the M records. From the answers AS1 , .., ASN (and the queries) the user must be able
to reconstruct the set S (in the information theoretical sense as in (3), i.e. H(S|QS1 , .., QSN , AS1 , .., ASN ) = 0).
We will call this problem set up Private Search Problem 2

Note in particular that in Private Search 2 perfect privacy is demanded. Among other results, [2] shows
that the asymptotic capacity (for K → ∞) of Private Search 2 becomes

(
1− 1

N

)
- as it does for Private

Information Retrieval (see (2)). They do so by reducing the problem to a generalized version of Private
Information Retrieval, where the messages can be dependent among each other (see [7] for a detailed anal-
ysis). Nevertheless, as in the Private Information Retrieval problem we introduced before, the upload cost
is ignored.

Note that there are
(K
T

)
possibilities to choose a set S of T elements. Hence, recalling our example, the

upload cost of the user will be at least
(K
T

)
bits. Assuming uniformly distributed records over U , we expect

11



M T
K of the elements in ∆ to take values in the chosen set S. This implies that, in order to be realistically

able to ignore the upload cost we must have M � K.

Now compare this setting and condition to the Private Search problem we introduced: Our set of records
is X = {x1, .., xM} ⊂ FL2 . The set we choose is one of the 2L distinct balls of radius r > 0 in FL2 . This
implies that if we want to apply the same reasoning as in [2] for Private Search 2, in our setting we must
have M � 2L. However, if M ≤ 2L or maybe even M << 2L ignoring the upload cost is not justified and
the asymptotic capacity found in [2] is not valid for our version of Private Search. These are thus the cases
we will be more interested in. From here on assume that there are no copies among the M files in X . In
this case we surely have M ≤ 2L and ignoring the upload cost not justified.

Furthermore, in our case an increasing bit-length L implies an increased number of possible balls 2L or - in
the language of Private Information Retrieval - an increased number of messages. So if we were to apply
a strategy similar to the one in Example 1 to our Private Search problem, the upload cost would actually
increase when the message length increases.

3.3 Mixed Schemes: A motivation to analyse set theoretical search strategies

In this subsection we want to introduce two Private Search strategies. One that is based on the basic idea
of Private Information Retrieval and a second, set theoretical search strategy. We will compare the two and
make the case for using a mix of both.

3.3.1 A Search Strategy based on Private Information Retrieval

We already implied in the previous subsection that search strategies of the form of example 1 can still be
applied to our Private Search problem. Let’s make this precise. Recall that Zr = |B(0, r)| and

For all B(x, r), x ∈ FL2 , and i ∈ [Zr] : B(x, r)(i) := x+ ui

where ui is the binary representation of i− 1 of length L.

For all x ∈ FL2 : β(x) = (β1(x), .., βZr (x)) ∈ FZr
2 , β(x)i =

1, if B(x, r)(i) ∈ X

0 otherwise

Then define the following search strategy for our Private Search problem.

Definition 3.3 (Information Retrieval Strategy) Let N = 2, x0 ∈ FL2 the user’s file, r > 0 and
W ∈ N. Choose a tuple S = {x1, .., xW } of W elements in FL2 such that x0 = xi0 ∈ S for some i0 ∈ [W ] and
(uniformly at random) a vector ν = (ν1, .., νW ) ∈ FW2 .

Then, set ν ′ =
(
ν ′1, .., ν

′
i0 , .., νW

)
= (ν1, .., νi0 + 1, .., νW ) and send ν to server 1 and ν ′ to server 2. Let the

servers answer with

A1 =
W∑
i=1

νiβ(xi) and A2 =
W∑
i=1

ν ′iβ(xi)

and compute
A1 +A2 = β(x0)

12



We will call this search strategy Information Retrieval Strategy (IRS).

It is not difficult to see that IRS in fact gives the right answer. Let’s analyse the parameters of IRS. Its
download cost is 2Zr bits and hence constant. Note that the set S can actually be a fixed set of public
knowledge and that the user only needs to choose some random element x′ ∈ S and tell the servers to
translate the set by x0 − x′. Thus the upload cost concerning the set S is negligible. However, the vector ν
needs to be chosen and uploaded by the user, and hence we essentially have

Upload Cost (IRS) = W bits.

For each of the two servers , all elements x ∈ S are equally likely to be the user’s file which implies

HIRS(Yi) = log(W ), i = 1, 2. (6)

In particular, if uploading 2L bits is possible, we can reach perfect privacy with this strategy. If, on the
contrary, 2L are too many bits to upload, IRS can not give perfect privacy.

In the following let us assume that 2L are in fact too many bits to upload for the user. With respect to this
assumption, let us mention that the user’s cost of any strategy should always be compared to the trivial
strategy where the user simply downloads the database X and performs the search itself. Now, if for M
elements in the database we have M < 2L

L , it is actually cheaper to download the whole database than
uploading 2L bits.

At this point, let us briefly summarize what we have learned about IRS:

(i) IRS uses the basic idea of Private Information Retrieval which is thus still applicable to the Private
Search Problem

(ii) If the user can afford to compute and upload 2L bits to each of the two servers, then IRS gives perfect
privacy. However, if this is not the case, we deduce:

(iii) The download cost is constant and negligible.

(iv) The privacy is log(W ) where W is the amount of bits the user is willing to upload (see (6)).

Next, we will introduce a set theoretical search strategy and show that it has the same properties (iii) and
(iv) but with interchanged roles for download and upload cost.

3.3.2 A set intersecting strategy

The strategy we will introduce now is presented in [4]. Before defining the strategy we a helpful proposition.
In the following for 0 ≤ s ≤ L, let Ws be the set of all vectors v ∈ FL2 with wH(v) = s.

Proposition 3.4 Let x ∈ FL2 , r ∈ Z>0 and let L ≥ s(r+ 3) for some s > 0. Let W ∗s ⊆Ws be a set of r+ 3
vectors in Ws such that their supports are pairwise disjoint. Then we have

⋂
z∈W ∗s

B(x+ z, r + s) = B(x, r) (7)
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Proof: Throughout the proof set x = 0 without loss of generality. First, we will prove

B(0, r) ⊆
⋂

z∈W ∗s

B(z, r + s).

To do so, let y ∈ B(0, r) and z ∈W ∗s . Then we have

dH(y, z) ≤ wH(y) + wH(z) ≤ r + s

which implies y ∈ B(z, r + s) and as y and z have been chosen arbitrarily we deduce

B(0, r) ⊆
⋂

z∈W ∗s

B(z, r + s).

Next let us assume there was an element y in
⋂

z∈W ∗s
B(z, r + s) that was not in B(0, r) and let w = wH(y).

Now as y is not in B(0, r) we have w ≥ r + 1.

If w ∈ {r+1, r+2}, then there exist at least one z∗ ∈W ∗s such that z∗ and y have disjoint support (because
W ∗s has r + 3 elements with pairwise disjoint supports). Hence d(z∗, y) = w + s ≥ s + r + 1. This implies
y /∈ B(z∗, r + s) and hence we must have w ≥ r + 3.

So let us assume w ≥ r+ 3. Now as the support of the r+ 3 vectors in W ∗s is disjoint there must be at least
one z̃ ∈W ∗s such that there are at most b w

r+3c indices where both y and z̃ have a 1. From there we deduce
for the distance between z̃ and y:

d(y, z̃) = s− b w

r + 3c+ w − b w

r + 3c

≥ s− w

r + 3 + w − w

r + 3

= s+ r + 1
r + 3w

≥ s+ r + 1

where in the last inequality we used w ≥ r + 3. Thus we deduce y /∈ B(z̃, r + s).

�

Based on this proposition we can define a search strategy that uses the intersection of r + 3 balls to recon-
struct the desired ball B(x0, r) around the user’s file.

Definition 3.5 Let x0 ∈ FL2 be the user’s file, assume K = r + 3 and let s ∈ N such that L ≥ s(r + 3). Let
W ∗s = {z1, .., zr+3} be a set of r + 3 vectors of weight s in FL2 .

For server i set Ai = B(x0 + zi, r+ s), such that server i answers with B(x0 + zi, r+ s)∩X . Then calculate

⋂
z∈W ∗s

B(x+ z, r + s) ∩ X = B(x, r) ∩ X

We will call this strategy the Intersecting Balls Strategy (IBS).
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The algorithm is correct by Proposition 3.4. Let us summarize the characteristics of this search strategy.

(i) Each server knows that x0 is one of the
(L
s

)
points at distance s from the centre of the ball it is asked

about. As the set W ∗s is chosen uniformly at random, the probability for any point at distance s to
be x0 is the same. Hence we get

HIBS(Yi) = log
(
L

s

)
.

(ii) The upload cost is negligible because the set W ∗s has constant size with respect to L.

(iii) The expected download cost on the other hand is

Download Cost (IBS) = δ(r + 3)
r+s∑
i=1

(
L

i

)
,

where δ = |X |
2L .

(iv) Let L/s be some small fraction. Then the following is true: When increasing s by 1, the download
cost is multiplied by a factor of approximately

(
L
s − 1

)
while the privacy is increased by log

(
L
s − 1

)
.

Note that the properties of upload and download cost (properties (ii) to (iv)) are exactly inverse to the
properties of IRS: IRS has constant download cost while IBS has constant upload cost. Multiplying the
upload cost of IRS by a factor α increases the privacy by log(α), while the privacy of IBS is (approximately)
increased by log(α) if we multiply the download cost by α. This observation is a principal motivation for
the construction of a mixed strategy in the following subsection.

3.4 Mixed Strategies

In this subsection we will introduce a mixture of IRS with IBS.

For the rest of this subsection, whenever we write the addition of two binary vectors that have distinct
length, append zeros to the smaller vector until the two have the same length and add them like two usual
elements of the vector space of higher dimension. In formulas:

∀K,L ∈ N, K < L : ∀v = (v1, .., vK)T ∈ FK2 , w = (w1, .., wL)T ∈ FL2 :


v1
...
vK

+


w1
...
wL

 :=



v1 + w1
...

vK + wK

wK+1
...
wL



Furhtermore, for any x ∈ FL2 and R > 0, if B(x,R) ∩ X = {v1, .., vl}, set γ(x) = (v1, .., vl) ∈ Fl×L2 , the
vector of l · L coordinates that consists of l blocks equal to the l elements in B(x,R) ∩ X . Additionally, let
there be an agreed upon ordering of the vi that is applicable for any ball (for example lexicographical order).

Before we give our definition of what we will call a mixed strategy, let us motivate what we are about to
formalize by an example.
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Example 2: A user is applying a IBS with the following parameters: L = 100, r = 2 and s = 9. Further let
us assume that δ = |X |

2L = 1
220 . Now, let H(Y ) be the privacy kept by the user against any of the 5 servers

and DC be the download cost. Then, by the properties of IBS we get

H(Y ) = log
((

100
9

))
≈ 40.79 bits DC ≈ 7.68 · 108 bits

Now let us assume that the user is able to increase its computing power by about a factor 10. It could try
to use IBS for s = 10 instead of s = 9. This would result in an increase of the privacy from H(Y ) ≈ 40.79
bits to Hs=10(Y ) ≈ 43.98 bits. The additional download cost would be

DC10 −DC = 5δ
(

100
12

)
≈ 5 · 109 bits

On the other hand, it could use the additional computation power to do the following: Set

K = DCs=10 − 2DC ≈ 4, 24 · 109 bits.

Note 28 < log2(K/10) < 29 (28.68.. to be more exact) and assume we have a [100, k, d]2-code C at hand with
k ≥ 28 and d ≥ 19. Further assume that there is no problem in using 10 instead of the 5 servers we used
before. Let y1 denote the point that server 1 is asked in IBS to give the ball of radius r + s = 11 around,
y2 the point server 2 is asked about etc. (up to y5). Then do the following steps:

(1) Choose 28 basis vectors of C and call the subspace generated by those basis vectors C′. Use an ordering
of the basis vectors of C′ to enumerate the 228 vectors in C′, let z1 be the first vector, z2 the second
and so on. Choose a random vector x̃ ∈ C′ and let i0 denote its index in the ordering of C′.

(2) Generate a random binary vector ν = (ν1, .., ν228) ∈ F228
2 of length 228 and as before in IRS set

ν ′ = (ν1, .., νi0 + 1, .., ν228).

(3) Tell servers 1 and 2 to translate C′ by y1 − x̃ and let them compute

A1
1 =

∑
1≤i≤228

νiγ(y1 − x̃+ zi) (Server 1) A1
2 =

∑
1≤i≤228

ν ′iγ(y1 − x̃+ zi) (Server 2).

Do the same thing for server 3 and 4 using y2, for server 5 and 6 with y3 etc. and download all the
answers. Here, the servers have to keep in mind the convention of adding vectors of different sizes we
mentioned before.

(4) Calculate
Ai1 +Ai2 =: γ̃i for all 1 ≤ i ≤ 5.

Then use the sums γ̃i to reconstruct B(yi, r + s) and calculate

⋂
1≤i≤5

B(yi, r + s) = B(x0, r).

First of all, this strategy is correct, that is, in the final step (4), γ̃i can really be used to reconstruct
B(yi, r + s) ∩ X . To see this, consider i = 1 and remember our convention on summing vectors of different
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sizes. If B(y1 − x̃+ zj , r + s) ∩ X = {vj1, ..., v
j
lj
}, then if m = max1≤j≤228{lj}, we have

γ̃1 =



∑228
j=1 νjv

j
1 +

∑228
j=1 ν

′
jv
j
1

...∑228
j=1 νjv

j
li0

+
∑228
j=1 νjv

j
li0...∑228

j=1 νjv
j
m +

∑228
j=1 νjv

j
m


=



vi01
...
vi0li0

0
...
0


∈ Fm×L2

So γ̃1 contains the elements of B(y1, r + s) ∩ X in its first li0 blocks and zeros afterwards. Hence recon-
struction of B(y1, r + s) ∩ X is possible. The same holds true for B(yi, r + s) ∩ X , 1 < i ≤ 5, and thus
the intersection of the balls can be performed to receive B(x0, r) ∩ X . (Note that there might be a little
complication if vi0li0

= (0, .., 0) ∈ FL2 , the all zero vector. However, we can simply always ask one of the
servers if (0, .., 0) is part of the database or not. If we do so with every search query, then privacy will not
be compromised and the additional download cost is just 1 bit).

Now, let us have a look at the privacy in this case. Each server is asked about 228 balls and knows that
one of these balls will be equal to B(yi, r + s) and used in the intersection to find B(x0, r), i.e. that the
user’s file is at a distance s = 9 from the center of that particular ball. As x̃ and the vector ν are chosen
uniformly at random all of the 228 balls requested have the same probability of being equal to B(yi, r + s).
Furthermore, note that because of d ≥ 19 for the code we use, the rings of distance 9 around the center of
the 228 balls will not intersect. Hence there is a total of 228(100

9
)
points that have the same probability of

being the user’s file. This gives a privacy of

H̃(Y ) = log
(

228
(

100
9

))
= H(Y ) + 28 ≈ 68.79 bits,

which is a lot better than Hs=10(Y ), the privacy we get when using the new computation power to in-
crease the radius s of the balls we want to intersect and also much better than the privacy we could get
out of a pure IRS (which, counting the higher computation power, would be equal to log(10DC) = 36.16 bits)

It is necessary to point out that compared to the original pure IBS, our new mixed strategy has higher
expected download cost. This is, because instead of downloading all elements of the database that are
inside of a random ball of radius r + s from each server, we now look at 228 intersections of balls with the
database and finally download a number of files equal to the size of the biggest of those intersections. So
in fact, the user can not use all of the new computation power K = DCs=10 − 2DC (already discounting
that the number of servers is doubled) on generating the 228-bit long vector ν but has to account for the
additional increase in the download cost that comes from downloading a number of elements equal to the
biggest of intersections as well. However, assuming i.i.d. uniform distribution of the data files in X over
FL2 , the number of data files in a certain ball follows a binomial distribution B(k|p, n). In our example we
have n = Z11 ≈ 1.61 · 1012, p = 1

220 and thus np ≈ 1.5 · 108. Thus we can approximate the distribution by a
Normal Distribution with µ = np and σ =

√
np(1− p) which is almost equal to √np = 104. This shows that

the relative deviation from the mean np is very small and the probability of one of the balls containing some
number of data files having a significant relative deviation from the mean is practically zero even though
there are 228 balls. Hence, as K and DC are roughly of the same order of magnitude, the amount of bits
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we need to discount from our upload cost K to deal with the increased download cost is negligible and the
privacy is not significantly affected by it. However, note that this problem becomes more significant as the
expected number of data files in the sets the set theoretical strategy is using becomes smaller (i.e. if the
data base becomes more sparse and/or the sets smaller).

The above example shows that mixtures of set theoretical strategies with Private Information Retrieval
oriented strategies are worth considering. In particular this is an additional motivation for us to study set
theoretical strategies for single and several server Private Search. The rest of the thesis will be dedicated to
this goal.

4 Set Theoretical Strategies: The Single Server Case

We will start our analysis of set theoretical strategies by restricting the Private Search Problem to a single
server. As before, let X = {x1, .., xM} be the database and x0 the user file. From now on, search strategy
always means set theoretical search strategy.

Before starting to look at specific search strategies, note that in the case of one server, there is no other
way of ’hiding’ the user’s file than to download more information than would be necessary if the server were
fully trust-worthy. This kind of ’extra information’ that is actually useless for the user has the only purpose
of ’faking’ a search around some other files. However, for a specific request A = (A1, .., Ak) the server will
only consider a file y ∈ FL2 to potentially be the user’s file (i.e. Pr(Y = y) > 0) if B(y, r) ⊂

⋃k
i=1Ai.

Keeping this in mind, let us have a look at two rivalling search strategies.

4.1 Maximizing Privacy to Download Cost Ratio

The first strategy we introduce will turn out to actually be the single server strategy that maximizes the
privacy to download cost ratio. Let us first give its definition and then see why this is true.

Definition 4.1 (Clumped Search) Given m ∈ N with 1 ≤ m ≤ 2L, choose R ≥ 0 such that ZR−1 < m ≤
ZR. Next, choose an element x̃ ∈ B(x0, R) uniformly at random. Choose a (random) subset G ⊂ B(x̃, R)
such that

(i) x0 ∈ G,

(ii) B(x̃, R− 1) ⊆ G ⊆ B(x̃, R) (such a set G is called pseudo-ball),

(iii) |G| = m.

Next, choose an (arbitrary) enumeration y1, .., ym of the elements in G. For all 0 ≤ i ≤ 2m − 1 let zi ∈ Fm2
be the binary representation of i. Then, define the sets Vi to be Vi =

⋂
j∈supp(zi)B(yj , r) and the sets Ui to

be Ui =
⋃
j /∈supp(zi)B(yj , r). Send the request (A1, .., A2m−1) to the server where we define Ai = Vi \Ui. See

also figure 4.1 for the construction of the set G and figure 4.1 for an graphical explanation of the requests Ai.
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Now, let yl = x0 for some 1 ≤ l ≤ m. Then, the search gives back set the E where E =
⋃
i:l∈supp(zi)Ai. This

strategy will be called Clumped Search (CS).

Let us summarize some of the basic properties of the Clumped Search approach:

Proposition 4.2 Using the notations of definition 4.1, the following hold true:

(i) For each l ∈ N, 1 ≤ l ≤ m, we have

B(yl, r) =
⋃

i:l∈supp(zi)
Ai

In particular, E = B(x0, r) and hence Clumped Search yields the desired search result.

(ii) For all i, j ∈ N, 1 ≤ i, j ≤ 2m − 1, with i 6= j we have Ai ∩Aj = ∅.

(iii) If m = ZR for some R ≥ 0, then the download cost is D = |Bx̃(r +R) ∩ X |.

(iv) The privacy is H(Y ) = log(m).

Proof: Parts (ii) and (iii) are easy to see (compare also with figure 4.1; no file is downloaded more than once).

For part(i) Note that Vi ⊆ B(yl, r) for all i such that l ∈ supp(zi), hence we have

⋃
i:l∈supp(zi)

Ai ⊆ B(yl, r)

Now let x ∈ B(yl, r) be arbitrary. For each B(yi, r) set σi = 1 if x ∈ B(yi, r) and σi = 0 otherwise. Let
σ = (σ1, .., σm) ∈ Fm2 . Then, as x ∈ B(yl, r) we have l ∈ supp(σ). Let i0 be the number between 0 and
2m − 1 such that σ is the binary representation of i0, i.e. σ = zi0 . Then because of the construction of σ,
we have

x ∈ Ai0 ⊆
⋃

i:l∈supp(zi)
Ai

which implies
B(yl, r) ⊆ bigcupi:l∈supp(zi)Ai

because x was arbitrary and hence proves part (i).
For part (iv) note that because of (i), the assumed uniform distribution of the user’s file over FL2 and the
random choice of x̃ within B(x0, R), we have Pr(Y = y1) = Pr(Y = y2) for all y, y′ ∈ G, but Pr(Y = y′) = 0
for all y′ /∈ G because the strategy S is public and the server knows that x0 is one of the elements in G.
Keeping in mind that |G| = m leads to H(Y ) = log(m).

�

Additionally to the basic properties mentioned in proposition 4.2, Clumped Search has an important theo-
retical property. It has the biggest Privacy to Download Cost ratio among all possible search strategies.

Proposition 4.3 Let x0 ∈ FL2 , r > 0 and let S be the Clumped Search strategy from Definition 4.1. Further,
let H(Y ) = log(m) be the privacy of S and D its download cost. Then, assuming uniform a priori distribution
of the user’s file, for any other search strategy S̃ with privacy H(Ỹ ) = H(Y ) and download cost D̃, we have

E(D) ≤ E(D̃).
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Figure 1: Clumped Search arranges m points in form of a pseudo-ball G such that the user file x0 is part
of G. When performing the search the set of all points in FL2 that are part of one of the server’s answer is
exactly the union of all balls of radius r around each of the points in the pseudo-ball.

For the proof of proposition 4.3, we need the following lemma, that basically states that the most ’compact’
way of packing m elements in FL2 (in the sense that drawing balls around those m elements, the union of all
the m balls will be as small as possible) is to pack them into a ball and if the number m to first pack them
into a ball and to then fill up the ring around this ball, which is exactly what we do when constructing the
pseudo-ball G in Clumped Search (see also figure 4.1).

Lemma 4.4 Let r > 0, m ∈ N, 1 ≤ m ≤ 2n and R ≥ 0 such that ZR−1 < m ≤ ZR. Further, let G ⊆ B(0, R)
be some subset such that

(i) B(0, R− 1) ⊂ G,

(ii) |G| = m.

Then, for any set E ⊂ FL2 , with |E| ≥ m, we have

|
⋃

i:yi∈G
B(yi, r)| ≤ |

⋃
i:yi∈E

B(yi, r)|.

Proof: Even though the intuition is clear, the proof is a bit lengthy. It can be found in [5].

Now let us prove Proposition 4.3.

Proof of Proposition 4.3: Let
(
Ã1, .., Ãk̃

)
be the user’s request under S̃. Define Ã to be Ã =

⋃k̃
i=1 Ãi.

Moreover, define the set B̃ = {y ∈ FL2 | B(y, r) ⊂ Ã} to be the set of all points in FL2 such that a ball around
those points fits into Ã.

Next, note that for all y /∈ B̃ we have Pr(Ỹ = y) = 0, because if the user does not request the whole ball
around y, then there is no chance of reconstructing B(y, r) from the server’s answer and y can not be the
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Figure 2: The 7 sets A1, A2, A3, B1, B2, B3 and C have the following properties: They are pairwise disjoint,
their union is equal to the union of the three circles around the points P , Q and R and they can be
used to reconstruct each of these three circles individually (A1 ∪ B1 ∪ B2 ∪ C gives the circle around P ,
A2∪B1∪B3∪C the one around Q and A3∪B2∪B3∪C the one around R). Note further that if B(P ), B(Q)
and B(R) are the circles around each of the respective points, we have A1 = B(P ) \ (B(Q) ∪ B(R)), A2 =
B(Q)\(B(P )∪B(R)), A1 = B(R)\(B(P )∪B(Q)), B1 = (B(P )∩B(Q))\B(R), B2 = (B(P )∩B(R))\B(Q),
B3 = (B(R) ∩ B(Q)) \ B(P ) and C = B(P ) ∩ B(Q) ∩ B(R) . The same scheme can be generalized to an
arbitrary number of intersecting circles. This is what Clumped Search does (in a Clumped Search strategy for
m = 3 points the sets A1, A2, A3, B1, B2, B3 and C would be (in set theoretical search strategy notation)the
requested sets A1 through A7 and the circles B(P ), B(Q) and B(R) would be used to construct the sets
Vi and Ui), in order to be able to reconstruct any of the balls around an arbitrary point in G without
downloading any file more than once.

user’s file. Hence, we can write (with pi = Pr(Ỹ = yi))

H(Ỹ ) =
2L∑
i=1

pi log
( 1
pi

)
=

∑
i:yi∈B̃

pi log
( 1
pi

)

The random variable Y has a uniform distribution over G and as the uniform distribution maximizes the
entropy and H(Y ) = log(m) is increasing in m, we must have that |B̃| ≥ m. However, with lemma 4.4 and
the assumption of uniform distribution over FL2 of the database, this immediately implies

E(D) = E(|
⋃

i:yi∈G
B(yi, r) ∩ X |) ≤ E(|

⋃
i:yi∈B̃

B(yi, r) ∩ X |) ≤ E(|Ã ∩ X |) ≤ E(D̃)

�

This shows that in terms of the privacy we get out of a given download capacity, Clumped Search is optimal.
Nevertheless, there are two concerns. First, from a practical point of view, it is questionable whether the
huge amount of sets Ai we request is a problem or not. Of course, in general almost all of them will be
empty and the question is whether there is a ’fast and cheap’ (in terms of user computation and additional
download cost) to access the sets the user needs to perform the necessary computation to conclude the
search. If this is possible, then even the computational complexity for the user is not high at all.

The second concern is of a more theoretical nature: The spread is very bad. Without calculating the spread
exactly, note that - using the notation of definition 4.1 - two points the server may possibly consider the
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user’s file are never further apart then 2R, hence the spread can not be higher than this value either. Keep
in mind that R roughly speaking grows even slower than the privacy.

4.2 Maximizing the Variance

Our second search strategy is intended to address the problem of low spread Clumped Search has. Before
introducing this strategy, let us formally define the intuitive notion of spread of a set and try to find some
useful bounds and properties:

Definition 4.5 (Spread of a Set) Let F ⊂ FL2 be a set of m elements. Then we define its Spread S(F )
to be

S(F ) = 1
m(m− 1)

∑
yi,yj∈F,yi 6=yj

dH(yi, yj).

Further, we call F a spread maximizing set if

S(F ) = max{S(F ′) | F ′ ⊂ FL2 , |F ′| = m},

and G ⊆ FL2 a spread minimizing set if

S(G) = min{S(F ′) | F ′ ⊂ FL2 , |F ′| = m}.

Notation: In the remainder of this section let S∗m be the spread of all spread maximizing sets with m

elements.

Proposition 4.6 The following holds true for the maximal spread of subsets of FL2 :

(i) (S∗m)2≤m≤2n is a decreasing finite sequence, i.e.

S∗2 ≥ S∗3 ≥ ... ≥ S∗2n .

(ii) S∗2 = n and S∗2n = 2n−1

2n−1n.

(iii) S∗3 = S∗4 = 2
3n.

Proof:

(i): Let F ⊂ FL2 be a set with m+ 1 elements and assume that there is some enumeration of the elements,
i.e. F = {y1, .., ym+1}. Define a function D : F → N by

D(y) =
m+1∑
i=1

dH(y, yi) for all y ∈ F.

For simplicity, assume without loss of generality (by possible change of indices of the elements) that
arg min1≤i≤n+1{D(yi) | yi ∈ F} = m + 1. Define F ′ ⊂ FL2 to be F ′ = F \ {yn+1}. We will show that
S(F ′) ≥ S(F ). For the following (in-)equalities note that it does not matter if we include the terms
dH(yi, yi) in the sum of our formula for the spread as they all evaluate to zero.
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S(F ) = 1
(m+ 1)m

m+1∑
i=1

m+1∑
j=1

dH(yi, yj)

= 1
(m+ 1)m

 m∑
i=1

m∑
j=1

dH(yi, yj) +
m∑
i=1

dH(yi, ym+1) +
m+1∑
j=1

dH(ym+1, yj)


= 1

(m+ 1)m

 m∑
i=1

m∑
j=1

dH(yi, yj) + 2
m+1∑
j=1

dH(ym+1, yj)


= m− 1
m+ 1S(F ′) + 2

m(m+ 1)

m+1∑
j=1

dH(ym+1, yj)

≤ m− 1
m+ 1S(F ′) + 2

m(m+ 1)
1

m+ 1

m+1∑
i=1

m+1∑
j=1

dH(yi, yj) (8)

= m− 1
m+ 1S(F ′) + 2

m+ 1S(F )

For the inequality in (8) we have used that D(ym+1) ≤ D(yi) for all i ∈ {1, ..,m+ 1} and thus

Dym+1 ≤
1

m+ 1

m+1∑
i=1

D(yi)

.

The first and last line of the chain of equation imply S(F ) ≤ S(F ′). Now, as this is true for all sets of
m+ 1 elements, we can apply the inequality to a spread maximizing set of m+ 1 elements and conclude the
existence of a set of m elements with spread at least as big, this implies S∗m+1 ≤ S∗m and as m is arbitrary
this proves the first part of the proposition.

(ii): Note first that dH(yi, yj) ≤ n for any two elements of FL2 . This implies S(F ) ≤ n for all subsets
F ⊂ FL2 . Now, for m = 2 consider F = {(0, ..., 0), (1, .., 1)}. Apparently we have S(F ) = n and this proves
S∗2 = n.

For m = 2n note that the only possible ’subset’ is FL2 and with
∑n
i=0 i

(n
i

)
= 2n−1n we conclude

S∗2n = S(FL2 ) = 1
2n(2n − 1)

∑
y∈FL

2

∑
x∈F2

2

= 1
2n(2n − 1)2n

∑
y∈FL

2

wH(y)

= 1
2n(2n − 1)2n

n∑
i=0

i

(
n

i

)

= 2n−1

2n − 1n

(iii): Consider an arbitrary set F = {y1, y2, y3} ⊂ FL2 of 3 elements. As dH is translation invariant we can
assume without loss of generality that y1 = (0, .., 0) is the all zero vector. Set a = wH(y2) and b = wH(y3).
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Note that we have dH(y2, y3) ≤ 2n− (a+ b) and hence

S(F ) = 1
3 (a+ b+ dH(y2, y3)) ≤ 1

3 (a+ b+ 2n− (a+ b)) = 2
3n.

As F was arbitrary we conclude S∗3 = 2
3n.

For m = 4, consider the set F̃ = {x1, x2, x3, x4} with

x1 = (0, .., 0) x2 = (1, 0, .., 0) x3 = (0, 1, .., 1) x4 = (1, .., 1).

Then the spread of F̃ is

S(F̃ ) = 1
6 (dH(x1, x2) + dH(x1, x3) + dH(x1, x4) + dH(x2, x3) + dH(x2, x4) + dH(x3, x4))

= 1
6 (1 + (n− 1) + n+ n+ (n− 1) + 1)

= 2
3n.

Together with part (i) of the proposition and S∗3 = 2
3n this implies 2

3n = S∗3 ≥ S∗4 ≥ 2
3n and thus S∗3 = S∗4 = 2

3 .

�

4.2.1 Note on Variance Maximizing Sets

The following is a short note with a conjecture on the nature of spread maximizing sets. However, we have
not been able to prove this conjecture.

Recall the definition of the function D : F → N from the proof of part (i) of Proposition 4.6. Let’s call a
subset F ⊂ FL2 distance-symmetric if D(y) = D(y′) for all y, y′ ∈ FL2 . Then, the inequality (4) in the
proof of part (i) of Proposition 4.6 becomes an inequality if and only if F is distance-symmetric. And this
implies for a set F with m+1 elements, the set F ′ \{yi} of m elements where yi ∈ F is an arbitrary element
of F has spread S(F ′) = S(F ) if and only if F is distance-symmetric.

Conjecture: If F is a spread maximizing set of m+ 1 elements, then there exists an element y∗ ∈ F such
that F ′ \ {y∗} is a spread maximizing set of m elements.

Corollary: Assuming the above conjecture is true, then we have: Either all spread maximizing sets of size
m+ 1 are distance-symmetric or none of them is. Further, S∗m+1 = S∗m if and only if all spread maximizing
sets of size m+ 1 are distance-symmetric.

Proof of the Corollary: Assume F is a spread maximizing set of size m+ 1 that is distance-symmetric.
Now, assume there was another spread maximizing set F ′ of size m + 1 that is not distance-symmetric,
i.e. S(F ) = S(F ′). Choose any element y ∈ F and set F̃ = F \ {y}. Then, for any element y′ ∈ F ′, let
F̃ ′ = F ′ \ {y′}. As F ′ is not distance-symmetric we have

S(F̃ ′) < S(F ′) = S(F ) = S(F̃ )

because F is distance-symmetric. However, this implies that F̃ ′ is not spread maximizing for any element

24



y′ ∈ F ′ which is a contradiction to the conjecture. Hence F ′ can not be spread maximizing and all spread
maximizing sets of m+ 1 elements must be distance-symmetric.

S∗m+1 = S∗m if and only if there is a distance-symmetric spread maximizing set of m+ 1 elements. The first
part of the corollary then implies that ’a distance-symmetric spread maximizing set’ can be replaced by ’all
spread maximizing sets of size m+ 1 are distance-symmetric’.

�

4.2.2 Grid Search

Now let us go on to define the second search strategy we want to analyse.

Definition 4.7 (Grid Search) Let F = {y1, .., yk} be a set of points in FL2 . Choose a p ∈ {1, .., k} uni-
formly at random. For each 1 ≤ i ≤ k, set xi = yi − yp + x0 and Ai = Br(xi), and let (A1, .., Ak) be the
user’s request. Out of the vector of answers (A1 ∩ X , .., Ak ∩ X ), choose Ap∩X to be the result of the search.

Figure 3: Grid Search chooses k different elements in Fm2 . It requests all files of X inside each of these
balls in k different requests. One of the k elements coincides with the user’s file. The user chooses the
corresponding answer and obtains the wanted result this way.

See figure 4.2.2 for a graphical representation. As the wanted result B(x0, r) ∩ X is among the k distinct
answers the server gives, the user can just pick the corresponding answer and obtains the wanted result
without any additional computation, hence the strategy works. We summarize some other immediate
properties.

Proposition 4.8 Let H(Y ) be the privacy, D the expected download cost and S the spread of the Grid
Search strategy. Further let δ = |X |

2m and assume a uniform distribution of the data files in X . Then, using
the notations from definition 4.7, we have

(i) H(Y ) = log(k)
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(ii) D = k · δ · Zr = kδ
∑r
i=0

(n
i

)
.

(iii) S = S(F )

Proof: As we ask for exactly k balls, the user obtains the intersection of the database with the balls
around k data points. From the server’s point of view the user’s file can be any of these points. Hence,
the server’s distribution of the user’s file after the search is a uniform distribution on a subset of FL2 of k
elements, which leads to a privacy of H(Y ) = log(k) bits and this proves (i).

For (ii), note that even if the balls around two elements in F intersect, we ask for the full sets separately in
two different requests. Thus we are guaranteed to download B(yi, r) ∩ X files for all yi ∈ F , the expected
number of these files is δ · Zr as the files are assumed to be distributed uniformly on FL2 . Keeping in mind
that there are k data points we ask about, we deduce the formula in (ii) for D.

Lastly (iii) follows immediately from the definition of the spread if we keep in mind that after the search Y
is distributed uniformly on F .

�

Grid Search has a pretty bad privacy-to-download cost ratio (at least compared to Clumped Search). Its
main advantage is that the spread can be maximized by choosing a spread maximizing set of points F . Also,
the computation complexity is virtually zero, because one of the sets in the vector of responses is the set we
are searching for.

4.3 Trading between Privacy and Variance

After having seen Clumped Search and Grid Search, it seems natural to ask for a third strategy that - given
a certain level of privacy - allows to somehow ’trade-off’ between download cost and spread. To do so, let
us introduce a strategy that interpolates between Clumped Search and Grid Search.

This interpolating algorithm will be called Cluster Search. What it does is basically choose points in FL2
that are far apart from each other. One of those points is the actual user file. Then, it applies the Clumped
Search algorithm to each of these points. When receiving the answer, it ignores all answers except for the one
that corresponds to the Search around the actual file and uses the Clumped Search algorithm to calculate
the wanted result.

In the following let w0 = (0, ..., 0) ∈ FL2 and let wi ∈ FL2 , where
∑s−1
j=0

(n
j

)
< i ≤

∑s
j=0

(n
j

)
, be the (i −∑s−1

j=0
(n
j

)
)-th vector of weight s in lexicographical order.

Definition 4.9 (Cluster Search) Let F = {y1, .., yk} be a set of points in FL2 . Let
dmin(F ) = min{dH(x, y)|x, y ∈ F} be the minimum of the distance of any two points in F and set
d∗(F ) = bdmin(F )

2 c.

Then, for m ≤
∑d∗
j=0

(n
j

)
, set G̃i = {yi, yi + w1, ...yi + wm} and C̃ =

⋃k
i=1 G̃i. Next, choose a point yp ∈ C̃

uniformly at random and set Gi = G̃i + (x0 − yp) and C =
⋃k
i=1Gi.
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For each i (1 ≤ i ≤ k), let Ai =
(
Ai1, .., A

i
2m+1−1

)
be the request associated with a Clumped Search on Gi.

The request sent to the server is (A1, ..,Ak). Let, i0 be the index such that x0 ∈ Gi0. Choose the server’s
answer to the request Ai0 and use the clumped search algorithm for Gi0 to find B(x0, r) ∩ X .

See also figure 4.3 for a graphical representation of Cluster Search. We note two immediate properties of
Cluster Search.

Figure 4: Cluster Search chooses k points in FL2 , one of which is x0. A Clumped Search is applied to all of
these k points.

Proposition 4.10 Let H(Y ) be the privacy and D be the download cost of the Cluster Search strategy. Let
DCS(l) notate the download cost of a clumped search strategy with l elements. Then, we have

(i) H(Y ) = log(k) + log(m+ 1).

(ii) D = k ·DCS(m+ 1).

Proof: For the server each element out of the sets G̃i is equally likely to be the user’s file. There are
k sets G̃i and each of them contains m + 1 elements and because by construction the sets G̃i are pairwise
disjoint, the server’s distribution is a uniform distribution on a set of k(m+ 1) elements, and hence privacy
is H(Y ) = log(k(m+ 1)) = log(k) + log(m+ 1). This proves (i).

Part (ii) is easy to see, when remembering that around each of the k points in F we perform separately a
Clumped Search with m+ 1 elements.

�

To calculate the spread of Cluster Search is not easy. We want to present a class of sets that leads to a good
spread for Cluster Search.

Let s = 2k be an even integer and let Fk be the set of all subsets F ∈ FL2 that have the following form:
F = {y1, .., yl} where y2i−1 + y2i = (1, ..., 1) for all 1 ≤ i ≤ k.
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Proposition 4.11 Let F ∈ Fk and let S(Y ) be the spread of a Cluster Search strategy using the set F .
Then, we have

S ≥ n

2

Let x, y, z ∈ FL2 , such that x + y = (1, .., 1). Note that dH(x, z) + dH(y, z) = n. In the following proof we
will make implicit use of this fact.

Proof of proposition 4.11: Without loss of generality let us assume that our file x0 is the all zero vector.
Following the notation of Definition 4.9, let F ∈ F1, m ≤

∑d∗(F )
j=0

(n
j

)
and let C be the set on which we

perform our cluster search. We will prove the proposition by induction.

Let k = 1. Then F = {y1, y2} ∈ F1 and C = {y1, y1 + w1, .., y1 + wm} ∪ {y2, y2 + w1, .., y2 + wm}. As the
server’s distribution of the file x0 is uniform on C we have

S(Y ) = 1
(2m+ 2)(2m+ 1)

∑
zi,zj∈C

dH(zi, zj)

= 1
(2m+ 2)(2m+ 1)

m∑
i=0

m∑
j=0

dH(y1 + wi, y1 + wj) + dH(y1 + wi, y2 + wj)

+ dH(y2 + wi, y1 + wj) + dH(y2 + wi + y2 + wj)

= 1
(2m+ 2)(2m+ 1)

m∑
i=0

m∑
j=0

2n

= 4(m+ 1)2

(2m+ 2)(2m+ 1)
n

2
>
n

2

Now let k > 1 and assume that the proposition has already been proven for k − 1. We can write F and
C as F = {y1, .., y2k−2} ∪ {y2k−1, y2k} and C = C ′ ∪ C1 where - following the notation of definition 4.1 -
C ′ =

⋃2k−2
i=1 Gi and C1 = G2k−1 ∪G2k. Then, by the induction hypothesis we have

1
2(k − 1)(m+ 1)(2(k − 1)(m+ 1)− 1)

∑
zi,zj∈C′

dH(zi, zj) ≥
n

2 and (9)

1
2(m+ 1)(2(m+ 1)− 1)

∑
zi,zj∈C1

dH(zi, zj) ≥
n

2 (10)
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Then, for the spread of Cluster Search on the set C we get

S(Y ) = 1
2k(m+ 1)(2k(m+ 1)− 1)

∑
zi,zj∈C

dH(zi, zj)

= 1
2k(m+ 1)(2k(m+ 1)− 1)

 ∑
zi,zj∈C′

dH(zi, zj) +
∑

zi,zj∈C1

dH(zi, zj) + 2
∑
zi∈C′

∑
zj∈C1

dH(zi, zj)


(2),(3)
≥ 1

2k(m+ 1)(2k(m+ 1)− 1)

[
n

2 (2(k − 1)(m+ 1)(2(k − 1)(m+ 1)− 1) + 2(m+ 1)(2(m+ 1)− 1))

+2
∑
zi∈C′

m∑
j=0

dH(zi, y2k−1 + wj) + dH(zi, y2k + wj)


= 1

2k(m+ 1)(2k(m+ 1)− 1)
n

2 [2(k − 1)(m+ 1)(2(k − 1)(m+ 1)− 1) + 2(m+ 1)(2(m+ 1)− 1)

+8(k − 1)(m+ 1)2
]

= n

2

�

Summary of Results

In this section we gave an explicit search strategy (Clumped Search) that maximizes the privacy to download
cost ratio for the single server search. The disadvantage of this strategy is that it has very low spread.

This gave us the motivation to have a look at the spread of sets and introduce a search strategy that given
a desired level of privacy can give the highest possible spread (Grid Search). However, this strategy has
naturally rather high download costs.

The third search strategy we introduced (Cluster Search) is able to interpolate between Clumped Search
and Grid Search. We found a class of sets of points that can be used to perform a Cluster Search that
ensures a spread of at least n

2 .

5 The Several Server Case

In this section we want to expand our analysis of the private search problem to the case of several servers.
As before let X = {x1, .., xM} be the database, x0 the user file and assume the search radius r > 0 and the
user’s strategy S to be public knowledge. Let N be the number of servers involved in the search.

Our main goal is to introduce some theoretical bounds on privacy and download cost. In the process we
will realize that the privacy we introduced in the beginning might in some cases not be the most suitable
measure. Hence a large part of this section is dedicated to introduce a new privacy measure and try to prove
(or at least justify) a bound for this new measure.

5.1 Purely Intersecting Strategies

The first interesting result we want to present is the fact that, if we only use intersections of answers, then
several servers do not bring any additional gain to the ratio of privacy to download cost. In the following
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let DCS(H) be the download cost of Clumped Search, given a certain level of privacy H.

Proposition 5.1 Let S be a search strategy that sends requests A1 =
(
A1

1, ...,A1
k1

)
to server 1, A2 =(

A2
1, ...,A2

k2

)
to server 2 etc. Out of all the answers it chooses s sets B1, .., Bs such that Br(x0) =

⋂s
j=1Bj,

to find the desired result. Assume further that for all 1 ≤ i ≤ N there exists at least one ji such that
Bji ∈ {Ai1, .., Aiki

} (i.e. none of the answers Ai is completely ignored, but at least one of the subsets
contained in the answer of server i is used in the intersection) and that min1≤i≤N{H(Yi)} = H for some
H ∈ R. Then, we have

D ≥ N ·DCS(H)

Proof: The condition that there exists a Bji ∈
(
Ai1, .., A

i
ki

)
for each server i implies that server i can be

sure that Br(x0) ⊂
⋃ki
j=1A

i
j . Let y1, .., yq be all the points in Fn2 such that Br(yl) ∈

⋃ki
j=1A

i
j for 1 ≤ l ≤ q

and let Pr(Yi = yl) = pl. Then we can construct a single server search strategy S ′ for which the server’s
probability distribution Y ′ is equal to Yi and that has download cost D′ ≤ Di. Now, as Y ′ and Yi have
the same distribution we get H(Y ) = H(Yi) ≥ H. And as shown for the single server case this implies
DCS(H) ≤ DCS(H(Y )) ≤ D′ ≤ Di. And thus

D =
N∑
i=1
Di ≥ N ·DCS(H)

�

Example : As an example let us compare Clumped Search (CS) with the Intersecting Balls Strategy (IBS)
introduced in section 3.3. Assume we use the IBS with a parameter s ≥ r and the CS with a parameter of
m =

∑s
i=0

(L
s

)
. Then, we have

HIBS(Yi) = log
(
L

s

)
< log(m) = HCS(Y ) for all r + s servers.

The download cost of IBS is
DCIBS = (s+ r)Zs+r

However, the download cost of CS can be shown to be

DCCS ≤ 2Zs

Different from using only intersections, using only unions of answers from different servers, can in fact
increase the privacy to download cost ratio.

5.2 Purely Uniting Strategies

Now instead of only intersections we will allow only unions of sets in the search strategy. Again we assume
that the user does not ’ignore’ the answer of none of the servers.

Proposition 5.2 Let S be a search strategy that sends requests A1 =
(
A1

1, ...,A1
k1

)
to server 1, A2 =(

A2
1, ...,A2

k2

)
to server 2 etc. Out of all the answers it chooses s sets B1, .., Bs such that Br(x0) =

⋃s
j=1Bj,

to find the desired result. Assume further that for all 1 ≤ i ≤ N there exists at least one ji such that
Bji ∈ {Ai1, .., Aiki

} (i.e. none of the answers Ai is completely ignored, but at least one of the subsets
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contained in the answer of server i is used in the union). Then, for all 1 ≤ i ≤ N we have

(H(Yi))
log(D) ≤

log (Zr) + log
(
| ∪ki

j=1 A
i
j |
)

log (| (A1 ∪ ... ∪ AN ) ∩ X |)

Proof: From the definition it is immediately to see that D ≥ | (A1, ..,AN )∩X |. Now, by the nature of the
strategy S each server i knows that Br(x0) ∩

(
Ai1, ..., A

i
ki

)
6= ∅. This implies that there is at least one set

among the Ai1, .., Aiki
such that the distance from x0 to this set is at most r. Hence, the server can be sure

that
x0 ∈ {x ∈ FL2 | ∃y ∈ ∪kj=1A

i
ji : d(x, y) ≤ r}

Note further that
|{x ∈ FL2 | ∃y ∈ ∪kj=1A

i
ji : d(x, y) ≤ r}| ≤ Zr · | ∪kj=1 A

i
ji |.

This implies |supp(Yi)| ≤ Zr · | ∪kj=1 A
i
ji
| and (keeping in mind that the uniform distribution maximizes the

entropy and is equal to the logarithm of the support size) the proposition.

�

Note that in particular, if Yi is uniformly distributed on supp(Yi) and H(Yi) = H(Yj) for all 1 ≤ i, j,≤ N ,
and if additionally X is assumed to be uniformly distributed on FL2 with |X |2L = δ, we get

(H(Yi))
log(E(D)) = (H(Yj))

log(E(D)) ≤
log (|Br(0)|) + log

(
| ∪kj=1 A

i
ji
|
)

log(Nδ) + log
(
| ∪kj=1 A

i
ji
|
)

The following small example shows a strategy that reaches the bound but needs a huge amount of servers.

Example: Let S be the strategy that does the following: It chooses K points in FL2 , one of which is equal
to x0, that are all at least a distance 2r apart from each other. Then, to each of Zr servers it sends K
points, one out of each ball around the K points. It chooses those points in a way that each of the K · Zr
points is sent to exactly one server. Keeping track of which request belongs to which point, it is possible
to reconstruct B(x0, r) from all the answers. Each server receives K points and it knows that the file x0 is
within in distance r of exactly one of these points. Hence the privacy with respect to each server is

H(Yi) = log(K · Zr) = log(K) + log(Zr)

The expected download cost is (assuming uniform distribution of X )

DC = δ ·K · Zr = δ ·K ·N

where again we used δ = |X |
2L .

The strategy of this example reaches the bound. However, the huge amount of servers will make it non-viable
in practice. We suspect that there is no purely uniting strategy that reaches the bound and is viable in
practice. Mainly because sending two or more points of B(x0, r) to one and the same server lets this server
exclude a lot of potential user files. Finding purely unifying strategy that give decent privacy and do not
use huge amounts of servers is hard in general because the geometric shapes of parts of the ball B(x0, r)
usually give away a lot about the center, x0 itself.
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5.3 Problems with the Privacy Measure for Several Server Searches

After having looked at purely intersecting and purely uniting strategies we would like to expand the class
of strategies we can give bounds for a bit further. There are two things in particular that we have excluded
until now. Firstly, both proposition on purely intersecting and purely unifying strategies had to assume
that the responses of none of the servers be ’ignored’, i.e. some element out of the subsets a server is
asked about is always within in a distance of at most r from B(x0, r). Secondly, we did not look at set
differences yet. The following two examples will explain why. They will show that we can not hope for any
kind of useful bound when it comes to ’ignoring’ answers and set differences - at least as long as we stick to
the entropy H(Yi) as our privacy measure. Both examples are nearly trivial but instructive search strategies.

Example 1:
Let x0 be the user’s file and choose another element x1 ∈ FL2 uniformly at random. Use two servers for the
search. Choose one of the two elements x0 and x1 at random and ask server 1 for the ball of radius r around
the respective element. Then, ask server 2 for the ball of radius r around the other element. Out of the two
answers you get back, choose the one that gives the ball around x0, which is the correct result of the search.

Despite the trivial set up of this strategy, when using the privacy measure we have been using thus far, it
turns out that the privacy is in fact considerably high, as an easy calculation shows: Assume without loss
of generality that we send x0 to server 1. Then, as the strategy is public we have

Pr(Y1 = x0) = 1
2

Pr(Y1 = x) = 1
2

1
2L − 1 for all x 6= x0

Hence the entropy of Y1 is

H(Y1) = 1
2 log(2) +

(
2L − 1

) 1
2

1
2L − 1 log(2L+1 − 2) = 1

2(1 + log(2L+1 − 2)) ≥ L+ 1
2

The same holds true for Y2.

If X is assumed to be uniform distributed, then the expected number of downloaded files is only twice the
expected number of files in Br(x0), which gives a very small download cost. Hence the ratio of privacy to
download cost is - compared to the bounds and examples we have seen so far - extremely high. The upload
cost is very small as well. Still, in practice it is very questionable if a user would really want to use this
strategy. The problem is that even though none of the servers can be sure if the file the user sent is the real
file x0 or not (and in case it is not, the server does know nothing about the real file, which is why the entropy
becomes that big), if both servers try to guess the file x0 then one of them will certainly be right at its first try.

This first example shows what happens if we use one of the server just to ’confuse’ the other one and do
not use its answer at all in the actual calculation of the search result. The next example will show that a
similar problem arises if instead of forming intersections and/or unions of the servers’ answers, we subtract
(in the set theoretical sense) a server’s from another.

Example 2:
Let x0 be the user’s file and choose two other elements x1, x2 ∈ FL2 such that all of the three elements are
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at a distance at least 2r from another uniformly at random. Choose one of the files x0 and x1 at random.
Without loss of generality assume you have chosen x0. Then, ask server 1 for the set Br(x0) ∪ Br(x2) and
server 2 for the set Br(x1) ∪Br(x2). Then, subtract the answer of server 2 from the answer of server 1. As
the files have distance at least 2r, this gives the correct result. Download and upload cost are very small for
this strategy. Again, we will see that the privacy is unexpectedly high.

As the strategy is public, server 1 knows that, with probability 1
4 each, files x0 or x2 are the user’s file. With

probability 1
2 it is a random point of FL2 outside of Br(x0) and Br(x2). Let a = 2Zr, then we have

Pr(Y1 = x0) = 1
4

Pr(Y1 = x2) = 1
4

Pr(Y1 = x) = 1
2

1
2n − a for all x ∈ FL2 \ (Br(x0) ∪Br(x2))

Hence we get the following entropy for Y1:

H(Y1) = 1
4 log(4) + 1

4 log(4) + (2n − a) 1
2

1
2n − a log(2n+1 − 2a) = 1 + 1 + log(2n − a)

2

The same holds true for H(Y2).

As in the previous example, for L� r we get a value of H(Y1) and H(Y2) very close to L
2 . Again, comparing

the ratio privacy to download cost to the bounds and examples we have seen before, it seems that the ratio
is very high and much better than everything else we discussed until this point. However, the strategy of
this example has the same problem as the strategy of example 1. If the two servers try to guess the user’s
file, one of them will be right after at most 2 attempts.

5.4 A different privacy measure

While we don’t want to go as far as saying that the two strategies in example 1 and 2 are completely useless
in any given practical situation, it is certainly true that there are a lot of potential applications of private
search where using those strategies is a bad idea. For example all applications in which the servers have
some (more or less easy) way of confirming whether a certain file is the user’s file or not.

For these kinds of applications we want to introduce a new privacy measure that is consistent with the
entropy in the one server case but for several servers measures the ’time until hack’ rather than the entropy
for each server. To give a formal definition let us introduce what we will call a trial strategy.

Definition 5.3 (Trial Strategy) Let Y be the set of all discrete distributions on FL2 and let S2L be the
set of all permutations in 2L letters. Then, a Trial Strategy is a function U : Y → S2L that for every
distribution on FL2 gives back a certain ordering of the 2L elements in FL2 , i.e. a permutation. By U we will
denote the set of all trial strategies.

For each 1 ≤ i ≤ N let Yi be the i-th server’s distribution of the file after having answered the user’s request
Ai and knowing the user’s search strategy S. Now, assume that the server tries to guess the user’s file.
After each guess, the server gets to know whether its guess was right or wrong. If it guessed wrong, it keeps
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on guessing. Then this process of guessing can be described by using a certain trial strategy Ui that gives
the order in which elements will be guessed by the server.

Let Ti(Ui) denote the random variable that gives the number of guesses the server needs when using the
strategy Ui ∈ U . Let us call U∗i ∈ U an individually optimizing trial strategy for the server i if

E(Ti(U∗i )) ≤ E(Ti(Ui)) for all Ui ∈ Ui

and let U∗i be the set of all individually optimizing trial strategies for server i. Under the assumption that
the sets U∗i are not empty, we can now introduce a new privacy measure

Definition 5.4 (New Privacy) Assume that U∗i is not empty, then - given individually optimizing search
strategies U∗1 , .., U∗N for each server - we define the New Privacy to be H(T (U∗1 , ..., U∗N )) where T (U∗1 , .., U∗N )
is the random variable defined by

T (U∗1 , .., U∗N ) = min
1≤i≤N

{Ti(U∗i )}.

Before showing that this measure is consistent with the entropy in the one server case, let us first show that
the set U∗i in fact is non-empty and contains only a certain type of search strategies for which the distribution
of Ti is the same. This implies that our new measure is indeed well defined and that H(T (U∗1 , .., U∗N )) does
not depend on the specific choice of the strategies U∗1 , .., U∗N .

In the following, let i be fixed. As we consider only one particular server, we will omit the subscript i for
notational convenience. Let supp(Y ) = {x1, ..., xm}, and denote Pr(Y = xi) by pi. Assume that the xi are
ordered in some way such that p1 ≥ p2 ≥ ... ≥ pm (an ordering with this property may not be unique!). Let
UM denote the set of trial strategies that do the following: Every time we guess a file to be the user’s file,
we choose one of the files xi that have the highest probability pi among all remaining files (that is among
all the files we did not guess to be the user’s file on some previously failed attempt).

Note that there might be several strategies with this property (if and only if there is a subset of more than
one file that are equally likely to be the user’s file). However, given some ordering as mentioned above, all(!)
strategies UM ∈ UM have the property, that Pr(T (UM ) = i) = pi and hence we get E(T (UM )) = E(T (U ′M ))
and H(T (UM )) = H(T (U ′M )) for all UM , U ′M ∈ UM .

Proposition 5.5
U∗ = UM

Proof: As seen before we have the same expected value for all strategies in UM . Hence, to show the propo-
sition it is enough to show that E(T (UM )) < E(T (U)) for some specific UM ∈ UM and all U ∈ U \ UM .
Choose UM to be the strategy that guesses according to our ordering. For the strategy U , let U(i) denote
the index of the file the server guesses on its i-th attempt. We will show E(T (UM )) < E(T (U)) by induction.

For m = 1 the claim is trivial because U = UM in this case.

Let m = 2. If p1 = p2, then we have U = UM = U∗ and the claim is trivially true. If p1 > p2, then for U to
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be in U \ UM we must have U(1) = 2 and U(2) = 1. In this case we get

E(T (UM ))− E(T (U)) = p1 + 2p2 − p2 − 2p1 = p2 − p1 < 0

and the inequality holds.

Now assume that the inequality holds for some m ∈ N and consider the case of |supp(Y )| = m + 1.
If U(m + 1) = m + 1, then we can define the random variable Y ′ and the strategies U ′ and U ′M by
setting Pr(Y ′ = i) = 1

1−pm+1
pi and U ′(i) = U(i) and U ′M (i) = i for all 1 ≤ i ≤ m. As U is not in

UM but U(m + 1) = m + 1, we must have that U ′ /∈ UM as well. Then the induction hypothesis gives
E(T (U ′M ))− E(T (U ′)) < 0 and thus

E(T (UM ))− E(T (U)) = (1− pm+1)
(
E(T (U ′M ))− E(T (U ′))

)
< 0.

Next, assume that U(m + 1) = k < m + 1. Without loss of generality we can assume that pk > pm+1,
because if it is not, we can find another ordering of the xi such that xk becomes the last element, without
losing the ordering on the pi, and apply the same argument as above.

Define the random variable Y ′′ and the strategies U ′′ and U ′′M by setting Pr(Y ′′ = i) = 1
1−pk−pm+1

pi and
U ′′(i) = U(i) and U ′′M (i) = i for all 1 ≤ i ≤ m, i 6= k. We have U ′′M ∈ UM , and therefore by induction
hypothesis and because all strategies in UM give the same expected value of T

E(T (U ′′M ))− E(T (U ′′)) ≤ 0.

Using this inequality we get

E(T (UM ))− E(T (U)) = E(T (U ′′M ))− E(T (U ′′)) + kpk + (m+ 1)pm+1 − (m+ 1)pk − kpm+1

≤ (m+ 1− k)(pm+1 − pk) < 0

and this completes the proof by induction.

�

As noted above, proposition 5.5 together with the fact that all strategies in UM have the same distribution,
shows that our new privacy is well defined and it does not depend on the particular choice of individu-
ally optimizing trial strategies U∗1 , ..., U∗N . Therefore, from now on we will simply write H(T ) instead of
H(T (U∗1 , ..., U∗N )).

Next, let us note that the new privacy measure is consistent with the entropy as privacy measure in the one
server case.

Proposition 5.6 For any single server search strategy we have

H(Y ) = H(T )

Proof: Choose the trial strategy UM ∈ UM that picks file i on the i-th trial. Then we have Pr(T (UM ) =
i) = pi for all 1 ≤ i ≤ m which is by definition the same distribution as Y . Hence the entropies must be
equal.
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This result implies H(Yi) = H(Ti) for a server i in a several server search. However, we have H(T ) 6=
min1≤i≤N{H(Ti)} as is clear for instance from example 1.
As we already noted above this new privacy measure will show us that examples 1 and 2 of this sections are
actually bad strategies. Let us briefly calculate H(T ) for both examples.

• Example 1: In example 1 both servers will first guess the center of the ball they have been asked
about. One of them will certainly be right. Hence we have Pr(T = 1) = 1 and this implies H(T ) = 0
in this case

• Example 2: In example 2, out of the two centers each server has been asked about, it will choose
one of the points to guess first and the other one second. Now, the server that actually receives the
user’s file’s ball will be right with probability 1

2 at the first try, and with probability 1
2 it will be right

at the second try. The other server will be wrong on both it two first attempts. Hence the entropy is
H(T ) = −21

2 log
(

1
2

)
= 1.

5.5 Notes on a Potential Proof of a General Bound for Several Server Search with the
New Privacy Measure

We would like to find a general bound for the several server search using the new privacy measure where we
allow intersections, unions, differences of sets and ’ignoring’ answers of servers (as in example 1). Unfortu-
nately, this proof turns out to be a bit difficult. In the following we will summarize some partial results and
ideas on how to prove a general bound.

5.5.1 Some definitions

The following definitions are made to try to express H(T ) in a more accessible way. For any set B ⊂ FL2 set

Γ(B) = {y ∈ FL2 | d(y, z) ≤ r for some z ∈ B}.

For a request to server i, Ai = {Ai,1, .., Ai,mi}, define Āi = ∪1≤j≤miAi,j to be the union of all individual sets
sent to the server. Then, Br(x0) ∩ Āi 6= ∅ if and only if x0 ∈ Γ(Āi), i.e. if the user’s file is actually close to
at least one of the subsets server i has been asked about.

Now for anyN -tuple of requests A = (A1, ..,AN ), define the vector z ∈ FN2 such that zi = 1 if Br(x0)∩Āi 6= ∅
and zi = 0 otherwise. In particular, given a distribution of the user’s file X and a strategy S, z is a random
variable.

Let q : FN2 → [0, 1] be the probability mass function of z, i.e. for any y ∈ FN2 we set q(y) = Pr(z = y).

Using the new function q we denote by qi the marginal probability

qi =
∑

a1,..,ai−1,ai+1,..,aN∈F2

q(a1, .., ai−1, 1, ai+1, .., aN )

such that qi gives the probability for server i that Br(x0) ∩ Āi 6= ∅.
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Define Ỹ to be the random variable on Γ(Āi) with distribution

Pr(Ỹi = x) = Pr(Yi = x|zi = 1) for all x ∈ Γ(Āi)

and Ȳ the random variable on Γ(Āi)c with distribution

Pr(Ȳi = x) = Pr(Yi = x|zi = 0) for all x /∈ Γ(Āi)

. Then, the servers distribution of the user’s file can be written as follows:

Pr(Yi = x) = qiPr(Ỹi = x) if x ∈ Γ(Āi)

Pr(Yi = x) = (1− qi)Pr(Ȳi = x) if x /∈ Γ(Āi)

Note that it is easy to show that because of the correctness-condition of the algorithm, we have
∑L
i=1 qi ≥ 1.

Let us define two important classes of search strategies.

Definition 5.7 (Strategy of Indistinguishable Servers) Let’s call a strategy S a strategy of indis-
tinguishable servers if px(A1, ...,AN ) = px(Aσ(1), ...,Aσ(N)) for all (A1, ...,AN ) ∈ ON , all permutations
in N symbols σ and all x ∈ FL2 .

Note that for a strategy of indistinguishable servers we automatically have qi = qj for all 1 ≤ i, j ≤ N .

Definition 5.8 (Strategy of Uniform Distributions) A strategy S is called a strategy of uniform dis-
tributions if Ỹi and Ȳi are both uniform on their respective support, i.e.

Pr(Ỹi = x) = 1
|Γ(Āi)|

if x ∈ Γ(Āi)

Pr(Ȳi = x) = 1
2n − |Γ(Āi)|

if x /∈ Γ(Āi)

for all servers i.

All strategies we have defined or shown in examples so far are of indistinguishable servers. The strategy we
described in the example of purely unifying strategies is of uniform distributions as well.

Next, imagine a strategy of indistinguishable servers and uniform distributions is applied and that addi-
tionally all of the Γ(Āi), i ∈ [N ], have the same size. For such a strategy, the random variable T follows a
particular distribution, which we will introduce now.

In the following for m,K ∈ N, define Vm,K to be the random variable on [m] with the following distribution

Pr(Vm = j) = (m− j + 1)K − (m− j)K

mK

5.5.2 Conjecture on Upper Bound and Idea for Proof

As mentioned before in the very particular case of undistinguishable servers, uniform distributions and
equally sized request sets the random variable T takes on the shape of Vm,K . We suspect H(Vm,k) with the
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H(Vm,K) K 1 2 4 8 16
m
2 1 0,811 0,337 0,037 0,000
4 2 1,749 1,148 0,493 0,081
8 3 2,730 2,099 1,323 0,576
16 4 3,724 3,086 2,278 1,412
32 5 4,722 4,083 3,266 2,368
64 6 5,722 5,082 4,263 3,356
128 7 6,721 6,082 5,263 4,353
256 8 7,721 7,082 6,262 5,353
512 9 8,721 8,082 7,262 6,353
1024 10 9,721 9,082 8,262 7,353

Table 1: Entropy of the random variable Vm,K

right pair of parameters to be an upper bound on H(T ). More precisely:

Conjecture: For an arbitrary set theoretical search strategy assume the user’s file distribution to be
uniform and let z ∈ FN2 be the random variable defined above (i.e. the vector that indicates for which of
the servers we have x0 ∈ Γ(Āi)). For a certain realization z′ of the vector z and request A, let m(z′,A) =
maxi:z′i=1{|Γ(Āi)|} and set

m∗(z′) = max
A: ∃x0∈FL

2 : p(x0,A)>0
{m(z′,A)}.

Then we have
H(T |z = z′) ≤ H(Vm∗(z′),w(z′))

Our idea for a proof of this conjecture goes as follows: It seems plausible to believe that strategies of in-
distinguishable servers and uniform distributions should be ’the best’ (maximize the privacy when keeping
the download cost fixed). If this is actually true, we could try to prove the following: First, prove that for
all strategies that have fixed distributions qi, and some arbitrary distributions Ȳi and Ỹi (in dependence of
the corresponding request tuple), a strategy of uniform distributions maximizes H(T ). Second, prove that
among all strategies of uniform distributions the ones of indistinguishable servers give the highest value of
H(T ). This would then allow to bound any strategy by a bound that holds for strategies of indistinguishable
servers and uniform distributions. The latter bound is not difficult to find and actually coincides with the
one of the conjecture.

An additional assumption

In order to be able to say something about the quantity H(T ), we will make the following assumption: For
a given search request (A1, ...,AN ) let Yi follow a distribution such that Pr(Yi = xi1) = y∗i1 is the highest
among its probabilities, Pr(Yi = xi2) = y∗i2 the second highest etc. and set yij = 1

qi
y∗ij if xij ∈ Γ(Āi) and

yij = 1
1−qi

y∗ij otherwise. From here on, assume the following for the search strategy S and the random
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variable T depending on the random vector z:

Pr(T = 1) = 1−
∏

zi=1,xi1∈Γ(Āi)

(1− yi1)
∏

zi=0,xi1∈Γ(Āi)c

(1− yi1)

Pr(T = r + 1) = (1− Pr(T ≤ r))×

×

1−
∏

zi=1,xi,r+1∈Γ(Āi)

1− yi,r+1
1−

∑
j≤r,xij∈Γ(Āi)

yij

 ∏
zi=0,xi,r+1∈Γ(Āi)c

1− yi,r+1
1−

∑
j≤r,xij∈Γ(Āi)c

yij


 (∗)

Note that the actual distribution of T has the form

Pr(T = r) = 1− p (∪1≤i≤N ; 1≤j≤r{xi,j}|A1, ..,AN )

And there are examples where (∗) does not coincide with this formula. However, in all examples we discussed,
(∗) holds and we hope there to be a general relationship between the two formulas that shows that strategies
that do not fulfill (∗) can still be bounded with the help of strategies that do fulfil the assumption. So from
now on, assume (∗) holds.

Some Parts for a Proof

From here on, let sir =
∑r
j=1 yij . Let us start with the easy part of a potential proof: Bound the privacy

of strategies of indistinguishable servers and uniform distributions. To do so we need the following lemma
which gives an easier expression for Pr(T = r) if we assume that for a given request (A1, ..,AN ′) out of the
N ′ servers there are N ≤ N ′ servers that among the two sets Γ(Āi) or Γ(Āi)c always choose the ’right’ set
to guess from while the rest of the servers always chooses the wrong set.

Proposition 5.9 For N ′ servers and a given request (A1, ..,AN ′), assume that there exist constants N ≤ N ′

and R ∈ N such that for all 1 ≤ j ≤ R we have: If 1 ≤ i ≤ N , then the element xij associated with the
probability yij is in Γ(Āi) if zi = 1 and outside of Γ(Āi) if zi = 0. If i > N , then the element xij associated
with the probability yij is in Γ(Āi) if zi = 0 and outside of Γ(Āi) if zi = 1. Under this assumption we have:

(a) Pr(T = r) =
∏N
i=1 (1− si,r−1)−

∏N
i=1 (1− si,r) , for all 1 ≤ r ≤ R

(b) Pr(T = r) ≥ Pr(T = r + 1), for all 1 ≤ r ≤ R− 1

Proof: We start with part (a).
By the assumed form of T following (∗) and the proposition’s assumption on the servers distributions
depending on the vector z, we have

Pr(T = 1) = 1−
N∏
i=1

(1− yi1) =
N∏
i=1

(1− si0)−
N∏
i=1

(1− si1),

and hence the claim holds for r = 1.

Now, assume (a) holds for some r < R, then by summing all the probabilities we get

Pr(T ≤ r) = 1−
N∏
i=1

(1− sir) ⇒ 1− Pr(T ≤ r) =
N∏
i=1

(1− sir).
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Thus we get

Pr(T = r + 1) = (1− Pr(T ≤ r))
(

1−
N∏
i=1

(
1− yi,r+1

1− sir

))

=
N∏
i=1

(1− sir)
(

1−
N∏
i=1

1− si,r+1
1− sir

)

=
N∏
i=1

(1− sir)−
N∏
i=1

(1− si,r+1)

and the claim follows by induction.

For part (b), note that by part (a) we have

Pr(T = r)− Pr(T = r + 1) =
N∏
i=1

(1− si,r−1)− 2
N∏
i=1

(1− si,r) +
N∏
i=1

(1− si,r+1)

We show the claim by induction over N . For N = 1 we have

Pr(T = r)− Pr(T = r + 1) = 1− s1,r−1 − 2(1− s1r) + 1− s1,r+1

= y1r − y1,r+1

≥ 0

for all 1 ≤ r ≤ R− 1 by the ordering of the yij .

Assume (b) holds for some 1 ≤ N − 1 < N ′, i.e.

PrN−1(T = r)− PrN−1(T = r + 1) =
N−1∏
i=1

(1− si,r−1)− 2
N−1∏
i=1

(1− si,r) +
N−1∏
i=1

(1− si,r+1) ≥ 0,

for all 1 ≤ r < R. Then, we get

N∏
i=1

(1− si,r−1)− 2
N∏
i=1

(1− si,r) +
N∏
i=1

(1− si,r+1)

= PrN−1(T = r)− PrN−1(T = r + 1)− sN,r−1

N−1∏
i=1

(1− si,r−1) + 2sN,r
N−1∏
i=1

(1− sir)− sN,r+1

N−1∏
i=1

(1− si,r+1)

= (1− sN,r−1)(PrN−1(T = r)− PrN−1(T = r + 1)) + 2yN,r
N−1∏
i=1

(1− sir)− (yN,r + yN,r+1)
N−1∏
i=1

(1− si,r+1)

≥ 0

for all 1 ≤ r < R, as 2yN,r ≥ yN,r + yN,r+1 and
∏N−1
i=1 (1 − sir) ≥

∏N−1
i=1 (1 − si,r+1). And the proof of part

(b) follows by induction.

�

Now, let us show how to bound the privacy for strategies of uniform distributions and indistinguishable
servers.
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Proposition 5.10 Let S be a strategy of uniform distributions and N ′ indistinguishable servers. Fix a
request (A1, ..,AN ′) and the corresponding vector z. Set m∗ = max

zi=1
{|Γ(Āi)|}+1 and assume 2n

max
1≤i≤N′

{|Γ(Āi)|}
−

1 > N ′. Under these assumptions we have

H(T ) ≤ H(Vm∗,|supp(z)|)

Proof: As S is of undistinguishable servers, we have qi = qj for all 1 ≤ i, j ≤ N ′. Further, for any user file
x0 and search request there must always be at least one server, such that x0 ∈ Γ(Āi). These two together
imply that qi ≥ 1

N ′ , and using the assumption on the size of the Γ(Āi) we get for all 1 ≤ i ≤ N ′, any
x ∈ Γ(Āi) and any y /∈ Γ(Āi):

Pr(Yi = x) ≥ 1
N ′ max

1≤j≤N ′
{|Γ(Āj)|}

≥ 1
2n − |Γ(Āi)|

≥ Pr(Yi = y)

This implies that all servers will always guess all elements of Γ(Āi) first, before starting to guess in Γ(Āi)c.

Now, set |supp(z)| = N and mi = |Γ(Āi)|. By proposition ??, Pr(T = r) is decreasing in r and has the
form (uniform distributions!)

Pr(T = r) =
N∏
i=1

(1− r − 1
mi

)−
N∏
i=1

(1− r

mi
).

We will compare this to the distribution of Vm∗,N . We have

Pr(Vm∗,N = r) =
(

1− r − 1
m∗

)N
−
(

1− r

m∗

)N
which is also decreasing in r. Consider the function

h(x) =
∏N
i=1(1− x

mi
)−

∏N
i=1(1− x+1

mi
)(

1− x
m∗
)N − (1− x+1

m∗

)N
We will show that h(x) is decreasing in x (as long as 1 < x + 1 < min{mi} ). The function h(x) is
differentiable and its derivative has the form h′(x) = f1(x)−f2(x)

g2(x) , where

f1(x) =

− N∑
i=1

1
mi

N∏
j 6=i

(
1− x

mj

)
+

N∑
i=1

1
mi

N∏
j 6=i

(
1− x+ 1

mj

)[(1− x

m∗

)N
−
(

1− x+ 1
m∗

)N]

f2(x) =
[
− N

m∗

(
1− x

m∗

)N−1
+ N

m∗

(
1− x+ 1

m∗

)N−1
] [

N∏
i=1

(1− x

mi
)−

N∏
i=1

(1− x+ 1
mi

)
]

Define

A(x) =
[
N∏
i=1

(
1− x

mi

)
−

N∏
i=1

(
1− x+ 1

mi

)][(
1− x

m∗

)N
−
(

1− x+ 1
m∗

)N]
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Then, we get

f1(x)− f2(x) = N

m∗

[(
1− x

m∗

)N−1
−
(

1− x+ 1
m∗

)N−1
] [

N∏
i=1

(1− x

mi
)−

N∏
i=1

(1− x+ 1
mi

)
]

−

 N∑
i=1

1
mi

N∏
j 6=i

(
1− x

mj

)
−

N∑
i=1

1
mi

N∏
j 6=i

(
1− x+ 1

mj

)[(1− x

m∗

)N
−
(

1− x+ 1
m∗

)N]

= N

(1− x
m∗
)N

m∗ − x
−

(
1− x+1

m∗

)N
m∗ − x− 1

[ N∏
i=1

(1− x

mi
)−

N∏
i=1

(1− x+ 1
mi

)
]

−

 N∑
i=1

∏N
j=1

(
1− x

mj

)
mi − x

−
∏N
j=1

(
1− x+1

mj

)
mi − x− 1

[(1− x

m∗

)N
−
(

1− x+ 1
m∗

)N]

≤ N

m∗ − x− 1A(x)−
(

N∑
i=1

1
mi − x

)
A(x)

Now, as m∗ ≥ mi + 1 for all i and A(x) > 0 for all x+ 1 < min{mi}, we get f1(x)− f2(x) ≤ 0 which implies
that h is decreasing in x and hence Pr(T = r)/Pr(Vm∗,N = r) is decreasing in r. This implies that T and
Vm∗,N fulfil the requirements of Lemma 2.4 and hence we get

H(T ) ≤ H(Vm∗,|supp(z)|)

�

Proposition 5.11 Let S be a search strategy with N servers and (A1, ..,AN ) a search request such that all
servers guess all elements out of Γ(Āi) first. Let S̄ be a search strategy of uniform distributions and the
same property. Assume max1≤i≤N |Γ(Āi)| ≤ 2n−1. Then we have

H(T ) ≤ H(T̄ )

Only a part of this proposition has been proven thus far. We will show what we have proven.

Proof: Let x0 be such that x0 ∈ Γ(Āi) for N servers. For notational convenience let those N servers be the
first N . Note that as all servers guess the elements of Γ(Āi) first, we have that Pr(T = r) = Pr(T ′ = r) = 0
for all r ≥ min1≤i≤N{|Γ(Āi)|}. Hence by proposition 5.9 we have

Pr(T = r) =
N∏
i=1

(1− si,r−1)−
N∏
i=1

(1− si,r)

Let us first consider the case of N = 1 and assume |supp(Ỹ1)| = m. In this case we have

Pr(T = r) = y1,r and Pr(T̄ = r) = 1
m

By the ordering of the y1,i and Lemma 2.4 this implies

H(T ) ≤ H(T̄ )
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Now, let N > 1. First, let T̃ be the random variable that has the following distribution

Pr(T̃ = r) =
N−1∏
i=1

(1− si,r−1)−
N−1∏
i=1

(1− si,r)

Set m = |supp(ỸN )|. Let S ′ be the search strategy that has the same distributions Ỹi as S, except for ỸN .
Let ỸN have the same support as for S, but let it be uniform on this support. Then, we get

Pr(T = r) =
N−1∏
i=1

(1− si,r−1) (1− sN,r−1)−
N−1∏
i=1

(1− si,r) (1− sN,r)

=
N−1∏
i=1

(1− si,r−1)−
N−1∏
i=1

(1− si,r)− sN,r−1

N−1∏
i=1

(1− si,r−1) + sN,r

N−1∏
i=1

= Pr(T̃ = r)− sN,r−1Pr(T̃ = r) + yN,r
(
1− Pr(T̃ ≤ r)

)
The same calculation for T ′ gives

Pr(T ′ = r) = Pr(T̃ = r)− r − 1
m

Pr(T̃ = r) + 1
m

(
1− Pr(T̃ ≤ r)

)
We will now show the following: If for some r we have Pr(T = r) ≤ Pr(T ′ = r), then we also have
Pr(T = r + 1) ≤ Pr(T ′ = r + 1). Note that this together with Proposition 5.9 and Lemma 2.4 implies
H(T ) ≤ H(T ′).

First assume that r is such that yN,r ≤ 1
m and consider

Pr(T = r)− Pr(T ′ = r) =
(
r − 1
m
− sN,r−1

)
Pr(T̃ = r) +

(
yN,r −

1
m

)(
1− Pr(T̃ ≤ r)

)
By the ordering of the yN,i we have r−1

m ≤ sN,r−1 for all r, and hence if yN,r ≤ 1
m we get Pr(T = r)−Pr(T ′ =

r) ≤ 0.

Now assume that there is some r such that Pr(T = r) ≤ Pr(T ′ = r). If yN,r+1 ≤ 1
m then we get

Pr(T = r+1) ≤ Pr(T ′ = r+1) by the former argument. Thus, to prove our claim we can assume yN,r+1 >
1
m

in the following. However, this part of the proof we could not show yet. If Pr(T = r+1) ≤ Pr(T ′ = r+1) for
yN,r+1 >

1
m can be shown, then the proof follows by successive application of the same trick (i.e. successive

replacement of the random variables by new random variables that have uniform distribution).

If we were able to prove 5.11, then we could try to use it to show a similar proposition for strategies were the
servers do not necessarily always guess from the same set but alternate between Γ(Āi) and Γ(Āi)c with their
guesses. Once this is done, we would still have to prove that between two strategies of uniform distributions,
the one with indistinguishable servers is never worse than the other. This would then be enough together
with 5.10 to show the conjecture.

Summary of Results

In this section on several server Private Search we gave bounds for strategies that are of purely intersecting
or purely uniting nature. We saw that (surprisingly) forming only intersections of sets does not give us
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any benefit in terms of the privacy to download ratio when compared to Clumped Search, the one server
strategy that maximizes privacy to download ratio for one server.

While trying to generalize the bounds on the privacy for purely intersecting and purely uniting strategies,
we realized that the entropy with respect to each single server is not an adequate measure when working
with differences of sets or cases where a server’s answer is ’ignored’.

This observation led us to introduce a new privacy measure with which we hope to be able to handle
differences and ’ignoring’ as well. We saw that we in fact can do it with two easy examples and formulated
a conjecture on the upper bound of this new privacy measure. Unfortunately we were not yet able to fully
prove the conjecture and rather gave our general idea on how to prove the conjecture and a few parts of the
proof we already finished.
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