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Abstract

In the last few years networked control systems (NCS) have attracted the

attention of the research community due to wide number applications that

include communication networks into the feedback control loop to connect

spatially distributed elements. Sensor measures and control actions are sent

through private or shared communication links, offering many advantages

such as reduced system wiring, low installation and maintenance costs, and

increase on flexibility and adaption capability. One of the main examples

of an NCS is the smart grid, which uses the flow of information of the

different states of the power network to take smart decisions and improve

reliability and minimize power losses. In this work, we focus our attention on

controlling physically isolated elements in the power grid, e.g., microgrids.

We propose a control strategy based on the consensus algorithm that uses

the frequency information transmitted through the communication network

in order to assure frequency synchronization of several isolated microgrids.

We use linear and nonlinear models in order to verify the capabilities of

our controller, and we show that, under certain conditions, synchronization

is achieved independently of the sampling period at which information is

transmitted. Sending information through communication channels makes

the system vulnerable to cyber-attacks, where an adversary may tamper

sensors or actuators in order to access to private information and impact

the power system, causing economical losses or even blackouts. A direct

consequence of the sampled information property of our proposed controller

is data minimization, which allows to improve privacy in the smart grid, and

decrease or hide information from adversaries. Moreover, we study false

data injection attacks, and we show how some detection mechanisms can

minimize the impact of undetected attacks. We study the effects of injecting

false information in a higher level control system, i.e., demand response



and real time pricing, and we analyze the impact of injecting attacks at a

certain frequency using sensitivity analysis. All our results are verified via

simulation.
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1

Introduction

The power network is a large-scale and complex system that involves a wide num-

ber of elements (e.g., generators, loads, control devices) that are interconnected. This

makes control in power networks a challenging research field that has been addressed

in the last century, where the main objective is to preserve stability and avoid unnec-

essary and damaging oscillations (1). Figure 1.1 illustrates the general architecture

for managing electricity. Energy managing system (EMS) and the business managing

system (BMS) coordinate the technical and economical aspects of the grid. Informa-

tion about the current states of the grid are gathered and processed by EMS and BMS

in order to supervise voltage and frequency regulation while maintaining physical and

economical constraints. In the last few years the inclusion of small and medium voltage

generators and the increasing penetration of renewable resources have introduced new

advantages due to the possibility of producing clean, sustainable, and low cost energy

(2). However, new challenges have emerged because of the uncertainties induced by the

renewable resources, and the high amount of information that needs to be processed

(3). Furthermore, the future power network (or smart grid) needs high speed, reliable,

and secure data communication networks to manage the high amount of information

coming from sensors all over the power network (from generation to user level) and

take smart decisions (4). The information flow through the communication network is

depicted in Figure 2.2. While the control central supervises most of the operations of

the network, distributed elements such as renewable resources should be able to coor-

dinate their energy production and react against sudden changes in the power network

by exchanging information between them.
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Figure 1.1: Energy management systems (EMSs) coordinate the power grids operational
requirements in conjunction with business management systems (BMSs), which focus on
market operations. EMSs send control signals to generators to control their frequency and
voltage as well as to substations and intelligent devices in transmission and distribution
networks to control voltage and reconfigure network topology.

One of the main goals in control of a power system is frequency synchronization,

where each node needs to work at the same frequency and voltage in order to avoid

failures and malfunctioning. The importance of synchronization lies in the fact that if

a generator works with a different speed (frequency) or voltage than the power system

due to failures or sudden changes in loads, generators need to match frequency by

accelerating or decelerating its own speed, causing mechanical stresses, disturbances,

and oscillations that affect not only the health of the unsynchronized generator, but

also the stability of the grid (5). In this perspective, if two elements of the grid are

isolated (e.g., isolated microgrids or DC-generators) and they work individually with

different frequencies, at the time when they connect back together, the oscillations and

disturbances may provoke failures or blackouts. Commonly, frequency control of power

networks is developed using feedback gain control for each individual microgrid. PID

controllers have been widely used in order to assure that the frequency deviation is

regulated at zero. However, if several nodes are isolated it is not possible to assure

2



1.1 Synchronization of isolated microgrids

frequency synchronization between them only using its own state information. It is

necessary that some elements of the power network cooperate and exchange information

between them in order to take smarter decisions.

Rural area City

Distribution lines

Substation

Transmission linesGeneration

Control Central

Typical communication

New communication
requirenments

Figure 1.2: Generation, transmission, and distribution scheme in the power grid with the
inclusion of distributed generation and the increase of communication resources. The typ-
ical communication between SCADA and the control central; and the new communication
requirements between distributed controllers for the renewable resources.

1.1 Synchronization of isolated microgrids

Considering the smart grid as one large-scale system increases the difficulty of analysis

and design due to the high amount of variables that need to be considered. In this

respect, microgrids emerge as a solution to these problems. Microgrids (MGs) are

smaller systems, usually of medium or small voltage, that include distributed generators

(e.g., small hydro turbines, diesel generators, solar panels) and storage devices (e.g.,

energy capacitors, batteries, flywheels). Microgrids could increase the efficiency of

power systems facilitating monitoring and control because of its reduced size and the

possibility of using hierarchical control (6). Therefore, we can see the power network as

the interconnection of several microgrids, each one with control and energy generation

3



1. INTRODUCTION

capabilities, and a communication infrastructure that transmits data between them.

In general, an MG can operate as a grid-connected system or as an island, where the

latter takes place by unplanned events like faults in the network or by planned actions

like maintenance requirements (7).

Dynamic models of the power grid eases the design of control methods to maintain

frequency and voltage within their operational limits. Typically, frequency dynamics

are modeled using linearized swing equations (8) (see Chapter 2). Linear swing equa-

tions can be used to describe microgrids formed by low voltage turbines (e.g., small

hydro power plants) or even DC-sources with inverters. However, due to the oscil-

latory nature of the grid it is also possible to exploit the similarities of the nonlinear

swing equations with models of coupled oscillators, more specifically with the Kuramoto

model, as it has been pointed out in (9). Thus, analysis of the synchronization phe-

nomena using the Kuramoto model offers insights about some features of the power

grid and its control.

1.2 Kuramoto Oscillators and Its Similarities with The
Power Grid

Synchronization phenomena have been extensively studied in the last century due to the

possibility of modeling the coupled dynamics of physical, social, biological, and chemical

systems (10). Typically, synchronization implies that a group of periodic processes with

different natural frequencies achieve a common frequency as a result of some coupled

interactions (11). For instance, in nature these phenomena have been observed when

flashing fireflies synchronize their blinking (12), or when a group of neurons in the

brain spike in synchrony due to some cognitive function, such as information transfer,

motor control, or memory (13, 14). On the other hand, applications in engineering

include networks of interconnected oscillators (15), attitude synchronization of a group

of spacecrafts (16), design of parallel power inverters for load supply (17), and clock

synchronization in computer networks (18), just to name a few. One of the challenges

on synchronization lies in the development of a mathematical description or model of

the network of coupled oscillators. In this respect, Winfree (19) supposed that each

individual in a population is coupled to the collective rhythm generated by the whole

4
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population, and he proposed a mathematical model given by

θ̇i = ωi −
N∑

j=1

Γij(θi − θj)

for all i, j, where ωi is the natural velocity or frequency, θi is the angle of the peri-

odic behavior, and Γij is the coupling function. This model describes the frequency

variations in terms of the natural frequency and the coupled behavior between the ith

oscillator with the other elements of the network. Winfree’s model was extended by

Kuramoto (20), where a coupling function that fits well with the dynamics of oscillatory

systems was proposed, i.e., Γij(θi − θj) = sin(θi − θj). The rich dynamical behavior

of the Kuramoto equation illustrates the competition between each agent, which tends

to align with its natural frequency. This oscillatory model has attracted the attention

of the research community to derive conditions for self-synchronization based on some

topological conditions, i.e., how agents interact between them (21, 22, 23). However,

these conditions require connectivity of the network or all-to-all interconnection, which

may not be possible in some applications due to environmental limitations or physical

failures (e.g., isolated groups of fireflies that cannot observe some of their neighbors).

An example of disconnected topologies has been addressed in (24), where isolated el-

ements in a network of heterogeneous Kuramoto oscillators synchronize using a linear

control input that uses the information of some neighbors to compensate the lack of

connectivity.

On the other hand, some applications require that the network of oscillators oscil-

lates to a desired frequency, according to a given frequency. For instance, in sensor

networks, clock synchronization to a specific frequency is fundamental due to the need

of a precise mapping of collective sensor data with the time of the events (25); in cog-

nitive science, deep brain stimulation can be used to enhance cognitive functions like

long-term memory by inducing synchronization to a specific frequency to some areas

in the brain (26); or more related to this thesis, power network that needs to syn-

chronize to a desired frequency (i.e., 50 Hz or 60 Hz). In practice, directly controlling

all nodes to force the network to a desired frequency reference might be impossible or

unnecessary for a huge number of nodes. Therefore, taking advantage of the network

structure, it is possible to design a control strategy for a fraction of nodes and reach

a desired oscillation speed. This is known in literature as pinning control. In (27),

5
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authors present an extensive survey of the main results in pinning control, including

linear and nonlinear networks. Several works have addressed the problem of pining

control for networks with nonlinearities. In (28), authors introduced a pining control

strategy to force complex networks to follow a desired time-varying reference; however,

results are limited to linear coupling and to the case when the nonlinear part of each

oscillator depends only on its own state. Zhang et. al. have focused on solving the

finite-time consensus tracking for decoupled harmonic oscillators where the objective is

to follow a dynamic virtual leader in finite time (29); authors have proposed a controller

that modifies the speed of oscillation depending on the exchange of information about

the position and velocity. However, the approach is limited to homogeneous agents

without any type of intrinsic nonlinearity. Similar results for more general mechanical

models with uncertainties can be found in (30), where distributed adaptive controllers

allows the network to follow a desired reference. The aforementioned references have

focused on following a reference using only a subgroup of controlled agents. However,

the oscillatory models do not consider coupled interactions between nodes, i.e., nodes

are only coupled by the control input. Several complex network models need to include

fixed interactions between nodes (e.g., power grid, and network of neurons) that are

hard to modify. To the authors’ knowledge, few attention has been given to the case

where a network of heterogeneous Kuramoto oscillators with nonlinear coupled inter-

actions are capable of following a desired reference. Only in (31)(32), authors have

addressed this problem with the inclusion of a stubborn agent also called a pacemaker

that oscillates to a specific frequency. However, the coupling with the pacemaker is

nonlinear and the conditions for synchronization with both, identical and non-identical

natural frequencies depend on connectivity requirements.

Note that all the strategies for synchronization of microgrids and distributed track-

ing control mentioned above require in some manner the information about a sub-set

of nodes. For practical applications such as the smart grid, information is transmitted

through communication channels, which induces some limitations and constraints that

need to be addressed (33).

6
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1.3 Cyber-security in the Smart Grid

In addition to the communication issues identified in networked control systems (34),

such as sampled information, delays, and packet drops, sending information through

communication channels make the system vulnerable to privacy violations and cyber-

attacks. Privacy in the smart grid has attracted the attention of the research community

mainly focusing on protecting data (35, 36, 37, 38, 39), without analyzing how the data

will be used in control algorithms for the power grid, or how performance objectives of

control algorithms will determine how much data to collect in the first place.

There are recent exceptions studying how privacy affects control systems. For ex-

ample, the use of differential privacy in dynamical systems has attracted recent atten-

tion (40); however, while differential privacy has many attractive properties, it is most

useful when we want to share data via a trusted third party aggregator, or by injecting

noise in the original messages sent to a third party. There will always be several cases

where we need to get access to the raw data, and in these cases differential privacy will

not help us identify a good security mechanism to prevent raw data from being com-

promised. In another recent work, the use of observability is discussed in the context

of privacy for control systems (41).

After an adversary has accessed to sensitive information (i.e., by violating privacy),

he can disrupt the system performance by injecting false information into the system.

Integrity attacks (or false-data injection attacks) have been proposed as a way to analyze

the vulnerability of cyber-physical systems such as the power grid. It is possible for

an adversary to inject false information to affect the system in different ways. For

instance, injecting false data to the state estimation algorithms used by the power grid

has been first proposed by Liu et al. (42). Also, the work on integrity attacks against

bad data detectors for state estimation in the power grid has been widely addressed. For

example Dán and Sandberg (43), consider a defender that can secure individual sensor

measurements by replacing an existing meter with another meter with better security

mechanisms such as tamper resistance or hardware security support. Kosut et al. (44)

also extend the basic false data injection attack to consider attackers trying to maximize

the error introduced in the estimate, and defenders with a new detection algorithm that

attempts to detect false data injection attacks. Similar false-data injection attacks have

been considered for specific devices in the power grid, such as integrity attacks against

7



1. INTRODUCTION

the Flexible Alternate Current Transmission System (FACTS) (45, 46), Automatic

Generator Control (AGC) (47, 48), and for compromised smart meters trying to defraud

the electric utility (49).

A particular case where false-data injection attacks generate a significative impact

in the smart grid is on the real-time pricing (RTP). RTP is used in a higher control

layer to help to maintain the supply-demand mismatch by designing prices mechanisms

such that energy users modify their consumptions profiles.

In their basic form, demand-response programs are a control problem where the

control signal are the incentives (e.g., real-time pricing), or direct-load control (e.g., the

utility directly controlling the set-points of air conditioning systems in specific cases) for

consumers to reduce electricity consumption during peak hours and to shift this load

to off-peak hours. Currently, most of the electricity consumers leveraging demand-

response programs are large commercial consumers, but the market is expanding more

and more to smaller industries and even residential consumers. As the number of smart

devices necessary to manage this market expands, the potential attack surface of the

market also increases, and therefore we need to begin considering the potential impact

of attackers that compromise devices and communication channels used in this market.

The security of demand response algorithms with real-time electricity pricing was

recently explored by Tan et al. (50). In their work, they consider an attacker that has

compromised a portion of the communication channels used to send price information

to consumers, and then study the effects to the power system from scaling and delay

attacks, where the prices advertised to smart meters are compromised by a scaling

factor (so consumers use the wrong prices) and by corrupted timing information (so

consumers use old prices). While this previous work is an important step for initiating

the discussion on how to analyze the impact of attacks on real-time pricing, this research

has limitations on the way it modeled the adversary by limiting attacks to scaling and

delays. In addition, this previous work do not discuss any security countermeasures

against attacks.
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1.4 Motivational Examples

1.4.1 Importance of Frequency Synchronization in Smart Grids

Maintaining an appropriate frequency at which power sources deliver electricity in the

network is of great importance to assure the correct performance of the power system.

If some elements of the grid need to get connected (e.g., starting synchronous generators

or connecting microgrids to the main grid) it is necessary to preserve synchronization

in order to avoid undesired oscillations or even failures (51).

India power black-out in July 2012:

In July 2012, a massive grid failure affected more than 600 million people in India.

India’s power transmission and distribution is very sensitive to massive changes in their

loads because the new grid operates at a different frequency from the others, which puts

the system under significant pressure, causing high frequency fluctuations that lead to

the black-out. During the failure of 2012, two states reported over demand. Then, the

new grid interconnecting the northern, eastern, northeastern and western grids tripped

causing a sudden frequency drop (52). The importance of frequency synchronization of

different areas to help to minimize the impact of connection or disconnection between

them is addressed throughout this thesis.

1.4.2 Electrification of Isolated Rural Areas: Examples from Kenya
and Chile

Providing electricity to rural and often isolated areas is challenging due to the diffi-

culty of connection with the main power grid. For this reason, exploiting renewable

resources available in rural communities is fundamental to meet the basic energy needs

(53). Ensuring a correct control of electricity sources is important in order to main-

tain a reliable and sustainable electricity operation. Rural areas can be considered

as isolated microgrids. For example, it has been shown that ensuring electricity can

help to develop rural areas. For instance, in Kenya (54), farmers may increase their

productivity by replacing manual processes with electricity-based machines, where the

electricity production is based on renewable resources shared by the community. Sim-

ilarly, in Huatacondo, a very isolated community in Chile, the use of renewables and

the exchange of information provides a cost effective and reliable self-sustainable mi-

crogrid (55). Isolated microgrids may sell/buy power to/from others to help to supply

9
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the demand or to recover from a system failure (56). As a consequence, maintaining

isolated microgrids synchronized is a requirement to be able to connect and disconnect

between them.

1.4.3 Cyber-Attacks in Control Systems

Including communications in the control feedback loop offers many advantages but also

makes systems vulnerable. The analysis of security issues in control systems has at-

tracted the interest of the research community due to the impossibility of predict or

have a prior knowledge of cyber-attacks (this is also known as zero-day vulnerabilities).

The following examples illustrate three of the main security problems that have affected

process control systems, like water or power plants.

The Maroochy Water Services Case 2000

The Maroochy Water Services in Queensland, Australia was subjected to a cyber-attack

in March 2000, when its SCADA system was compromised (57). Company experienced

problems with its new wastewater system. Communications sent by radio links to

wastewater pumping stations were being lost, pumps were not working properly, and

alarms put in place to alert staff to faults were not going off. After several months,

it was discovered that someone was hacking into the system and deliberately causing

the problems. Vitek Boden used a laptop computer and a radio transmitter to take

control of 150 sewage pumping stations. The attack was motivated by revenge on the

part of Mr. Boden after he failed to secure a job with the Maroochy Shire Council.

Over a three-month period, he released one million liters of untreated sewage into a

stormwater drain from where it flowed to local waterways.

Davis Besse Power Plant Slammer worm 2003

In January 2003, the Slammer worm disabled the computerized safety monitoring sys-

tem at the Davis-Besse nuclear power plant in Ohio, which was shut down for repair

at that time. The responsible managers considered the plant secure, as its outside net-

work connection was protected by a firewall. The worm entered the plant network via a

contractors infected computer that was connected via telephone dial-up directly to the

plant network, thus bypassing the firewall. The worm spread to the SCADA system

by infecting at least one unpatched Windows server. After several hours, the Safety

Parameter Display System, which monitors the most crucial safety indicators at the

10



1.5 Problem Formulation

plant, like coolant systems, core temperature sensors, and external radiation sensors

has crashed. (58)

Stuxnet malware Discovered in 2010, the Stuxnet malware was designed to infil-

trate SCADA systems with specific hardware and software components (Siemens Step7

software). Stuxnet is the first known malware designed to compromise PLC software

to cause physically damage to heavy machinery like steam turbines and gas centrifuges

present in process plants by interfering with low-level actuators. Stuxnet compromised

Iranian PLCs, collecting sensitive information and causing the fast-spinning centrifuges

to tear themselves apart. One of the main characteristics of Stuxnet was its capability

to propagate, affect the control actions, and remain undetected (59).

1.5 Problem Formulation

This thesis addresses the problem of distributed control for the smart grid with some

insights in cyber-security and resiliency. Traditionally, control for the power network

is centralized and it does not consider limitations in the communication networks.

Even though several works have proposed different distributed and decentralized con-

trol methods, there is still a need on assuring frequency synchronization when elements

of the network are isolated (e.g., isolated microgrids). Besides, using sampled or delayed

information to coordinate the isolated elements of the grid requires major attention.

As an example, it is possible for several isolated microgrids (e.g., several rural commu-

nities) to exchange electricity in order to supply the demand (56). Interaction among

microgrids has not been extensively studied and there are still open problems that

should be addressed. For instance, it is necessary to assure that frequency is synchro-

nized among microgrids when they connect or disconnect between them. On the other

hand, sensing and exchange of information between and within microgrids requires the

inclusion of a communication infrastructure. However, in order to make it cost effective,

the communication networks have to be cheap and thereby slow. As a consequence,

the different elements that require the use of communications have to be robust to slow

and not reliable communication networks.

Throughout the thesis we consider a typical reference architecture for networked

control systems with the following three components: the physical plant with sensors

and actuators, the communication network, and the feedback controller. The feedback
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controller is responsible for coordinating the different distributed elements of the power

grid. To that end, each distributed controller receives measurement signals from a

set of neighbors and computes a suitable control signal, which is transmitted to the

actuators. All the data transfer is performed through communication networks, that

may be dedicated or shared by other processes. The sensor information is sensed and

transmitted at a certain sampling period, which depends on the type of communication

network and some economical requirements, such as cost of using a communication

channel. On the other hand, vulnerabilities of communication networks can be exploited

by an adversary to get access to important information of the system and design cyber-

attacks. An adversary potentially injects false data in the sensor measures or in the

control commands causing undesired effects on the system. In addition, attackers with

enough knowledge of the system dynamics is able to design attacks that may remain

undetected.

The thesis focuses on the following groups of questions related to smart grids, their

control, and their privacy and security.

• Q1: How can the information transmitted between agents be used to allow fre-

quency synchronization in physically isolated nodes taking into account commu-

nication constraints and actuator limitations?

• Q2: Is it possible to increase privacy in networked control systems by minimizing

the amount of information transmitted between nodes?

• Q3: How can a malicious adversary launch undetected attacks exploiting the

detection mechanisms? What type of detection mechanisms decrease the impact

of undetected integrity attacks?

• Q4: What is the effect of additive attacks with a certain frequency? What actions

can be devised to increase robustness of control systems under these additive

attacks?

These questions are tackled throughout this thesis, contributing towards a framework

to analyze, identify, and evaluate the consequences of vulnerabilities in control systems,

as well as to propose and devise effective protection schemes.
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1.6 Thesis Outline and Contributions

This thesis is the compilation of results presented or submitted to different conferences

and journals. The contributions are summarized as follows.

Chapter 3 and 4 address Q1 by establishing a modeling framework for isolated mi-

crogrids using linear and nonlinear models. A distributed control strategy that uses the

information flow between nodes (i.e., microgrids or distributed generators) is proposed.

Based on this modeling and control, conditions for synchronization under physical lim-

itations and sampled-information are introduced. Following the results of sampled

information, Q2 is tackled in Chapter 4 where two methodologies that helps to increase

privacy have been proposed. For both cases, varying the sampled-period minimizes the

amount of information transmitted with a certain cost of the system performance.

Chapter 5 tackles Q3 by defining different types of attacks that may remain unde-

tected. Methods to generate attacks over sensors and actuators are illustrated based

on the knowledge an adversary possess about the system. We test our results using

nonlinear models of the power grid. We show how cumulative detection statistics lessen

the impact of the attack.

In Chapter 6, the analysis of additive attacks that modify senor and actuator in-

formation at a certain frequency is developed using sensitivity analysis, which tackles

Q4. Using state estimation of the attack can be used for detection and for increasing

robustness of the proposed controller. Additive attacks of a certain frequency for the

real-time pricing (RTP) of smart grids are investigated, and undetected attacks for

RTP can be designed by using the framework of Chapter 5.

In the following, we provide more details regarding the contents of each chapter,

and list the collection of papers they are based on.

Chapter 2: Background

The chapter begins with a brief background on graph theory and consensus of multi-

agent systems, followed by a short explination of control of the power grid. The chapter

concludes with a brief survey of cyber-security concepts, such as detection mechanisms

and types of attacks.
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Chapter 3: Synchronization of Isolated Microgrids

In this chapter we focus our attention on frequency synchronization of multiple

isolated microgrids, each one modeled as a linear time-invariant (LTI) system with

communication capacities and multiple sources. Linear models can be considered for

small frequency changes. The problem is addressed using the concepts of synchroniza-

tion of multi-agent systems (10)(60), such that a decentralized controller is proposed

based on the consensus algorithm (61). The controller computes information from

some neighbors (other microgrids), and handles the mechanical power generated by

the turbine governor and simultaneously manages the injection/absorption of power

to/from the microgrid using energy storage systems (ESS). Then, microgrids will tend

to remain synchronized even when unknown changes in the loads occur, and we also

show how the stability of the network is improved with the inclusion of storage devices,

and instabilities provoked by small damping ratio and small inertia can be mitigated.

Nevertheless, control limitations that emerge when the information is sent through

communication links have to be addressed. For instance, phasorial measurement units

(PMUs) measure the state of a node in the power network. This measurement is made

each sampling instant, and the information is quantized, packed, and sent using a com-

munication protocol through a wire or wireless link. That process introduces a variety

of issues such as time-delays (62), packet losses (63), information lost due to quantiza-

tion (64), and signal discretization, among others. However, we limit our attention to

only sampled-data measurements.

On the other hand, it is necessary to consider physical limitations on the turbine

governor and the storage devices. They both are limited by storage capabilities and

actuator constraints due to costs and design parameters. As a consequence, we assume

that inputs are constrained and synchronization criteria with saturation are established.

Several works have addressed the problem of saturation using different models. In

(65), authors have used the tangential hyperbolic function in order to model input

saturations. On the other hand, (66) uses the anti-windup compensator in order to

minimize degradation of the global performance of a linear system under saturating

inputs. In this work, we use some tools presented in (67), where the authors illustrate

different ways to manage saturations based on polytopic approaches. Therefore, we

propose a decentralized control strategy based on the sampled-data information flow
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between microgrids and the actuator constraints, (i.e., boundaries in the amount of

power injected/absorbed by the turbine governor and the ESS).

This work is based on the following publications.

J. Giraldo, E. Mojica-Nava, N. Quijano. Synchronization of Dynamic Sys-

tems Under Sampling. In Proceedings of the European Control Conference,

2013, pp. 3839-3844.

J. Giraldo, E. Mojica-Nava, N. Quijano. Synchronization of isolated micro-

grids with a communication infrastructure using energy storage sys-

tems, International Journal of Electrical Power & Energy Systems, 63, 2014,pp.

71-82.

Chapter 4: Synchronization of Kuramoto Oscillators

In Chapter 4 we use a pinning control strategy for a network of heterogeneous

Kuramoto oscillators, with a disconnected physical topology, i.e., there are isolated

subgroups of nodes. Then, using what we call a “communication topology”, some

nodes exchange information with others, such that the lack of connectivity is compen-

sated. This type of compensation has been explored in (68)(69) to assure stability

conditions and improve convergence rate for systems with linear couplings. In our case,

we are able to compensate the nonlinear Kuramoto dynamics with a linear consensus-

based controller, and using a virtual agent, frequency tracking is ensured. Conditions

to follow the virtual agent and to assure bounded phase cohesiveness are introduced,

which are based on the interaction between the network of Kuramoto oscillators with

the consensus algorithm and their topologies. We also explore the case when the fre-

quency information that agents sends to others through the communication topology is

sampled and discretized using a zero-order holder. This approach is useful for several

applications where the exchange of information is carried out through a communica-

tion network, with sampled and packed information (e.g, power network, a group of

UAV’s). Sampled information induces some limitations in systems, such that stability

is only preserved for small sampling periods (70)(71). However, we show that with our

proposed algorithm, frequency synchronization is achieved independently of the sam-

pling period for small phase differences (or for a classical consensus algorithm), and

we extend this result for the Kuramoto model framework establishing some conditions
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for the initial frequencies. These results make our approach appropriate for large-scale

networks with limited communication capacities. This work extends some of the results

introduced in (72) and (73).

Two engineering applications are proposed to illustrate the viability of our approach.

First, we study the coordination of vehicles based on biological collective motions in-

troduced in (74, 75, 76), where a set of particles is motivated to reach a certain motion

pattern depending on the interaction with its neighbors. Using a steering control law

based on the Kuramoto model (77), we include the virtual agent and our proposed

consensus-based linear compensation to force the set of particles (vehicles) to move to

a desired speed, which is useful in UAV area scanning and target recognition. Sec-

ond, we study the frequency synchronization of a power network modeled with the well

known swing equations. In (9, 78), authors have exploited the similarities of the swing

equations with a network of Kuramoto oscillators and they have established conditions

to reach frequency synchronization based on the physical topology of the network. In

(79, 80, 81), secondary control strategies have been proposed to force the network to

achieve a given frequency using the exchange of information through a communication

network. However, these strategies and synchronization conditions depend on the con-

nectivity of the physical topology and they do not take into account communication

limitations. We use our proposed control method to control the amount of power in-

jected/absorbed to some nodes in the network even when some nodes or group of nodes

are isolated. Finally, we verify the sampling-independence property and we illustrate

the requirements on the initial conditions to maintain phase cohesiveness. One di-

rect result from the sampling-independency property is data minimization. Motivated

by the Fair Information Practice (FIP) principles we have studied how minimizing the

quantity of data collected or delaying this data can affect the performance of the control

algorithm while improving the privacy of participating agents. In particular, we show

how sampling and delays can be used to improve the privacy of a microgrid synchro-

nization problem. For example, if a military base wants to perform a sensitive training

exercise that will produce an energy consumption signature identifying this event, the

operator of the military microgrid can decide to stop sending synchronization signals to

other microgrids; however, because the absence of information being sent by this mili-

tary base can itself mean that something interesting is going on, we propose a scheme

where the military base can “lie” about its state during these sensitive periods and we
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then map this “lying” mechanism to a new Discretionary Sampling policy that, under

our assumptions, will converge to the consensus.

This work is based on the following publications

J. Giraldo, E. Mojica-Nava, N. Quijano. Synchronization of Dynamical Net-

works with a Communication Infrastructure: A Smart Grid Applica-

tion. In proceedings of the 52nd Conference on Decision and Control, 2013, pp.

4638-4643.

J. Giraldo, E. Mojica-Nava, N. Quijano. Tracking of Kuramoto Oscillators

with Input Saturation and Applications in Smart Grids, In Proceedings

of the 2014 American Control Conference, pp. 2656-2661.

J. Giraldo, E. Mojica-Nava, N. Quijano. Synchronization of Directed-Coupled

Kuramoto Oscillators with Sampled Information and a Virtual Leader,

submitted to Automatica, 2015.

J. Giraldo, A. Cárdenas, E. Mojica-Nava, N. Quijano, R. Dong. Delay and

Sampling Independence of a Consensus Algorithm and its Application

to Smart Grid Privacy, in Proceedings of the 53rd Conference on Decision

and Control, 2014, pp. 1389-1394.

Chapter 5: Undetected attacks in Smart Grids: Outsmarting detection

mechanisms

In this chapter we study some vulnerabilities of control systems where an attacker

can design the worst possible undetected attacks by compromising sensor or actuator

signals, in such a way that detection mechanisms are outsmarted. We use the typical

bad-data detection technique and we compare it with the cumulative statistical measure

(CUSUM). We show that bad-data detection mechanisms are not good in general to

minimize the impact of adversaries. On the contrary, the CUSUM metrics decrease

considerably the impact of integrity attacks on control systems. Effects of undetected

attacks are verified for the voltage and frequency control of the smart grid, and we show

that distributed control strategies make harder for an attacker to successfully generate

an undetected attack.

This work is based on the following publications
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J. Giraldo, A. Cárdenas, N. Quijano. Undetected attacks in Smart Grids:

Outsmarting detection mechanisms. In preparation.

Chapter 6: Integrity Attacks on Real-Time Pricing in Smart Grids: Im-

pact and Countermeasures

In this chapter we extend the work of Tan et al. (50) in several directions. First, we

model a more realistic attacker that can inject an arbitrary modification to the price

received by the consumer, and is not constrained to scaling or delay attacks. We also

use sensitivity analysis to identify the attack signals that will be amplified and the ones

that will be attenuated by the control loop, and thus, we find the worst-possible attacks

for any given bound on the maximum price deviation introduced by an attacker at any

time instant. In addition to modeling and analyzing the impact of attacks that com-

promise the price signals, we also model the effect of attacks that compromise sensor

signals (smart meter electricity consumption reports). We propose countermeasures

based on changing the parameter of the original controller by Tan et al. In addition,

we propose an estimator and a new robust-control design that estimates the pertur-

bation and computes a new price to attenuate the error between supply and demand

caused by the attacker. Finally, we propose an attack-detection algorithm based on

the CUSUM technique and evaluate its effectiveness to identify the properties of the

detector for different controller parameters, and different attack frequencies. We are

able to identify the trade-off between time of detection, frequency of the attack, and

number of false alarms. Moreover, it is possible to define an attack that cannot be

detected, but whose effect in the network is low due to the proposed detection method.

This work is based on the following publications

J. Giraldo, A. Cárdenas, N. Quijano. Attenuating the Impact of Integrity

Attacks in Real-Time Pricing on Smart Grids, arXiv:1410.511

J. Giraldo, A. Cárdenas, N. Quijano. Integrity Attacks on Real-Time Pric-

ing in Smart Grids: Impact and Countermeasures, submitted to IEEE

Transactions on Smart Grid, 2015.

Chapter 7: Conclusions and Future Work A summary of the thesis contributions

is given and some future directions and open problems are discussed.
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Other Contributions The following publications had a significant influence on

some of the contributions, but are not covered in the thesis

C. Barreto, J.Giraldo, A. Cárdenas, E. Mojica-Nava N. Quijano. Control sys-

tems for the power grid and their resiliency to attacks, IEEE Security &

Privacy, 12(6):15-23, 2014.

D. Shedar, J. Giraldo, S. Amin. A Decentralized Strategy for Electricity

Distribution Network Control in the face of DER Disruptions, accepted

to the Conference on Decision and Control, 2015.

D. Urbina, J. Giraldo, J. Valente, A. Cárdenas, N. Quijano. Monitoring the

“Physics” of Industrial Control Systems to Detect Attacks, submitted

to the 22nd ACM Conference on Computer and Communications Security, 2015.

F. Cómbita, J. Giraldo, N. Quijano, A. Cárdenas. Response and Reconfig-

uration of Cyber-Physical Control Systems: A survey, submitted to the

Colombian Conference on Automatic Control, 2015.

J. Giraldo, E. Mojica-Nava, N. Quijano. Storage Management in the Smart

Grid, To appear in the Seventh volume handbook on Electrical Engineering

Technology and Systems, CRC Press/Taylor & Francis.
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Background

2.1 Preliminaries and Definitions

In order to make this document self-contained, we briefly introduce some concepts re-

lated to graph theory, synchronization of networks, and the particular case of consensus,

which will be used in the following sections.

2.1.1 Graph Theory

Graph theory has been widely used to describe the interaction of some nodes (e.g.,

agents, individuals) with its neighbors in a network. Let G = {V,E} represents an

undirected graph, where V = {1, 2, . . . , N} is the set of nodes or vertices, and E =

{(i, j)|i, j ∈ V} is the set of pairs called edges. If a pair (i, j) ∈ E, then i, j are said to

be adjacent. The adjacency matrix AG = [aij ] is the symmetric matrix N ×N , where

aij = 1 if (i, j) are adjacent, aij = 0 otherwise, and aii = 0 for all i ∈ V. For the ith

node, the set of neighbors is Ni = {j|(i, j) ∈ E}, and the degree of a vertex di is the

number of neighbors that are adjacent to i, i.e., di =
∑N

j=1 aij or |Ni|. A sequence of

edges (i1, i2), (i2, i3), . . . , (ir−1, ir) is called a path from node i1 to node ir. Therefore,

the graph G is said to be connected if for any i, j ∈ V there is a path from i to j. We

can define the degree matrix as D = diag(d1, d2, . . . , dN ), and the Laplacian matrix

of G L = D − AG, which has the row sum property. The Laplacian matrix plays a

fundamental role in the stability analysis of synchronization problems.

On the other hand, a vector 1N is of the form [1, . . . , 1] of size N . A block diagonal

matrix R of N blocks is constructed as blkdiag{R1, . . . , Rn}, and a diagonal matrix T

with N scalars in its diagonal is T = diag{T1, . . . , TN}.
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Figure 2.1 an undirected graph, with its corresponding adjacency, diagonal, and Lapla-

cian matrix.

1

2

3

4

AG =




0 1 1 0
1 0 1 0
1 1 0 1
0 0 1 0


 D =




2
2

3
1




L =




2 −1 −1 0
−1 2 −1 0
−1 −1 3 −1
0 0 −1 1




V = {1, 2, 3, 4}

E = {(1, 2), (1, 3), (2, 3), (3, 4)}

Figure 2.1: Example of an undirected graph with 4 nodes.

2.1.2 Kronecker product

The Kronecker product, denoted by ⊗, is an operation of two matrices of arbitrarily

size resulting in a block matrix, and it facilitates the manipulation of matrices (82).

Let us consider two matrices E ∈ Rn×m and F ∈ Rp×q. The Kronecker product is an

np×mq block matrix

E ⊗ F =



e11F . . . e1mF

...
. . .

en1F · · · enmF




which possesses some important properties: i) (E ⊗ F )(Q ⊗ R) = (EQ ⊗ FR), ii)

(E ⊗ F )> = E> ⊗ F>, and iii) IN ⊗ E = diag(E,E, . . . , E), where IN is the identity

matrix of size N ×N .

2.1.3 Synchronization of Multi-Agent Systems

The problem of synchronization consists on a group of N agents, each one described by

ẋi = fi(xi) + gi(xi)ui

yi = hi(xi) (2.1)

for all i = i, . . . , N , where xi ∈ Rn, ui, yi ∈ Rm represent the state variables, the control

input, and the output of agent i, respectively. fi : Rn → Rn, gi : Rn → Rn×m, and hi :

Rn → Rm are continuous mappings. Each individual exchange its output information yi

with some of its neighbors. The main objective is that with the information received,

each agent calculates its input ui in such a way that all outputs synchronize, i.e.,
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lim
t→∞
|yi − yj | = 0, which is equivalent to the convergence of x = [x1, x2, . . . , xN ]> to

the output synchronization manifold

M = {x|y1(x1) = y2(x2) = . . . = yN (xN ).}

The communication topology can be described by a graph G, where one of the most

important conditions for synchronization is the connectivity of the graph. The prob-

lem of synchronization has been widely analysed for the case of homogeneous agents

(83)(84)(85), where typically, ui =
∑N

j=1 aij(xj − xi). Nevertheless, considering iden-

tical agents is not feasible for real applications, where all nodes exhibit different indi-

vidual dynamics. For this reason, the extension to non-identical individuals has been

addressed in (86)(10).

2.1.4 Consensus

The consensus problem is a particular case of synchronization. In this case, we consider

a network of N agents whose topology is described by a graph G = {V,E}, and each

one updates its state as follows

xi = ki

N∑

j=1

aij(xj − xi)

for ki > 0. Surveys on this topic can be found in (61) and (87), and some engineer

applications in: (88) (sensor networks) and (89) (vehicle formation). The consensus

problem can be rewritten in a compact form for x = [x1, x2, . . . , xN ]>, leading to

ẋ = −KLx

where L is a Laplacian matrix and K = diag {k1, . . . , kN} is a diagonal matrix. One

of the properties of Laplacian matrices is that it possesses one zero eigenvalue, which

means that L is a singular matrix. As a consequence, there exists a vector v = α1N , for

α 6= 0, such that KLv = 0. The solution of the system is of the form x(t) = e−KLtx(0).

Due to the existence of a solution different from zero, if K is diagonal and positive, and

the eigenvalues of L are also positive with only one zero eigenvalue, lim
t→∞

x(t) = v. For

the sake of clarity, the reader can check (90).

Using the aforementioned concepts, in the following sections we describe the synchro-

nization problem for linear-time invariant agents with a consensus-based controller, and

we include some physical and communications constraints.
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2.1.5 Geometry of the n-torus:

The set S1 is denoted as the unit circle and any angle θ ∈ S1. |θ1 − θ2| is the distance

(geodesic) between two angles θ1, θ2 ∈ S1. The sum of n unit circles is called the

n− torus, described by Tn = S1 × . . .× S1. For γ ∈ [0, 2π], Arcn(γ) ⊂ Tn is the closed

set of angles θ = (θ1, . . . , θn), with the property that there exists an arc of length γ

containing all θ1, . . . , θn.

2.2 Control of the Power Grid

Due to the complexity of the power system, its control is based on a hierarchical

structure as depicted in Figure 2.2. The overall control task in an electric power system

is to maintain the balance between the electric power produced by the generators and

the power consumed by the loads, including the network losses, at all time instants.

If this balance is not kept, this will lead to frequency deviations that if too large will

have serious impacts on the system operation. Typically, frequency and voltage can be

decoupled and be controlled independently, exploding the relationship between active

power and frequency, and reactive power with voltage (91). In the following section

we will briefly described primary, secondary, and tertiary control for frequency and

voltage. Readers are urged to check (92) to see the extension of the hierarchical control

architecture for distributed generation. (91)
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Figure 2.2: Frequency and voltage control scheme in synchronous generators. This hier-
archy can also be implemented in DC-generators with inverters and droop control.

2.2.1 Frequency Control

Electricity is generated by rotating devices like the synchronous generators. A mechan-

ical force is applied to a turbine such that a voltage V = v sin(ωt) is generated, for v the

voltage magnitude and ω its frequency. Changes in electric power demand influence

the rotation speed of generators, and the rotation speed of generators influence the

frequency of the oscillations of electricity in the grid (e.g., 50Hz or 60Hz). Frequency

changes can be modeled using the well known swing equations as follows

M∆̇ω +D∆ω = ∆Pm −∆Pe

where M ,D are the inertia and damping coefficient, ∆Pm is the change in the mechan-

ical power and ∆Pe is the change in the electrical power consumed by the network,

which includes the load ∆PL and the power exchanged with other parts of the network

∆Pi. It is worth to mention that ∆ω = ωi − ω0, for ω0 the operational frequency.

If the supply of power is greater than the demand, this excess power is stored in the

form of kinetic energy in the generator, which produces an acceleration of the generator,

resulting in higher rotation frequency. On the other hand, if the supply of power is

not enough to match the demand, generators will have to provide more current to the
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system, and the magnetic field associated with this increased current will slow down

the generator, resulting in lower rotation frequency.

By increasing or decreasing the mechanical power (e.g., water flow or steam) at the

turbines of the generator, we can control the frequency of the generators, and in turn,

keep the frequency stable at 60Hz.

We can describe frequency control systems in the hierarchy depicted in Figure 2.2.

Primary control is done by speed governors located at the generation plant. The

speed governor is in charge of stabilizing the system by sensing changes in frequency and

adjusting the mechanical energy at the turbines to correct frequency deviations. This

primary control is usually implemented with a proportional controller using “frequency

droop control.” Primary control ensures frequency stability; however, it produces a

steady state error that needs to be corrected by a secondary control.

Secondary control coordinates power generation at different plants and among

several generators in order to meet the required total aggregated power. In the sec-

ondary frequency control, also called Load Frequency Control, the power set-points of

the generators are adjusted in order to compensate for the remaining frequency error

after the primary control has acted. Also, it tries to maintain the real-time difference

between incoming power and outgoing power in a large area i.e., the Area Control Error

(ACE), close to zero.

Tertiary control Tertiary control handles economic dispatch. This control de-

termines the amount of power that generators must produce according to economic

optimization and contingency constraints, and it also schedules whether or not a gener-

ator is initialized or turned off. The set-points are sent to the synchronous generators

and included in the AGC control.

2.2.2 Voltage Control

Maintaining adequate voltage levels in all the nodes is important to provide reliable

electricity. The demand of reactive power by motors or inductive elements in grdi

induces voltage drops. Therefore, voltage control is in charge of managing the reactive

power in the nodes. At the generators, the voltage is controlled by the Automatic

Voltage Regulator (AVR), which manipulates the excitation winding of the generator.

In contrast to frequency control, voltage is regulated at different points in the elec-

tricity transmission and distribution networks (it is convenient to regulate voltage closer
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to where it is consumed). Voltage control in transmission and distribution systems can

be achieved by changing the tap on transformers—at substations or in long transmis-

sion lines—or injecting reactive power—with capacitor banks, Static VAR Compen-

sators (SVCs), Static Synchronous Compensators (STATCONs), and other Flexible

AC Transmission Systems (FACTS) devices. Voltage control is also a hierarchical dis-

tributed system. In addition to the primary voltage control elements described before

(FACTS, AVR, etc.), a supervisory control layer estimates the voltage for all regions

in the system. Then, using Optimal Power Flow (OPF) numerical optimization cal-

culations, the tertiary voltage regulator (TVR) calculates the set-points of reactive

power that generators should deliver to the grid. Besides, it schedules the action of the

distributed elements such as capacitor banks or STATCONs. The goal of this supervi-

sory control element is to minimize the loses and voltage deviations, and to maximize

reactive power reserves.

2.3 Types of Cyber-Attacks

In (93), authors have described different types of cyber-attacks depending on the avail-

able resources of the adversary. Resources may include system knowledge, and disclo-

sure and disruption capabilities. For instance, if an adversary does not have knowledge

about the system dynamics, it can still generate an attack like denial of service (DoS)

or a reply attack after recollecting sensors and actuator information. Next, some of the

more common cyber-attacks are summarized, but in this thesis we focus our attention

on false data injection and eavesdropping attacks.

Eavesdropping:

A set of sensor or actuator signals are compromised in such a way the adversary gath-

ers sequences of data from t1 to t2, e.g., the sequence of data Ya = {yt1 , yt1+1, . . .+

yt2}. This attack does not affect the stability or performance of the system but they

provide the information to design more complex and intelligent attacks. Eavesdrop-

ping can be generalized also to the case of intruders that can provide important

information to an adversary, such as password, or system models.

Denial of Service:

The DoS attack prevent the compromised sensor or actuator signals to reach their
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destination, causing an absence of data. For example, ũk is the information received

by the controller at the instant k. Under nominal conditions ũk = uk. Commonly,

when no new information is received, the actuator will keep using the previous control

signal ũk−1. For a DoS attack starting at t1 and finishing at t2 we have that

ũk =

{
ut1−1 k ∈ (t1, t2)
uk otherwise

DoS are similar to packet drops which are trivially detectable; however, that simi-

larity makes them hard to differentiate from typical communication failures.

Reply Attack:

An adversary first gathers data sequences Ya by performing a disclosure attack from

t1 to t2. After recollecting information, the recorded data is replayed during the time

of the attack t3 to t4. For instance, let us define yak to the sensor measure belonging

to Ya at the instant k. Thus, the sensor information that reaches its destination ỹk

is described by

ỹk =

{
yak k ∈ (t1, t2)
yk otherwise

The main advantage of replay attacks is that it can outsmart verification policies

that check wether or not the information received belongs to the safety region i.e.,

yak ∈ S belongs to the safe set of sensor measures S.

False-data Injection:

In this work we focus our attention on false-data injection attacks, where an adversary

can corrupt the information of sensors or actuators, such that ŷk = yk + yak or

ûk = uk + uak. This types of attacks offer a wide number of possibilities to disrupt

a system. For instance, delay attacks ŷk = yk−δ or scaling attacks ŷk = γyk can be

modeled by false-data injection. Also, inducing attacks with an specific frequency

may affect considerably a control system due to its feedback loop. In chapters 5 and

6 we address different types of false-data injection attacks.

Zero-dynamics Attack:

Zero-dynamics attack belongs to the false-data injection type of disruptions. Here,

an attacker is able to exploit some properties of linear systems by having complete

knowledge of the system, detection mechanisms, and controller. The attack policy
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consists on finding an input sequence uak that makes the output yk equal to zero, such

that the residuals rk from the detection mechanisms is zero. The main objective is

to affect the unstable zeros to drive the system to an unsafe state. In other words,

find uak|yak = Cxak = 0, for xak+1 = Axak + Buak the dynamics of the system states xak

affected by the compromised input.

2.4 Anomaly Detection Mechanisms

2.4.1 Bad-data detection

Bad data represents the measurements that have problems or errors. The BDD mech-

anism compares the measured state of the system yk with an estimated ŷk obtained

from a model of the system. Thus, the residual is given by

rk = |yk − ŷk|.

If rk > τ , the residual will be abnormal and an alarm will be triggered. τ is determined

by previous verification without any adversary action. However, large τ will decrease

the number of false alarms, but it also would allow the attacker to design undetected

and significant attacks. On the other hand, an small τ would lead to large number of

false alarms. The estimation ŷk can be obtained by auto-regressive models or by known

the dynamic model of the system.

2.4.2 Physical Watermarking

Physical watermarking consists on the addition of a noise signal zetak to the true

control action u∗k, such that

uk = u∗k + ζk.

In (94), ζk is assumed to be a stationary zero-mean Gaussian independent from the

other noises in the system (e.g., sensor noise), and it is generated by a known Markov

process. After the actuator execute the control action, the effects of this extra signal

should be visible in the sensor measures yk. If an adversary has modified the control

signal, the water mark is not going to be observed at the output. This technique

compromises the performance of the system by including ζk. Hence, the watermark

should be optimally designed. Similarly, authors in (95) proposed and attestation

method to verify anomalies in sensors or control signals.
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2.4.3 Non parametric cumulative sum (CUSUM)

CUSUM is a change detection technique that keeps track of the historical behavior

of the residuals rk by accumulating them over time (96). The CUSUM is defined

recursively as

S0 = 0

Sk+1 = (Sk + rk − α)+. (2.2)

where α is selected in such a way that E[rk − α] < 0 when there is no attack. An

alert is generated whenever Sk > τ , where τ is a predefined threshold parameter that

is related with the number of false alarms. The probability of false alarms decreases

when τ increases.
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Synchronization of Isolated
Microgrids

Microgrids are a fundamental part of the future power networks, which have the ca-

pability to produce and store energy using distributed generation and energy storage

systems. A power network may be formed by several microgrids that may interact be-

tween them. Then, a microgrid sends/receives information to/from other microgrids in

order to take smart decisions through a communication infrastructure. In this context,

we address the problem of synchronization of several isolated microgrids using linear

time-invariant models and the inclusion of energy storage systems. Next, the micro-

grid model, the ESS, and the communication infrastructure for smart grids are briefly

introduced.

3.1 Microgrid Model

3.1.1 Synchronous Generators

Smart grids can be defined as the interaction of several microgrids with a high amount

of communication and control devices. Microgrids are composed by different elements,

such as synchronous generators, renewable resources with storage capabilities, and

loads, where each generator can be synchronous (e.g., hydro turbine, diesel generator)

and connected to a time-varying load. Microgrids can connect or disconnect between

them (or to the utility network) at any time, depending on the needs of the network, or

due to faults or voltage collapses (97). If a microgrid connects to another microgrid or

to the utility network, frequency differences between them may provoke cascade failures
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or even blackouts because of the harmonics and the mechanical stress of the generators

when they are trying to attain frequency synchronization. For this reason, we need to

assure frequency synchronization before microgrids get connected, i.e., when they are

isolated, in order to avoid future problems.

In this work, we consider three different synchronous generators, diesel (d), steam

(s), and hydro (h) power generators, which are commonly used for medium/small

microgrids. However, the results obtained in this work are not limited to these models,

and other linear models may be also considered. Each generator possesses a primary

control, which is a feedback controller with gain Rk, for k = {d, s, h} that depends on

the change in frequency ∆f (the use of ∆ indicates a change on the variable compared

to its steady state). Additionally, generators have a turbine governor that transforms

the input signal Ug (e.g., it can be a digital signal controlling servo motors), which

comes from the secondary controller, into a proper input ∆Pg for the turbine (e.g.,

change in the flow of water or steam). Then, the turbine transforms this change of the

main source into mechanical energy ∆Pm that can generate electrical power1. Next, a

brief description of each generator is introduced.

Diesel Generator: The diesel generator is a combination of a diesel engine with

an electric alternator. The main function is to convert mechanical energy obtained

by the combustion engine into electrical energy. Diesel generators are more efficient

than steam generators because they use a lower amount of fuel. However, they cannot

be constructed in very large sizes (diesel generators usually have a capacity of 2MW

at most) and the fuel costs are high compared to other plants. In the last years, the

use of renewable fuels, e.g., palm oil, biomass, allows the diesel generator to decrease

gas emissions and operating costs, making it a promising choice for “clean” microgrids

(98)(99).

The linear model of a diesel generator is given by the block diagram in Fig. 3.1 (100)(8),

where Tgd > 0 is a time constant describing the transient produced by the diesel engine,

and Ttd > 0 is the time of reaction of the alternator.

Non-reheat Steam Unit: A thermal generator consists of two major parts, the

boiler and the turbine. The high pressured steam generated by the boiler is converted

into rotating energy using blades of the turbine and then it is converted to electrical

1To ease notation, we use ∆Pg and ∆Pm for all the generator models.
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Figure 3.1: Diesel generator linear model.

energy using a generator. The controller varies the amount of steam injected to the

turbine changing the opening of a gate with a servo motor. The reaction time of the

control signal and the servo motor is given by Tgs > 0. On the other hand, the charging

time constant Tts arises as a result of the opening of the control valve using the servo

motor and its response by the steam flow. The steam turbines are smaller than hydro

power plants and the fuel used is cheap. However, pollution produced by large amount

of smoke is a disadvantage.

The block diagram in Fig. 3.2 describes the linear model of the steam non-reheat plant

(8).
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∆f

Figure 3.2: Non-reheat steam unit linear model.

Hydro power plant: Small hydro power plants (SHPP) convert the kinetic en-

ergy of the water into mechanical energy by turbines, and the mechanical energy is then

converted to electrical energy by a synchronous generator. The use of SHPP is impor-

tant because of their low administrative, executive costs, and short construction time

compared to large power plants (101). In addition, it is a clean source that can provide

energy for isolated communities or rural areas. The generation capabilities of an SHPP

is generally up to 10-25 MW, and it is usually used with water flow of a river. Then,

the water, after the power generation, can be used for other purposes (102). The linear

model of the turbine and the governor is described in Fig. 3.3, where the governor can
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be considered as a servo motor that regulates the water flow, with a mechanical time

constant Tgh > 0, a transient droop compensator that reduces the initial response of

the controller with an electrical time constant Tch > 0, and the droop constant h > 0

(8). The turbine time constant Tth is also called the water starting time and its value

varies between 1-4 seconds.
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shTch+1
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-
+

Figure 3.3: Hydraulic unit linear model.

The linear models introduced above describe the behavior of the synchronous gen-

erators used in this work. Next, some properties of energy storage systems connected

to renewable resources are introduced.

3.1.2 Renewable Resources and Energy Storage Systems

Renewable energy sources (RESs) are one of the most important elements in the mi-

crogrid and its inclusion into the power network is crucial. Nevertheless, it is hard to

ensure the adequate dynamic performance during islanded operation for a microgrid

composed of RESs, due to the intrinsic characteristics of these generation systems, i.e.,

RES has an intermittent nature that depends on availability of the source (e.g., wind,

sun), which may cause uncertainties in the capability of supplying energy to the re-

quired loads (103). To overcome these issues, an effective solution lies in the inclusion

of energy storage systems (ESS) (104)(105). Energy storage systems have been of great

interest in the last few years due to the capability of storing and injecting power to the

system improving frequency synchronization and stability of the network (106)(107).

Then, including ESS allows the system to store the energy provided by a renewable

source and inject that power to the system whenever it is needed (108). Additionally,

storing the power produced by a low-cost primary energy source and utilize it at an

appropriate time as a substitute for the expensive power used in a power station, intro-

duces an economical benefit of the ESS. Moreover, storage can help to provide energy
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to loads at peak hours, reducing the power that needs to be installed to satisfy the

future demand, making it possible to use the existing distribution and transmission

facilities for many years to come (109).

There are several types of energy storage technologies, each one with its own properties.

However, we focus on the low-medium voltage applications related to microgrids. Here,

we briefly introduce some of them, and the reader is urged to consult (109, 110, 111)

for further details.

Flywheel storage: A flywheel is a mass rotating about an axis, which can store

energy mechanically in the form of kinetic energy. Energy is required to accelerate the

flywheel so it is rotating. This is usually achieved by an electric motor when being used

in an electrical system. Once it is rotating, it is in effect a mechanical battery that has

a certain amount of energy that can be stored depending on its rotational velocity and

its moment of inertia. It possesses a very high discharge rate, which makes it useful for

fast storage capabilities. Besides, its life of use is very long, approximately of 20 years.

Battery storage: Storage batteries are rechargeable electrochemical systems, that

use chemical reactions to store energy. A battery consists of single or multiple cells,

connected in series or in parallel or both, depending on the desired output voltage and

capacity. The life of a battery is between 3-12 years, which is very low comparing to the

flywheel. However, some batteries are less expensive than a flywheel storage system.

Supercapacitors: They are capacitors with a high capacitance, making it possible

to store a huge amount of energy. Capacitors discharge rate and lifetime are higher

than batteries. However, they are short-term storage devices, e.g., they store energy

during a very limited amount of time.

In this context, it is necessary to design control strategies to control the amount

of energy injected/stored to the network according to the frequency deviation and the

power generated by the turbine (e.g., diesel generator, hydraulic unit) (112), in order

to preserve stability and to attain frequency synchronization. As the injection and ab-

sorption of power is relatively fast in comparison to the synchronous generator response

(113), we omit the dynamic model of the storage devices with its internal control and

DC/AC converters. Then, we assume that power is instantaneously injected/absorbed

to/from the microgrid, such that the dynamical analysis is simplified.
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3.1.3 Communication Infrastructure between Microgrids

One of the most important properties of the smart grids lies in the inclusion of a

communication infrastructure. Multiple sensors are placed all over the network, from

transmission to users, in order to obtain different measurements of the state of the

network (e.g., frequency and phase, fault detection signals) and take smart decisions

over the network. Furthermore, with the high amount of information flow, distributed

and decentralized control methodologies can be developed, allowing to take decisions

based only on local information, improving the processing time and decreasing the

information flow (114).

There exists a wide variety of communication technologies and protocols for smart

grids. The IEC6180 has been widely studied for monitoring and fault detection of

remote terminal units (115) and its communication with the central controller. More-

over, home, local, and wide area networks distribute and manage the information flow

through the power network, including the smart meters measurements, breakers and

fault detection devices, phasorial measurement units, just to name a few. Therefore,

wired or wireless communication technologies emerge as the solution to satisfy the

communication requirements and to handle the data delivered through the system.

Our attention is directed to the wide area networks (WAN), which are able to con-

nect the highly distributed smaller area networks at different locations of the power

system. WAN can be used to manage the sensor measurements from a microgrid and

transmit them to a centralized controller (SCADA system), or to other microgrids.

For instance, measuring devices can be allocated in each microgrid, and proportionate

information about frequency. Moreover, communication between synchro-phasors re-

quires large distance communication architectures (in the order of kilometers) in order

to assure the information flow in the power network. Typically for WANs, wireless

technologies are feasible due to their scalability and capacity of establishing communi-

cation links between nodes without considerable changes in the physical infrastructure,

and their low maintenance costs. Some wireless technologies, such as WiMAX, 3GPP,

RF Mesh, and cellular networks such as 3G, GPRS, LTE have become good choices for

communication of WANs (4).

To design an adequate communication infrastructure for smart grids, specially for

the control of microgrids, it is necessary to take into account some parameters such as
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data rate, coverage range, latency, and packet losses. Wired communication is more

reliable from the point of view of lower packet losses, but some wireless technologies

offer lower time delays and higher data rate as shown in Table 3.1. Optical fiber com-

munication offers data rate up to 10 Gbps which is significantly higher than any other

communication infrastructure with a latency of 10 ms. However, the costs associated to

construction and maintenance are also much higher than wireless networks. Then, one

can note that some reliable ways of transmitting measurements from/to the microgrid

in terms of data rate, coverage range, latency, packet losses and costs are the WiMAX

or LTE technologies. Nevertheless, LTE communication networks are most expensive

than the other wireless infrastructures, and for some isolated areas (e.g., rural areas) it

is not feasible. For example, in (116) the authors illustrate the reliability of WiMAX

with the IEEE 802.16 for transmitting the PMUs signals, and in (117) some studies of

the performance of LTE for smart grids applications have been developed.

Table 3.1: Wireless communication technologies for wide area networks (118) (119)

Technology Data Rate Coverage Range Latency Packet losses

GPRS Up to 170 Kbps 1-10 Km 500 ms 2%
3G 384 Kbps - 2 Mbps 1-10 Km 170-412 ms 0,49%

WiMAX Up to 75 Mbps 10 - 50 Km 9 ms 0,07%
LTE Up to 100 Mbps 10-100 Km 10 ms 0,01%

Based on the aforementioned communication architecture and technologies, we as-

sume that microgrids send the information of the PMUs to some neighbors using wide

area networks with wireless communications (e.g., WiMAX, LTE ). Then, using the

information from its neighbors, each microgrid is able to calculate a control signal to

control the turbine governors input and the injection/absorption of power of the energy

storage systems. Next, the microgrid model is introduced.

3.1.4 Microgrid Model

Consider a group of N isolated microgrids. The ith microgrid is modeled as a group

of N i
g distributed generators, with storage devices and a communication infrastructure

that sends data to other microgrids in order to take smart decisions. Fig. 3.4 illustrates

a microgrid scheme where various generation units are modeled with its corresponding

speed-governor and turbine. All generators’ contributions in the microgrid are added to
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obtain a single machine equivalent that depends on the sum of the inertia and dumping

constants Mj and Dj , and the total load
∑

j PL,j . Different types of power generation

may be present at any microgrid, depending on economical and geographical character-

istics of each zone. Hence, the aim of our work lies in the design of control strategies to

assure synchronization between microgrids when they are islanded, considering the ad-

vantages of communications and also its effects. Then, using the information provided

by some microgrids yδk, at a sampled instant k with a sampling period δ, a microgrid

central controller calculates two control signals: i) the control input of the turbine

governors U iG, and ii) the injected/absorbed power to/from the energy storage systems

(ESS) U iESS . The following sections describe some conditions to assure synchroniza-
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Figure 3.4: Model of the ith microgrid with energy storage capabilities and turbine
secondary control using the sampled information from its neighbors yδk

tion of linear time invariant systems, using some tools of graph theory and stability of

systems. These results are extended for the synchronization of microgrids.

3.2 Synchronization of a Dynamic Network

Consider the multi-agent model for N non-identical agents, where each agent is de-

scribed by the continuous-time LTI dynamics as follows

ẋi(t) = Aixi +Biui

yi(t) = Cixi (3.1)

for i = 1, . . . , N , where each xi ∈ Rn, ui ∈ Rm, and yi ∈ Rm represent respectively the

state, the control input, and the output of the ith agent. Ai ∈ Rn×n, Bi ∈ Rn×m, and

Ci ∈ Rm×n are the state, the input, and the output matrices of each agent.
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We define a graph G = (V,E), where V is the set of vertices or nodes, and E is

the set of edges, that indicates the communication between a pair of nodes i, j. The

leaderless consensus-based control protocol for synchronization is defined according to

(85) as follows

ui = Ki

N∑

j=1

aij(yj − yi), (3.2)

where Ki > 0 is a positive scalar gain and aij is an element of the adjacency matrix

AG, called the outer-coupling matrix.

The dynamic network described in (3.1) is said to achieve synchronization if

lim
t→∞
|yi − yj | = 0,

which is equivalent to the convergence of x = [x1, x2, . . . , xN ]> to the output synchro-

nization manifold

M = {x|y1(x1) = y2(x2) = . . . = yN (xN ).}

Commonly, synchronization of non-identical networks requires that each agent does

not possess unstable modes (86)(85). However, we introduce some less restrictive syn-

chronization criteria where the open loop dynamics of some agents may be unstable

(i.e., Ai ≥ 0, for some i).

First, a consensus analysis is introduced based on (61)(90).

Lemma 3.2.1 For a system of the form

ż = −RLz

where L is a Laplacian matrix and R is a diagonal matrix, there exists a vector v =
α1N , such that RLv = 0. The solution of the system is of the form z(t) = e−RLtz(0).
If R is positive and the eigenvalues of L are also positive with only one zero eigenvalue,
lim
t→∞

z(t) = v. For the sake of clarity, the reader can check reference (90).

The following theorem establishes conditions for synchronization and stability of linear

systems.

Theorem 3.2.1 Synchronization of non-identical agents. Let us consider the
synchronization problem for non-identical nodes where the agent dynamics are de-
scribed by Equation (3.1), with a control protocol described in (3.2). We define K =
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diag{K1, . . .KN}, A = blkdiag{A1, . . . , AN}, B = blkdiag{B1, . . . , BN}, and C =
blkdiag{C1, . . . , CN},. The Laplacian of the communication graph is denoted by LG.
Then, synchronization is achieved if the communication graph is connected, the pair
(A,B) is controllable, and A < B(KLG ⊗ Im)C.

Proof:

Note that Equation (3.2) can be generalized for all i ∈ V, such that

U = (KLG ⊗ Im)y (3.3)

where y = (C1x1, . . . , CNxN ). Hence, the dynamics of the power network are given by

ẋ = Ax−BU (3.4)

As y = Cx and A < B(KLG⊗ Im)C, the system is stable because A−B(KLG⊗ Im)C

is Hurwitz, i.e., its eigenvalues are negative. On the other hand, the solution of the

system is described by

x(t) = e(A−B(KLG⊗Im)C)tx(0)

= eAte−B(KLG⊗Im)Ctx(0)

As the controller is consensus-based, the graph is connected, and A < B(KLG⊗ Im)C,

then the states of the system will tend first to synchronize according to Lemma 4.2.1

due to the term e−B(KLG⊗Im)Ct and then they will converge to the equilibrium state

xeq = 0 because of the term eAt. �

Remark 3.2.1 If some of the rows of B are zero, it means that some states are not
affected by the controller and synchronization of those states is not achieved. However,
if conditions of Theorem 3.2.1 are satisfied, the noncontrolled states still converge to
the equilibrium point xeq = 0.

Note that for the non-identical agents case, the consensus protocol does not need to

follow a leader because xeq is always zero. Then, the synchronization condition depends

on the connectivity of the graph and the gain Ki, such that the unstable modes of the

matrix Ai are compensated. Moreover, as the controller is consensus-based and it

does not depend on the model of the system, it assures that even with changes in the

model, synchronization is achieved. However, increasing connectivity or Ki implies an

increment of ui, which is not feasible for physical applications, where control inputs are

constrained. Next, we introduce some synchronization conditions when control inputs

are saturated using a symmetric saturation nonlinearity.
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3.2.1 Synchronization with Saturation Constraints

In real applications, it is not possible to neglect constraints in the actuator signals.

For instance, velocities, mechanical power, or electrical power injection is limited by

physical constraints in dynamic systems. For these reasons, we assume that the syn-

chronization problem described in (3.1) is controlled with an input signal subjected to

a uniform symmetrical saturation constraint −vi ≤ ui(t) ≤ vi, for vi > 0, for all i ∈ V.

We assume symmetry in order to ease the analysis, and it means that the storage device

can deliver the total amount of power that it stores.

Saturation induces nonlinearities into the dynamical system that provokes lost of

global stability (67). Then, it is necessary to find an admissible set of initial conditions

X0 to assure attraction to the synchronization manifold. Several works have focused

on the analysis of stability under saturation, using hyperbolic functions that emulate

the saturating behavior (65) or adding anti-windup control (66). However, we use a

simple but useful approach based on polytopic models (67) to define the set of attrac-

tion and derive synchronization conditions. The main advantage in this case is that

synchronization conditions can be obtained disappearing the nonlinearities induced by

saturation.

First, we introduce some fundamental definitions adapted from (67) for closed-loop

systems with saturations of the form:

ẋ = Gx+Hsat(Kx) (3.5)

where K ∈ Rm×n, G ∈ Rn×n, H ∈ Rm×n, x ∈ Rn, u = sat(Kx) ∈ Rm, and

sat(Kx) =





v ifKx > v
Kx if |Kx| ≤ v
−v ifKx ≤ −v

We can define some regions of the state space with different properties.

Definition 3.2.1 The region of linearity, RL, is defined as the set of states x ∈ Rn
such that sat(Kx) = Kx, i.e., the region where saturation is never active.

If we can assure that all the trajectories of a system under saturating inputs lie in RL,

we can treat the system as a linear system. However, we want to introduce a more

general region where the nonlinearity produced by saturation may be activated.
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3. SYNCHRONIZATION OF ISOLATED MICROGRIDS

Definition 3.2.2 A region Rs is defined as a region of asymptotic stability (RAS)
for the system in (3.5) if for x(0) ∈ Rs, x(t)→ 0 as t→∞.

The region of linearity is contained into the RAS such that RL ⊂ Rs. Hence, any

trajectory starting in Rs asymptotically converges to the origin.

Definition 3.2.3 A system of the form in (3.5) is GAS if the pair (G,H) is stabilizable
and the eigenvalues of matrix G do not have positive real parts.

In this case we say that Rs is all the state space. However, GAS conditions cannot be

defined for systems with unstable dynamics, and the region Rs needs to be found.

Obtaining the exact set of initial conditions that assure asymptotic convergence is

not an easy task. It is necessary to obtain a good estimate of the RAS using some

approaches based on Lyapunov functions and polytopic models.

3.2.1.1 Polytopic Model

Polytopic linear models (PLM) are suitable for the analysis, modeling, and control of

nonlinear dynamical systems. The PLM structure is introduced in order to describe

nonlinear dynamical systems as a convex combination of linear models, each one of

which describes the system locally. Therefore, stability criteria and control design can

be defined based only on linear conditions.

For saturation nonlinearity, we use a polytopic model illustrated in (67) of the form

sat(Kx) = Γ (α(x))Kx (3.6)

where α(x) = [α(1)(x), . . . , α(m)(x)] and Γ (α(x)) is a diagonal matrix, whose elements

are described by

α(s)(x) =





v(s)
K(s)x

ifK(s)x > v(s)

1 if
∣∣K(s)x

∣∣ ≤ v(s)

− v(s)
K(s)x

ifK(s)x ≤ −v(s)

(3.7)

where K(s) is the sth row of K, for s = 1, . . . ,m. It is easy to verify from (3.7) that if

there is no saturation sat(Kx) = Kx, and sat(Kx) = v if the states saturate. Now, we

need to find a set that is larger than the region of linearity RL and that is contained

in the region of stability Rs. Then, we can define the following polyhedral set for a

constant lower bound 0 ≤ α(s) ≤ α(s)(x) ≤ 1:

S(|K|, vα) = {x ∈ Rm : |K(s)x| ≤ v(s)/α(s)}
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for s = 1, . . . ,m. If α is small, the set S(|K|, vα) is large and it indicates that the

maximum value of Kx is outside the region of linearity.

On the other hand, we need to assure that the system in Equation (3.5) is sta-

ble. Thus, using the Lyapunov stability criteria, we choose the stability domain as an

ellipsoidal Lyapunov level set of the form

E(P, η) = {x : x>Px ≤ 1/η}

for P > 0 and η a suitable positive scalar. As a result, any trajectory starting inside

the ellipsoid converges to the origin. As a consequence, the objective is to find a small

α and a small value of η such that E(P, η) ⊂ S(|K|, vα), and those sets are as close as

possible to Rs. Fig. 3.5 illustrates the different sets for systems with saturation where

α1 > α2.

Rs

S(v, α1)

S(v, α2)

RL

E(P, η)

RL

Figure 3.5: Region of linearity (RL), Lyapunov level set (E(P, η)), region of stability
(Rs), and two polyhedral sets S(|K|, υα1), S(|K|, υα2) for α1 > α2.

Now, we need to represent the matrix Γ(α(x)) as a convex linear combination of

matrices of the form Γq(α), for q = 1, . . . , 2m, such that

Γ(α(x)) =

2m∑

q=1

βq(x)Γq(α)

where
∑2m

q=1 βq(x) = 1. Each Γq(α) is a diagonal matrix whose elements can be either

α(s) or 1, and 2m is the total number of matrices.

Then, for x ∈ S(|K|, vα), ẋ(t) can be determined as the convex linear combination

of the form
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3. SYNCHRONIZATION OF ISOLATED MICROGRIDS

ẋ(t) =

2m∑

q=1

βq(x) (G+HΓq(α(x)))x(t),

and the set S(|K|, vα) corresponds to the maximum set in which the polytopic model

can represent system (3.5).

To find the ellipsoidal set E(P, η) ⊂ S(|K|, vα), the problem becomes an optimiza-

tion problem where we need to find P > 0 and a vector α that satisfies 0 ≤ α(s) ≤ 1

such that

(G+HΓq(α(x)))K)>P + P (G+HΓq(α(x)))K) < 0

for q = 1, . . . , 2m. Besides, to satisfy the condition E(P, η) ⊂ S(|K|, vα), it is necessary

to find the level set η−1 such that

P ≥
α2

(s)K
>
(s)K(s)

ηv2
(s)

or using the Schur’s complement,
[

P α(s)K
>
(s)

α(s)K(s) ηv2
(s)

]
≥ 0

for s = 1, . . . ,m. Then, any trajectory starting inside E(P, η), asymptotically converges

to the origin.

Now, we extend these results for the multi-agent system in order to assure synchro-

nization under saturation constraints.

3.2.1.2 Synchronization with input constraints

The following theorem establish synchronization conditions when the actuator is sub-

jected to physical constraints using the polytopic model previously introduced.

Theorem 3.2.2 Synchronization with saturated input: Consider the system of
N agents with saturation, where the dynamics of each agent are given by

ẋi = Aixi −Bisat


Ki

N∑

j=1

aij(Cixi − Cjxj)


 , (3.8)

with a communication topology described by the graph G = {AG,V,E} and the Laplacian

LG. Assume that the control input is bounded and it is described by ui = sat
(
Ki
∑N

j=1 aij(Cixi − Cjxj)
)
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for vi ≤ ui(t) ≤ vi and vi > 0, where vi = {vi(1), . . . , vi(m)}. The dynamics of the net-
work with saturation are then given by

ẋ = Ax−Bsat ((KLG ⊗ Im)Cx) . (3.9)

If the graph is connected and there exist a symmetric and positive definite matrix P =
blkdiag{P1, . . . , PN}, a vector α = {α1, . . . , αN} with αi = {αi(1), . . . , αi(m)}, for all
i ∈ V, and a vector of size mN with positive scalar values η = {η11m, . . . , ηN1m}
satisfying

(A−BΓq(α)(KLG ⊗ Im)C)> P

+ P (A−BΓq(α)(KLG ⊗ Im)C) < 0

for all q = 1, . . . , 2m, and

[
P α(s) ((KLG ⊗ Im)C)

>
(s)

α(s)((KLG ⊗ Im)C)(s) η(s)v
2
(s)

]
≥ 0, (3.10)

where ((KLG ⊗ Im)C)(s) is the sth row of ((KLG ⊗ Im)C) for s = 1, . . . ,mN , then
the system synchronizes, and the set of admissible initial values Ei(Pi, ηi) is such that
Ei(Pi, ηi) = {xi|xi>Pi>xi ≤ η−1

i }.

Proof:

First, if there exists a positive definite symmetric matrix P and a scalar η, such that

(Ax−Bsat ((KLG ⊗ Im)Cx))>P

+ P (Ax−Bsat ((KLG ⊗ Im)Cx)) < 0 (3.11)

then the region E(P, η) is a RAS region.

Using the polytopic representation, we define

ẋ =
2m∑

q=1

βq(x) (A−BΓq(α)(KLG ⊗ Im)) Cx,

where Γq(α) = blkdiag{Γ1,q(α1), . . . ,ΓN,q(αN )}. Hence, for all x ∈ S(|K|, vα), condi-

tion (3.11) can be verified if

x>
2m∑

q=1

βq(x)
[
(A−BΓq(α)(KLG ⊗ Im)C)>P

+ P (A−BΓq(α)(KLG ⊗ Im)C)] x < 0,
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3. SYNCHRONIZATION OF ISOLATED MICROGRIDS

and as a consequence, it is also verified if

(A−BΓq(α)(KLG ⊗ Im)C)>P

+ P (A−BΓq(α)(KLG ⊗ Im)C) < 0

for all q = 1, . . . , 2m. Finally, condition (3.10) ensures that E(P, η) ⊂ S(|K|, α)

�

We have established some conditions for synchronization when saturation is consid-

ered based on the solution of an LMI. Then, we obtain the set of initial conditions for

each agent such that convergence to the synchronization manifold is assured. However,

we still assume that communication between agents is perfect, i.e., no communication

effects have been considered. In the next section, we assume that each measurement is

sampled with a finite sampling period, and we illustrate the sampling period indepen-

dence of our proposed multi-agent system.

3.2.2 Synchronization with Saturation and Sampling

Communication between agents depends on the structure of the graph and the informa-

tion that each agent has to deliver to its neighbors through a communication channel.

Consequently, communication constraints must be considered, such as sampling, quan-

tization, and channel capabilities.

Now, we will analyze the synchronization problem under sampling and we will

introduce some conditions in order to assure synchronization of non-homogenous LTI

multi-agent systems

3.2.2.1 Inclusion of Data-Measurements

Let us consider the synchronization problem introduced in Section 3.2. In order to ease

the following definitions, we can rewrite the multi-agent synchronization representation

with saturation in Equation (3.8), such that

ẋi(t) = Aixi(t) + sat

(
−BiKi

∑N

j=1
aijCixi(t)

+ BiKi

∑N

j=1
aijyj(xj)

)
.
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Using the polytopic approach, we can find a vector αi, a positive scalar ηi, and a

positive definite matrix Pi for all i ∈ V according to Theorem 3.2.2. Thus, re-

calling that x = [x1, x2, . . . , xN ]>, the vector containing the state vectors of all N

agents, D = diag(d1, d2, . . . , dN ), where di =
∑N

j=1 aij , A = blkdiag{A1, . . . , AN},
B = blkdiag{B1, . . . , BN}, and K = diag{K1, . . . ,KN}, we can split the Laplacian

matrix into D−AG, leading to the dynamics of the network described by

ẋ = Ax−
∑2m

q=1
βq(x)Γq(α)B(KD⊗ Im)Cx

+
∑2m

q=1
βq(x)Γq(α)UN (3.12)

where UN = [uN1
1 , . . . , uNNN ]> = B(KAG ⊗ Im)y is the input that depends on the

information received from the neighbors of each agent i. Until now, we have not changed

the synchronization problem defined in the above section. However, as the information

that each agent receives from its neighbors is spatially distributed, this information

has to be sent through a communication network using sampled-measurements with a

sampling period δ, according to Fig. 3.6.

ZOH Σi
u∗i (t)uNii (k) yi(k)

δ δ

Figure 3.6: Sampled data scheme for a dynamical system Σi, where the input u∗i is a
piecewise control signal.

The discrete-time controller uNii (k) is calculated using discrete-time signals. Then,

this controller signal is retained using a zero order holder (ZOH), such that it is constant

during each sampling period (i.e., it is constant during the interval [δk, δ(k+1)), where

k is the sampling instant and the controller u∗i is a piecewise controller).

Defining

Â = A−
∑2m

q=1
βq(x)Γq(α)B(KD⊗ Im)C,

and

B̂ =
∑2m

q=1
βq(x)Γq(α)B(KAG ⊗ Im),
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the continuous-time representation for a time period r = [kδ, (k+1)δ) can be described

by

ẋ(r) = Âx(r) + B̂U
∗

(3.13)

for U∗ = y∗ the piecewise measurements vector from all agents.

Now, we introduce the following definitions adapted from (120), that will help to

illustrate the stability of the power network independent of sampling-period based on

the concept of passivity for systems with direct input-output links (i.e., output depends

directly on the input).

3.2.2.2 Passivity of Sampled-Data Systems

Let us consider a continuous-time system of the form

ẋc(t) = f(xc(t)) + g(xc(t))uc(t)

yc(t) = h(xc(t), uc(t)) (3.14)

Definition 3.2.4 The system in (3.14) is passive if there exists a storage function
V (xc(t)) > 0, and V (0) = 0 such that

V (xc(t))− V (xc(0)) ≤
∫ t

0

yc(τ)uc(τ)dτ

Definition 3.2.5 For the continuous-time system representation above, assume that
the input depends on sampled-data with a ZOH, such that uc is constant in the inter-
val t ∈ [δk, δ(k + 1)], where δ is the sampling period. Passivity of the sampled-data
representation reduces to passivity of the continuous-time system in each time interval
where u∗c is constant, xc(0) = xc(k), and xc(t) = xc(k + 1), such that

V (xc((k + 1)))− V (xc(k)) ≤
(∫ δ

0

yc(τ)dτ

)
u∗c (3.15)

The state xc(k) corresponds to the state of the discrete-time representation and

xc(k + 1) = eδ(f+u∗c(k)g)xc(k) is the solution for a constant u∗c(k). Then, the term
related to the output yc(t) = h(xc(t), uc(t)) in Equation (3.15) is described by

∫ δ

0

h(xc(τ), uc)dτ =

∫ δ

0

eτ(f+u
∗
c(k)g)h(xc(k), u∗c(k))dτ.

It is evident the fact that the discrete-time output equivalent in the right-hand depends
on the input u∗c(k) at each instant k. Hence, the following definition adapted from (120)
is derived.
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Lemma 3.2.2 Passivity with input/output link: Passivity of the sampled-data
representation is preserved if the continuous-time system possesses a direct input/output
link such that the output depends on the input. Then, If there is not an input/output
link, passivity is lost, and stability criteria cannot be defined using the same storage
function.

In order to define the synchronization and stability conditions for the sampled
representation in (3.13), classical passivity conditions cannot be defined. Then, the
following theorem gives some conditions for synchronization under sampling that can
be extended to systems with saturations.

Theorem 3.2.3 Synchronization under sampling. Let us consider the multi-
agent synchronization model with sampled-data input in Equation (3.13), such that
Â = A −∑2m

q=1 βq(x)Γq(α)B(KD⊗ Im)C, B̂ =
∑2m

q=1 βq(x)Γq(α)B(KAG ⊗ Im), and

U∗ = [y∗1, . . . , y
∗
N ]>. If its continuous-time representation without sampling synchro-

nizes according to Theorem 3.2.2 with an output vector y = ρCx + (1 − ρ)U for
0 ≤ ρ ≤ 1, then synchronization is preserved independently of the sampling period.

Proof:
For the case without sampling, we can say that

Âx + B̂y = Ax−
∑2m

q=1
βq(x)Γq(α)B(KLG ⊗ Im)Cx,

which is the same as the continuous-time case. Note that in Equation (3.13) the input
U∗ and the output y are given by Cx. As a consequence, without loss of generality,
we can rewrite the output as y = Cρx + (1 − ρ)U = Cx. Then, there exists a direct
input/output link such that y depends on U. According to Definition 3.2.2, if there
exists a direct input/output link, passivity is preserved independently of the sampling
period, for which there exist a Pi, an ηi, and an αi such that conditions in Theorem
3.2.2 are satisfied and stability is assured for xi(0) ∈ Ei(ηi, Pi) for all i ∈ V. �

Remark 3.2.2 For the case without saturation, the network synchronizes independent
of the sampling period as long as conditions in Theorem 3.2.1 are satisfied.

Remark 3.2.3 Theorem 3.2.3 indicates that the synchronization problem with satura-
tion is independent of the sampling period. Therefore, we can conclude that even when
each agent transmits its information with different sampling periods and time-varying,
synchronization is achieved. However, convergence is affected by the sampling period.
As sampling is related to the bandwidth and data rate of the communication network,
small sampling periods implies high costs. Hence, the design of a communication in-
frastructure can be seen as a trade-off between convergence time and communication
costs.

We have defined conditions for linear systems depending on the connectivity of the
graph to assure synchronization considering saturations and sampling. Next, we will
extend these results for synchronization of microgrids.
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3.3 Synchronization of Isolated Microgrids

Let us consider a group ofN isolated microgrids. Then, synchronization can be achieved
using the proposed controller with the inclusion of a communication infrastructure rep-
resented by a graph, if conditions in Theorem 3.2.1 are satisfied. Each microgrid is
modeled according to the multi-source model in Fig. 3.4, where frequency information
is measured with a sampling period. Each microgrid sends data through the commu-
nication network, which is collected by a microgrid central controller such that two
control signals are calculated: i) the amount of power absorbed/injected using the
storage system, and ii) the turbine governor control input. Due to physical constraints,
saturation is considered for both control signals. Therefore, we assume that the ESS
sizing is optimally designed based on economical and physical constraints (121). Then,
using the different linear models of synchronous generators, we are able to establish
synchronization conditions to assure convergence, first to a consensus of the frequency
differences (∆f i = ∆f j), and then to the equilibrium ∆f i = 0 for all i, j = 1, . . . , N ,
when unknown changes in loads are present. The decentralized control signals for the
ith microgrid are calculated as follows:

U iESS = −Ki

N∑

j=i

aij
(
∆f i −∆f j

)

U̇ iG = UESS (3.16)

Note that U iESS will tend to zero when all frequencies synchronizes. However, due to the
need of supplying power to loads, U iG needs to be different from zero, and constant at
the equilibrium. Then, it is possible to preserve stability, supply the necessary demand,
and maintain synchronization between microgrids, taking advantage of the simplicity
of the controller.

It is possible to describe the dynamics of the isolated microgrids in a compacted
form, where M,D, Ttd, Tgd, Rd are diagonal matrices with the parameters of each mi-
crogrid. ∆f ,∆Pm,∆Pg, Ug are vectors with the states of each microgrid. Clearly, Ug
converges to the equilibrium when all ∆fi = ∆fj .




∆̇f
˙∆Pm
˙∆Pg
U̇g


 =




−DM−1−M−1KLG M−1 0 0
0 −Ttd−1 Ttd

−1 0

−(TgdRd)
−1 0 −Tgd−1 Tgd

−1

−KLG 0 0 0







∆f
∆Pm
∆Pg
Ug


−




M−1

0
0
0


∆PL

The following simulations illustrate the effectiveness of our results for a power network
formed by six microgrids, where sampling-period independence is illustrated.

3.3.1 Simulation Results

Computer simulations has been carried out using Matlab/Simulink software, in order
to illustrate the effectiveness of our results and the effects of saturation and sampling
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in the synchronization of microgrids. We consider a power network of six isolated
microgrids, where each one is able to exchange information about its states to some
neighbors according to the graph in Fig. 3.7. A microgrid can be a small town or an
isolated rural area with generation capabilities. The communication graph is randomly
generated where the maximum number of connections is 3. Randomness of the graph
represents the uncertainty of wireless communication networks due to environmental
properties. To coordinate the amount of power that needs to be absorbed or injected
by the storage system, and to define the control governor input, microgrids central
controllers take the information from its neighbors and calculate the control signal
according to the consensus strategy in equation (3.16). Besides, at 20s a sudden demand
change of 0.2MW in microgrid 1 is introduced. The simulation parameters are listed
in Table 3.2 according to the typical values presented in (8, 101, 102) , where each
microgrid is modeled with different types of distributed generators according to Section
3.1. The number and type of generators at each microgrid has been selected to illustrate
different combinations of synchronous generators. For example, SHPP usually are able
to provide electricity without needing other generators. However, diesel and steam
turbines can be used simultaneously as co-generation sources, improving performance
and decreasing costs (122).

MG1

MG2 MG3

MG5

MG4

MG6

Figure 3.7: Communication architecture of the six microgrids.

3.3.1.1 Case I: Synchronization without ESS

First, Fig. 3.8 illustrates the dynamics of ∆f i, for all i = 1, . . . , N for the case when
no storage devices are included, i.e, U iESS = 0 for all i. Clearly, conditions in Theorem
3.2.1 are not satisfied, and the mechanical power injection is not enough to counteract
against the fast frequency variations of the generators due to the small damping ratio
and the small inertia of the microgrids. As a consequence, it is not possible to preserve
stability.

3.3.1.2 Case II: Synchronization with ESS and Sampled-measurements

On the other hand, we include ESS into each microgrid. We first assume that the storage
devices are not constrained and they can absorb/inject power without any restriction.
Besides, we consider that sensor measurements are sampled and sent with a sampling
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Table 3.2: Simulation parameters

MG1 MG2 MG3 MG4 MG5 MG6

Tgd(sec) 0,1 0,07 0,08
Ttd(sec) 5 4 4,5
Md(puMW · s/Hz) 0,1 0,1 0,3
Dd(puMW/Hz) 0,12 0,15 0,1
Rd(Hz/puMW ) 0,3 0,2 0,5

Tgs(sec) 0,4 0,2
Tts(sec) 0,3 0,3
Ttr(sec) 0,01 0,01
Ms(puMW · s/Hz) 1 1,1
Ds(puMW/Hz) 2 0,8
Rs(Hz/puMW ) 0,5 0,5

Tgh(sec) 0,5 0,5
Tth(sec) 1,1 1,1
Tch(sec) 0,01 0,01
Mh(puMW · s/Hz) 1 1
Dh(puMW/Hz) 0,8 0,8
Rh(Hz/puMW ) 0,5 0,5
h 2 2

Ld(MW ) 0,02 0,07 0,03 0,04 0,08 0,05
K 5 5,5 6 7 5 4,5

period δi, for i = 1, . . . , N . According to (123), PMU frequency of measurements lies
in the range of 20Hz to 120Hz. Then, we consider that sampling is constant and they
are selected randomly among the interval 0 < δi < 0.05sec. Then, we assume that
sensors are not synchronized. Fig. 3.9 illustrates the effects of synchronization with
sampled measurements when conditions of Theorem 3.2.1 are satisfied with control
inputs calculated using the proposed consensus-based controller. It is clear that agents
first tend to synchronize, and after 18 seconds frequency tends to zero. Note that all
U iG are different from zero and the extra 0.2MW demanded are supplied by generators
in MG 1. However, storage systems only contribute to the preservation of transient
stability but when synchronization is achieved U iESS = 0 for all i. This is coherent with
the short term capacities of storage devices and the impossibility of injecting power
for long periods of time. Moreover, in order to observe the effects of sampling in the
convergence time, Fig. 3.10 illustrates the dynamics of ∆f i and UESS for different
sampling periods.

Note that increasing sampling period affects the convergence time but not the syn-
chronization property, as it is pointed out in Theorem 3.2.3. Then, synchronizability
of the network with the proposed controller is independent of the sampling period.

3.3.1.3 Case III: Inclusion of Physical Constraints

Now we consider the case when saturation is applied to both inputs such that input
values are constrained, i.e., U iESS ≤ U iESS ≤ U iESS and U iG ≤ U iG ≤ U iG. We assume
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Figure 3.8: Synchronization of microgrids under sampling without energy storage sys-
tems.

that all saturation constraints are equal for all microgrids, and the ESS is a battery with
a maximum capacity of 100KW . Fig. 3.11 shows the set of initial conditions E3(P3, η3)
for MG 3 when −UESS = UESS = 0.1MW and −UG = UG = 1MW according to
Theorem 3.2.2.

Then, frequency synchronization is achieved as depicted in Fig. 3.12 as long as the
initial conditions belong to Ei(Pi, ηi) for all i = 1, . . . , N .

We can observe in Fig. 3.12 that saturation increases the convergence time to
synchronization. In addition, batteries need to deliver and to absorb power very fast
due to sampling which may cause a fast degradation of the battery or even these fast
changes could never be executed by the battery due to physical limitations. Then, the
design of the batteries capacities depend on the sampling period and the set of initial
values.

Now, we assume that the demand of MG 1 after 20s is 0.25MW . The sudden change
of the demanded power induces that agents do not remain inside the set Ei(Pi, ηi), and
synchronization is lost as depicted in Fig. 3.13. Here, the necessary injection of power
is not sufficient to decrease the frequency deviation even if the battery is delivering
power to its maximum capacity inducing instability. Clearly, there exists a trade off
between the maximum demanded power and the capacities of generators and storage
devices.

Simulations show the important role of ESS to preserve stability of each microgrid,
and how, with very simple calculations, it is possible to maintain synchronization of
all isolated microgrids, without including a coordinating central entity. However, sev-
eral design parameters need to be chosen depending on the communication capabilities
(which depends on geographical conditions and costs), and the needs of each microgrid.
For instance, the selection of Ki is related to the speed of convergence and physical
constraints such as actuator limitations and ESS capacities. Large Ki increases conver-
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Figure 3.9: Synchronization of microgrids under sampling with ESS and the communi-
cation infrastructure.

gence speed but also increases the injection/absorption of power into the network. We
are able to analyse the set of admissible initial conditions depending on the capabilities
of storage devices. Then, we can establish the requirements of the ESS to maintain
frequency deviation inside some operating points. On the other hand, large sampling
period is cost effective, but increases the convergence time and induces some sudden
changes on the absorbtion/injection of power that can deteriorate the storage devices.
However, our results are not limited to the few generators models introduced in this
work. The improvement of the storage devices and the high penetration of renew-
able resources tend to decrease the number of synchronous generators, augmenting the
role of DC-sources into the microgrid. Therefore, our result can be extended to more
complex models that also include voltage synchronization and coordination of reactive
power.
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Figure 3.10: Synchronization of microgrids for several sampling periods.

Figure 3.11: Initial condition set E3(P3, η3) for microgrid 3 considering constraints in the
storage system and in the mechanical power injected to the governor.
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Figure 3.12: Synchronization of microgrids under sampling and saturation constraints.
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Figure 3.13: Synchronization is not achieved when the demanded power increases, pro-
voking that state trajectories do not remain inside the set Ei(Pi, ηi).
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4

Synchronization of Kuramoto
Oscillators

4.1 Tracking Model of the Kuramoto Oscillator

The Kuramoto equation has been widely used to model the dynamics of N coupled
oscillators (we also call them agents or nodes), that compete between them in order
to force each of its neighbors to align with its natural frequency ωi, for i = 1, . . . , N .
The original model proposed in (20) considers all-to-all coupling, i.e., each agent is
somehow connected with all the others. However, networks of oscillators couplings can
be described by an undirected graph Gp(V,Ep,Ap), leading to the extended Kuramoto
model

Diθ̇i = ωi −
N∑

j=1

aij sin(θi − θj) (4.1)

for all i ∈ V, where Di > 0 is a damping or viscous coefficient that introduces multiple
time-constants, and aij are the elements of the adjacency matrix Ap that describes the
physical interconnection of all the oscillators (124). Hence, the following definitions are
introduced.

• Phase Synchronization: For a solution θ = [θ1, . . . , θN ]>, phase synchroniza-
tion is achieved if all phases θi(t) become identical as t → ∞. However, this
condition holds only when all oscillators are identical or with the inclusion of
certain type of controllers (125). For non-uniform Kuramoto oscillators, we refer
to phase cohesiveness to the case when each pairwise distance |θi(t) − θj(t)|
is bounded by a constant value γ ∈ (0, π], for all {i, j} ∈ Ep. We define
∆(γ) :=

{
θ ∈ TN : |θi − θj | ≤ γ

}
where phase cohesiveness is achieved if there

exists a bounded value γ such that θ(t) ∈ ∆(γ), for all t ≥ 0.

• Frequency Synchronization: Frequency synchronization is achieved when all
frequencies θ̇i(t) converge to a common frequency ωsync ∈ R, which for undirected

interactions is given by ωsync =
∑N
i=1 ωi∑N
i=1Di

.
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4. SYNCHRONIZATION OF KURAMOTO OSCILLATORS

We refer to synchronization of the coupled oscillators when phase cohesiveness and
frequency synchronization are assured.

Previews works have focused on finding conditions to achieve frequency synchro-
nization and phase cohesiveness (also called self-organized synchronization) depending
on the network topology and the natural frequencies of each oscillator. Then, the net-

work of oscillators oscillate to a frequency ωsync =
∑N
i=1 ωi∑N
i=1Di

if the graph is connected

and if |ωi − ωj | ≤ (dpi + dpj ) sin(γ) (124), where dpi corresponds to the degree of node i
(i.e., number of nodes connected to i).
Some applications require that the network of oscillators synchronizes to a desired fre-
quency maintaining phase cohesiveness even when some nodes are not physically
coupled or they are isolated. However, to the authors’ knowledge, it does not exist
any technique that allows a network of Kuramoto oscillators to follow a frequency ref-
erence θ̇r ∈ R, such that ωsync = θ̇r when the physical interaction form a disconnected
topology, and it remains as an open problem (only in (31)(32) frequency tracking is ad-
dressed under physical connectivity conditions, which cannot be assured for all cases).
In this context, we propose a model that includes an input ui that enforces the network
to track a frequency reference. The model is as follows

Diθ̇i = ωi −
N∑

j=1

aij sin(θi − θj) + ui. (4.2)

The input ui can be associated to some extra information that each agent possesses
about the speed of oscillation of its neighbors. For example, imagine that in a group
of flashing fireflies, each individual has the capability to observe the flashing of its
neighbors and additionally they emit some pheromones related to the frequency at
which the flashing is executed (12). However, the flashing of some fireflies cannot be
observed by the rest due to some environmental conditions, but the pheromones can be
detected by some others. Then, the flashing frequency is still synchronized using the
pheromones information. Another example in nature could be given by the individuals
in a flock of birds or a school of fish where each one is following a leader using the ability
of observing the position and speed of its neighbors. However, some of them are blind,
but they have developed a high hearing sensitivity, such that they are able to follow
the sound of the flock. Then, they use the sound information to adjust their speed
and position. Under this input assumption, we propose a consensus-based controller
for synchronization and frequency tracking of the network of Kuramoto oscillators.

4.1.1 Following a Constant Reference

The proposed controller is based on the consensus algorithm that linearly combines the
information of some neighbors according to a communication topology (61). We assume
that each oscillator is able to measure its frequency, and share that information to some
neighbors. The information flow of a network of N oscillators is described by a directed
graph Gc(V,Ec,Bc), with elements bij = 1 if there exists an exchange of information
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4.1 Tracking Model of the Kuramoto Oscillator

between i, j, and bij = 0 otherwise. As the objective is to follow a constant reference,
we include a virtual agent θ̇N+1 = θ̇r with linear phase θN+1 = θ̇rt, where θ̇r is the
constant slope. This agent transmits its information to a subgroup of followers called
subgroup leaders as depicted in Figure 4.1, forcing the network to follow its constant
state (126). Then, the controller of the ith agent is given by,

u̇i = −Ki

N∑

j=1

bij(θ̇i − θ̇j)−Kibi(N+1)(θ̇i − θ̇r), (4.3)

where bi(N+1) = 1 if the ith agent is connected to the virtual agent, and bi(N+1) = 0
otherwise. We define the augmented graph Gc(Υ,Ξc,Bc) to describe the interaction
topology of the N + 1 agents, where Υ = {1, . . . , N + 1} is the node set and Ξc ⊆
Υ × Υ is the edge set. Let Bc ∈ R(N+1)×(N+1) be the adjacency matrix, which is
an augmented representation of Bc, where b(N+1)j = 0 for all j ∈ Υ. Also, let Lc =

[lij ] ∈ R(N+1)×(N+1) be the nonsymmetrical Laplacian matrix associated with Gc, where

lij = −bij , for all i 6= j, and lii =
∑N+1

j=1 bij . The controller matrix form is given by

˙̄u = −KLc
¯̇θ(t) (4.4)

for
¯̇
θ(t) = [θ̇1, . . . , θ̇N , θ̇

r], K = diag(K1, . . . ,KN , 0), and ˙̄u = [u̇1, . . . , u̇N , 0].

θ̇r

θ̇4

θ̇3

θ̇2

θ̇1

Figure 4.1: Example of a communication topology of four nodes with a virtual agent.

Clearly, the virtual agent does not receive information from any neighbor, making
all entries of the last row of Lc to be zero. On the other hand, the graph Gp(Υ,Ξp,Ap)
represents the augmented physical topology, where Ap ∈∈ R(N+1)×(N+1) is the aug-
mented adjacency matrix representation of Ap. Let Lp be the augmented Laplacian
matrix of the form

Lp =

[
Lp 0
0 0

]
.

In this work we show that the existence of a spanning tree in the joint Laplacian
matrix describing both, the physical and the communication topology L = Lc + Lp,
leads to the synchronization condition of the Kuramoto oscillators.
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4. SYNCHRONIZATION OF KURAMOTO OSCILLATORS

4.1.2 Synchronization Conditions

The following theorems give the conditions to achieve frequency synchronization and
phase cohesiveness based on the physical and the communication topologies, and the
selection of the constant Ki for all i ∈ V.

Theorem 4.1.1 Frequency Synchronization: Consider the network of N coupled
oscillators described by (4.2) and (4.3). Assume that the initial phase condition is
θ(0) ∈ ∆(γ), for γ ∈ (0, π/2]. The physical topology is described by the undirected
(directed) and weighted graph Gp(V,Ep,Ap) and the communication topology is de-
scribed by the graph Gc(V,Ec,Bc). The augmented Laplacian representations of each
graph is Lp and Lc, respectively. We assume that D = diag(D1, . . . , DN , 1) and
K = diag(Ki, . . . ,KN , 0), and we define the Laplacian

L = Lp + KLc (4.5)

whose eigenvalues are λ(L) = {λ1, . . . , λN+1}. If λ1 = 0 is the only zero eigenvalue, and
λi > 0 for i = 2, . . . , N + 1, then all frequencies exponentially converge to ωsync = θ̇r.

Proof:
The proof is based on the frequency dynamics that can be obtained by differentiating
the model in Equation (4.2) such that

dDiθ̇i
dt

= −
N+1∑

j=1

aij cos(θi − θj)
(
θ̇i − θ̇j

)
+ u̇i.

Including the controller dynamics in (4.3) with its compact representation in (4.4) yields
to

d

dt
D ˙̄θ = −

(
KLc + L̃p(t)

)
˙̄θ (4.6)

where L̃p(t) is the Laplacian of the time-varying graph described by the connectivity

matrix Ãp(t), whose elements are given by ãij(t) = aij cos(θi(t)− θj(t)), for all i, j ∈ V.
Note that the last row and the last column are zero because the virtual agent does
not affect the physical topology. Then, we define the total Laplacian matrix as L̃(t) =
KLc + L̃p(t). In (127) the authors have shown that a bounded time-varying topology
(i.e., bounded with positive weights) and the existence of a rooted-out branching as a
subgraph is sufficient to assure exponential synchronization of a time-varying consensus
algorithm. A graph contains a rooted out-branching as a subgraph if and only if its
rank is N − 1. In other words, if its Laplacian representation possesses only one zero
eigenvalue. We invoke this result and we take advantage of the similarities between the
frequency dynamics of the Kuramoto model with a time-varying consensus algorithm
to verify exponential synchronization.

First, θ(t) ∈ ∆(γ) for γ ∈ (0, π/2] implies that ãij(t) is bounded for all i, j and for

all t such that 0 ≤ ãij(t) ≤ aij due to the symmetry of the cosine function. Then, L̃(t)
is also bounded when Ki < ∞. Second, in order to verify the existence of a spanning
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tree for L̃(t) for all t, we assume that the smallest Laplacian representation is given for
the case when θi − θj = γ, for all i, j ∈ Υ. γ ∈ (0, π/2] yields to ãij ≥ aij cos(γ), and

−L̃(t) ≤ − (KLc + Lp cos(γ)). As cos(γ) > 0, the existence of a spanning tree can be
be verified only by the eigenvalues of L = KLc + Lp.

As there exists only one zero eigenvalue and λi(L̃(t)) > 0 for all t, and for i =
2, . . . , N+1, then trajectories exponentially converge to the equilibrium of system (4.6),

which is a state vector of the form ˙̄θ
eq

= α1N+1. However, due to the constant dy-

namics of the virtual agent, θ̇N+1(t) = θ̇r, the unique equilibrium is ˙̄θ
eq

=
(
θ̇r, . . . , θ̇r

)
,

leading to frequency tracking of the virtual leader. �

Remark 4.1.1 Note that frequency synchronization depends on the connectivity of the
coupled graphs. Then, if the graph describing the physical interconnection is discon-
nected, the disconnection is compensated by the communication graph. As a conse-
quence, both topologies do not need to be connected, but the resulting graph does.

However, there are restrictions regarding the selection of Ki and ωi that are ad-
dressed in the next theorem.

Theorem 4.1.2 Phase Cohesiveness: Consider the dynamic model in Equations
(4.2) and (4.3), with a physical topology described by an undirected (or directed) and
weighted graph Gp(V,Ep,Ap) with in-degree dpi , and an augmented communication topol-

ogy described by a directed graph Gc(Υ,Ξc,Bc). Let dci =
∑N+1

j=1 bij be the in-degree of

agent i, for all i ∈ V. If there exists a solution θ ∈ ∆(γ), for γ ∈ (0, π/2] and initial
phase angles θ(0) ∈ ∆(γ), then the following condition must hold:

∣∣∣∣
ωi
Di
− ωj
Dj

∣∣∣∣ ≤
N+1∑

k=1

(
min

{
aik
Di

,
ajk
Dj

}
sin(γ)

+min

{
Kibik
Di

,
Kjbjk
Dj

}
γ

)
, (4.7)

for all i, j ∈ Υ.

Proof:
First, integrating the controller dynamics for ui(0), we obtain that

ui = −Ki

∑N+1

j=1
bij(θi − θj) for all i ∈ V. (4.8)

We define ψi,j = θi − θj , and let ψ = [ψ1,2, ψ1,3, . . . , ψN+1,N ] be the vector with all
possible combinations of i, j for j 6= i. We define a non-smooth function V : TN+1 →
[0, π/2] by

V (ψ) = max{ψi,j |ψi,j ∈ ψ}. (4.9)

If θ(0) ∈ ∆(γ), then we need to show that V (ψ) is non-increasing, such that θ(t) ∈ ∆(γ)
for all t. Let us define m as the index of the largest phase angle and l the index of

61



4. SYNCHRONIZATION OF KURAMOTO OSCILLATORS

the smallest as depicted in Figure 4.2. Thus, V (ψ) = ψm,l. Clearly, V is locally
Lipschitz, such that Equation (4.9) is differentiable almost at every point. However,
there are points where the derivative does not exist, which corresponds to the case when
max(θi−θj) is not unique. In order to calculate V̇ (ψ), let H = {{m, l}|V (ψ) = ψm,l} be
the set of indices {m, l} where V̇ (ψ) does not exist. According to (128), the derivative
can be computed as a convex combination of all ψm,l, for m, l ∈ H, as follows

V̇ (ψ) =
∑

{m,l}∈H

σm,l(θ̇m − θ̇l), (4.10)

where σm,l ∈ [0, 1] and
∑
{m,l}∈H σm,l = 1. In order to ease the notation, we consider

that all a(N+1)j and ai(N+1) are equal to zero for all i, j. Replacing (4.2) and (4.8) into
(4.10) we obtain

V̇ (ψ) =
∑

{m,l}∈H
σm,l

[
ωm
Dm
− ωl
Dl
−
N+1∑
k=1

(
amk
Dm

sin(θm − θk)+

alk
Dl

sin(θk − θl) +
Kmbmk
Dm

(θm − θk) +
Klblk
Dl

(θk − θl)
)]

. (4.11)

θm − θl

θm − θk

m
k

l

θk − θl

Figure 4.2: Phase angles illustration.

Using the trigonometric identity sin(x)+sin(y) = 2 sin(x+y
2 ) cos(x−y2 ) for x = θm−θk

and y = θk − θl, the sinusoidal terms in Equation (4.11) can be lower bounded as(
amk
Dm

sin(θm − θk) +
alk
Dl

sin(θk − θl)
)
≥

min

{
amk
Dm

,
alk
Dl

}
2 sin

(
θm − θl

2

)
cos

(
θm + θl

2
− θk

)
(4.12)

Note that cos
(
θm+θl

2 − θk
)
> cos

(
θm−θl

2

)
. Then, the inequality in Equation (4.12) is

lower bounded by min
{
amk
Dm

, alkDl

}
sin(θm− θl). Similarly, the following inequality holds

(
Kmbmk
Dm

(θm − θk) +
Klblk
Dl

(θk − θl)
)
≥

min

{
Kmbmk
Dm

,
Kmblk
Dl

}
(θm − θl)
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Therefore, when θm − θl = γ, V̇ (ψ) is upper bounded as follows

V̇ (ψ) ≤
∑

{m,l}∈H
σm,l

[
ωm
Dm
− ωl
Dl
−
N+1∑
k=1

(
min

{
amk
Dm

,
alk
Dl

}
sin(γ)

+min

{
Kmbmk
Dm

,
Klblk
Dl

}
γ

)]
(4.13)

If the following condition holds for i, j ∈ Υ

∣∣∣∣
ωi
Di
− ωj
Dj

∣∣∣∣ ≤
N+1∑

k=1

(
min

{
aik
Di

,
ajk
Dj

}
sin(γ)

+min

{
Kibik
Di

,
Kjbjk
Dj

}
(γ)

)
,

then V (ψ) is not increasing and phase cohesiveness is maintained for all t. �

Remark 4.1.2 Equation (4.7) illustrates the relation between the natural frequencies
of each Kuramoto oscillator and both topologies. As the magnitude of the differences of
their natural frequencies become larger, it requires a stronger interaction between them
in order to achieve synchronization and maintain phase differences bounded. Clearly,
the selection of a large Ki will help to strengthen the coupling between oscillators but it
will also cause larger values of ui, which in some applications may not be suitable.

Remark 4.1.3 Note that not necessarily all agents may possess a control input. Then,
Ki = 0 for a subset υ ⊂ V such that phase cohesiveness is preserved if conditions in
Theorem 4.1.1 are satisfied and

∣∣∣∣
ωi
Di
− ωj
Dj

∣∣∣∣ ≤
N+1∑

k=1

min

{
aik
Di

,
ajk
Dj

}
sin(γ) (4.14)

for all i, j ∈ υ.

Remark 4.1.4 Recall that θ̇N+1 = θ̇r = ωN+1. Then, phase cohessiveness is assured

if
∣∣∣ ωiDi − θ̇

r
∣∣∣ ≤ dpi

Di
sin(γ) +

Kid
c
i

Di
γ for all i ∈ V. Therefore, the connectivity of both,

the physical and the communication graphs play a fundamental role in order to achieve
frequency references that may not be close to the natural frequencies.

Theorems 4.1.1 and 4.1.2 depend on the structure of both topologies, the selection of
Ki, and the natural frequencies. Then, if we assure that the initial phases belong to
the set ∆(γ), then the set is invariant and all the trajectories will belong to the same
set, such that θ(t) ∈ ∆(γ), for all t.
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4.1.3 Rate of Convergence

We have pointed out in Theorem 4.1.1 that synchronization of Kuramoto oscillators
is related to the consensus algorithm, where we have defined a directed time-varying
Laplacian matrix L̃(t) (see Equation (4.6)), whose eigenvalues dictate convergence to
the equilibrium ωsync = θ̇r. It is well known in the literature that the convergence
rate of consensus problems is governed by the real part of the second eigenvalue of its
graph Laplacian representation also known as the Fiedler eigenvalue (129). Assuming

that |θi − θj | ≤ γ for γ ∈ (0, π/2], then Lp cos(γ) ≤ L̃p(t) ≤ Lp. These bounds
provide some intuitions about the speed rate at which synchronization is reached. Let
Q = (Lp + KLc) and R = (Lp cos(γ) + KLc) be two nonsymmetric matrices. Clearly,
Q − R is a symmetric positive matrix, such that Q ≥ R. As a consequence, it is
possible to bound the convergence rate λ̃2(t) of the directed-coupled Kuramoto model
with the proposed control strategy in Equation (4.6) in terms of the physical and the
communication topology, and the maximum phase difference γ, as follows

λ2(Q)

maxi∈VDi
≥ λ̃2(t) ≥ λ2(R)

maxi∈VDi

Clearly, small phase differences (i.e., small γ) implies fast speed of convergence.
Besides, note that the slower case is when only one of the topologies is considered.
Including the communication topology yields to an increase of the convergence rate in
the network. The speed of convergence can be improved by the adequate placing of the
virtual leader. It is not the aim of this work to address this problem, but the readers
are urged to read (130) for further details on the optimal placing of the virtual leader
that maximizes the convergence rate.

4.2 Kuramoto Oscillator with Communication Constraints

We analyze the extended Kuramoto oscillator dynamics for the case when sampled-
data measurements are present. As we need to include communication limitations, let
θ̇∗j be the frequency data received from the jth neighbor. This information may be
sampled or/and delayed due to communication protocols, and coding and decoding
process. Hence, using the Laplacian matrix properties the term KLc is divided into
KDc −KBc such that

d

dt
D ˙̄θ = −

(
KDc + L̃p(t)

)

︸ ︷︷ ︸
A

˙̄θ + KBc︸ ︷︷ ︸
B

˙̄θ∗ (4.15)

where Bc is the augmented adjacency matrix that describes the communication topol-

ogy with degree matrix Dc = diag(dc1, . . . , d
c
N , 1), and ˙̄θ∗ = {θ̇∗1, . . . , θ̇∗N , θ̇r} is the

vector of data received from all nodes. The output and input of the whole system are

described by y(t) = ˙̄θ, and v(t) = ˙̄θ
∗

respectively, and the state representation can be
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4.2 Kuramoto Oscillator with Communication Constraints

given by

Σ :=

{
d
dtD

˙̄θ = A(t) ˙̄θ +Bv(t)

y(t) = ˙̄θ
(4.16)

We focus our attention on the case with synchronous sampling, where ˙̄θ
∗

is sampled and
retained with a zero order holder, which causes the input of each node to be constant
for t ∈ [kδ, (k+ 1)δ] for a finite sampling period δ <∞. Note that we assume that only
the information received from the neighbors of each agent is sampled, which means that
each one possesses continuous-time (sufficiently fast) information about its own state.
This assumption holds due to the fact that the communication links can be designed
to be much slower than the sensor measurements.

A consequence of assuming sampled information only in the information received
from each agent’s neighbors as pointed out in Equations (4.15) and (4.16) is depicted
in Figure 4.3. Clearly, there exists a positive unitary feedback that makes the output
yδ = v(t). The positive unitary feedback can be also observed as a direct input/output
link such that the output depends on the input. In (71), the authors have shown that
the existence of a direct input/output link improves the stability of systems under dis-
cretization, and for several cases, the stability condition is independent of the sampling
period. We exploit this property to derive the sampling-period independence for the
controlled Kuramoto oscillators.

d
dt

D¯̇θ = A(t)¯̇θ +Bυ(t) yυ(t) = θ̇∗

y(t) = θ̇(t)

δ

yδ

ZOH

Network

Figure 4.3: Feedback representation of the consensus dynamics with sampled information
and a zero-order holder (ZOH).

Due to the sampler and the zero-order holder, the discretized dynamic system for
the kth instant becomes

˙̄θ(k + 1) = Φ̄(k) ˙̄θ(k) + Γ̄uδ(k)

y(k) = ˙̄θ(k) (4.17)

for k ∈ Z+, where û(k) = ˙̄θ(k), and Φ̄(k) ∈ R(N+1)×(N+1) and Γ̄ ∈ R(N+1)×(N+1)

are transformation matrices to map from the continuous time-varying linear model in
(4.16) to its discrete-time representation.
Obtaining an accurate approach for the model described in (4.17) is not straightforward
because of the time-varying term. As a consequence, deriving stability and synchro-
nization conditions is not an easy task. However, it is possible to simplify the analysis
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decoupling the physical topology and the communication topology due to the fact that

L̃p(t) > 0 for all t as long as θ(t) ∈ ∆(γ), such that −
(
KDc + L̃p(t)

)
≤ −KDc. Then,

analyzing the effects of sampling in the stability of the network without the physical in-
teraction is sufficient to determine the stability of the coupled network. In other words,
we exclude the nonlinear behavior of the Kuramoto model and focus our attention on
the simplified model described by

d

dt
D ˙̄θ = −KDc

˙̄θ + KBc
˙̄θ
∗
. (4.18)

4.2.1 Consensus Under Sampling

Equation (4.18) is equivalent to the classical consensus algorithm with a constant leader
studied in (126) when K = IN+1. Therefore, the following results can be applied to
prove sampling independence when only the information from neighbors is sampled (73).
Consensus under sampling has been studied in (61)(131), where sampled measurements
are present not only in the transmitted information, but also in each agent’s own
information. The discretized dynamics of a consensus algorithm of the form ẋ = −Lx
with a sampling period δ is given by

x(k + 1) = (I − δL) x(k) (4.19)

where δ ≤ 1
χ for χ = maxi di. Therefore, the sampling period is limited by the maxi-

mum connectivity of the graph. If the graph is highly connected, the sampling period
has to be small enough to assure that all the eigenvalues of I − δL remain inside the
unitary circle (61), which is an undesired condition for large-scale networks.

In order to ease the foregoing analysis and notation, we define x(k) = ˙̄θ(k) and
κi = KiD

−1
i where κ = KD−1. We recall that Ki = 0 for all i in a subset υ ⊂ V, and

we define Vc = V\υ as the set of agents with control capabilities. Thus, the discretized
consensus equation is described by

x(k + 1) = Φx(k) + Γûδ(k)

y(k) = x(k) (4.20)

for k ∈ Z+, where Φ = e−κDcδ and Γ =
∫ δ

0 e
−κDcτdτκBc. Then, each agent state is

updated according to

xi(k + 1) = e−d
c
i δxi(k) + 1

κid
c
i

N+1∑
j=1

bijκi
(

1− e−κid
c
i δ
)
xj(k), for i ∈ Vc

xi(k) = xi(0) for i ∈ υ
(4.21)

Due to the fact that Vc ⊂ V and some states remain constant according to Equation
(4.21), it is not possible to reach a consensus state. However, we focus our attention on
deriving stability conditions independently of the sampling period, which is sufficient
to proof synchronizability of the whole network, i.e., including the physical topology.
To do so, first we show that Φ + Γ is a Perron matrix, as follows.
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4.2 Kuramoto Oscillator with Communication Constraints

Lemma 4.2.1 The discretized system representation with distributed sampled measure-
ments in (4.21) corresponds to a stochastic (doubly stochastic) Perron matrix P =
Φ + Γ = I −Dc

−1Ld, where Ld is a Laplacian matrix.

Proof:
According to Equation (4.21), Pmm = 1 and Pmj = 0 for m ∈ υ corresponding to
the dynamics of the static agents. Then, we focus our attention on the individual
dynamics of each agent i ∈ Vc. Arranging the elements in a matrix form, we have
that the diagonal elements Pii = e−κid

c
i δ, and the elements Pij =

bij
di

(
1− e−κidci δ

)
.

Note that
∑N+1

j=1
bij
dci

(
1− e−κidci δ

)
= 1 − e−κidci δ = 1 − Pii. Let Ld be the Laplacian

matrix whose elements are of the form lii =
∑N+1

j=1 bij
(
1− e−κidci δ

)
= dci

(
1− e−κidci δ

)

and lij = −bij
(
1− e−κidci δ

)
. Then, it is easy to verify that I − P = D−1Ld, and the

elements of Ld corresponding to the row m ∈ υ are zero. �
Now, using the Nyquist stability criteria it is possible to prove the sampling inde-

pendence of the network.

Theorem 4.2.1 Sampling independence: Consider the discretized consensus prob-
lem in (4.21) for N agents with sampling period δ. We assume that p(z) is the charac-
teristic equation of the z-transform of the discretized system. If all zeros of p(z) have
modulus less than unity except by one single zero in z = 0, then agents of the simplified
model asymptotically converge to a stable set independent of the sampling period. Be-
sides, if θ(0) ∈ ∆(γ), and conditions in theorem 4.1.1 are satisfied, the whole network
including the physical and communication topologies achieves the reference state θ̇r.

Proof:

The z-transform of the the discrete-time representation in Equation (4.20) leads to

zX(z) +X(0) = ΦX(z) + ΓY (z).

As the system possesses a positive unitary feedback, Y (z) = X(z), we can define the
characteristic equation of the system i.e., p(z) = det(zI−Φ−Γ). According to Lemma
4.2.1, we can rewrite the characteristic equation p(z) = det((z − 1)I + Dc

−1Ld). For
z = 1, p(1) = det

(
Dc
−1Ld

)
= 0 due to the fact that Ld is a singular matrix. As a

consequence, the system possesses one zero in z = 1, such that p(z) = det(z − 1)f(z),

where f(z) = det
(
I + Dc

−1Ld
z−1

)
.

According to the general Nyquist stability criterion, the zeros of f(z) have modulus

less than unity if the eigenvalues of Dc
−1Ld
z−1 do not enclose the point (−1, j0), for z = ejw,

and w ∈ [−π, π]. Note that w = 0 corresponds to z = 1, such that p(1) = 0. Then, we
can exclude w = 0 for the rest of the analysis of f(z). We recall the Greshgorin’s disk
theorem, that establishes that all the eigenvalues of a complete N +1×N +1 matrix R
with elements rij , lies at least within one of the Gershgorin disk Ci, for i = 1, . . . , N+1

(132). The center of the ith disk corresponds to |rii| and the radius is
∑N+1

j=1,j 6=i |rij |.
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According to this, λ
(
Dc
−1Ld
z−1

)
∈ ⋃i∈Vc Ci, for all w ∈ [−π, π] \ 0, where,

Ci =ξ : ξ ∈ C,

∣∣∣∣∣ξ − 1− e−dci δ
ejw − 1

∣∣∣∣∣ ≤∑N+1

l=1

∣∣∣∣∣∣
bij
(

1− e−dci δ
)

di(ejw − 1)

∣∣∣∣∣∣
 .

The eigenvalues λ
(
Dc
−1Ld
z−1

)
do not enclose the point (−1, j0) for all w ∈ [−π, π] \ 0

as long as the point (−a, j0) with a ≥ 1 is not in the disc Ci, for i = 1, . . . , N , i.e.,
only the points outside the Gershgorin disks can enclose (−1, j0). Hence, we verify the
following inequality ∣∣∣∣−a+ j0− 1− e−dci δ

ejw − 1

∣∣∣∣ >
∣∣1− e−dci δ

∣∣
|ejw − 1| ,

which leads to ∣∣−a(ejw − 1)− 1− e−dci δ
∣∣

|ejw − 1| >

∣∣1− e−dci δ
∣∣

|ejw − 1| .

As ejw = cos(w) + j sin(w), the inequality reduces to,

(−a cos(w) + a− 1+ e−κid
c
i δ
)2

+ (a sin(w))2 −
(

1− e−κidci δ
)2

> 0,

for all w ∈ [−π, π]. Simplifying, we obtain

a(1− cos(w))(a+ e−κid
c
i δ − 1) > 0.

The term (1 − cos(w)) > 0 for ω ∈ [−π, π] \ 0 and, independent of δ, the term (a +
e−κid

c
i δ− 1) is positive as long as a > 0. This proves that only the elements outside the

disks can enclose (−1, j0), and the zeros f(z) have modulus less than unity.
For the row elements corresponding to the constant states, we have that

Cm =

{
ξ : ξ ∈ C,

∣∣∣∣ξ −
1

ejw − 1

∣∣∣∣ ≤ 0

}
,

for m ∈ υ. If any (−a, j0), for a ≥ 0 lies outside Cm, then no eigenvalue encircles the
point (−1, j0). Under these considerations, we obtain a(cos(w)−1)+a2(1−cos(w))+1

2 >
0, which is always true for a ≥ 1. As a consequence, asymptotic stability is assured for
the simplified model. Under the assumption that θ(t) ∈ ∆(γ) for all t, L̃p ≥ 0, Theorem
4.1.1 are satisfied, the equilibrium of Equation (4.16) is asymptotically reached and it

is given by ˙̄θ∞ = θ̇r1N . �

Remark 4.2.1 The stability condition of the discrete time consensus in (4.19) depends
on δ, which has to ensure that I − δL is stable. This is satisfied when δ ≤ 1

maxi di
.

However, in our case, the stability of I −Dc
−1Ld depends on Dc

−1. Note that Dc
−1Ld

is a normalized matrix with entries less than one. As a consequence, the discretized
form with sampling δ is always stable independently of the sampling period δ.
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4.2 Kuramoto Oscillator with Communication Constraints

We have shown the sampling period independence for the simplified model, which
directly applies for small phase differences and for the classical consensus algorithm.
However, our analysis is based on the consensus-like representation of the Kuramoto
model (according to Equation (4.6)) and a simplification of its discretized form, which
give us information about the frequency synchronization but not about the phase co-
hesiveness. Clearly, these synchronization conditions must hold for |θi − θj | ≤ γ for all
i, j ∈ Υ but they are affected by large sampling periods. For instance, we know that for
the system in (4.16) its input v(t) is constant when t ∈ [kδ, (k+ 1)δ). As A(t) is stable,
frequency trajectories of each agent will tend to follow the vector of constant references
v(kδ) at each instant k until v(∞) = θ̇r. Depending on the connectivity of each agent,
each piecewise input causes that some nodes go faster (slower) than others, increasing
the phase differences during time. As a consequence, we need to find the number of
steps k∗ at which synchronization is reached, and define a set of initial conditions such
that phase cohesiveness is always maintained for k∗ iterations, i.e., the phase differences
remain bounded during a finite number of iterations.

We can define P̄ (k) = Φ̄(k) + Γ̄, where Φ̄(k) and Γ̄ correspond to the discretization
matrices in (4.17). P̄ (k) is a Perron matrix because it is a discrete-time representation
of a Laplacian matrix. Then, we can rewrite the discrete-time system

x(k + 1) = P̄ (k)x(k).

Now we are able to introduce the following result that bounds the time of convergence
of the whole network and allows us to define conditions for phase cohesiveness.

Theorem 4.2.2 Time of convergence: Let us consider the discrete-time model
given by Equation (4.17), which can be described by a Perron matrix P̄ (k). If con-
ditions in Theorems 4.1.1 and 4.1.2 are satisfied, then, there exists an instant k∗ such
that for m,n > k∗, ‖x(m) − x(n)‖ < ε. Besides, phase cohesiveness is assured if
|θ̇i(0)− θ̇j(0)| ≤ γ/k∗δ is satisfied for all i, j ∈ Υ.

Proof:
Recalling Theorem 4.1.2, we have that V̇ (ψ) < 0 if Equation (4.7) holds. Replacing
θk in Equation (4.11) by its sampled form in terms of frequency we have that θm − θ̇∗kt
and θ̇∗kt − θl must be bounded by γ for all t. If these bounds are satisfied phase
cohesiveness is maintained. In order to derive a condition for phase cohesiveness, we
can find the set of initial frequencies θ̇(0) and a time instant k∗ such that after k∗ steps,
|θ̇i(0)− θ̇j(0)|k∗δ < γ, which implies |θ̇i(t)− θ̇j(t)|t < γ for all t.
First, k∗ can be approximated as follows. According to Section 4.1.3, the time-varying
Laplacian L̃(t) is bounded by Q = Lp + KLc and R = Lp cos(γ) + KLc. Hence, the
discrete-time transformation is also bounded by

P̄Q ≤ P̄ ≤ P̄R
where P̄Q and P̄R are Perron matrices obtained from the discretization using −Q and
−R respectively. As we want to find the maximum number of steps to reach synchro-
nization, we focus our attention on P̄Q. Let S be the matrix formed by the eigenvectors
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of P̄Q and Λ be the diagonal matrix of eigenvalues. Then, using the diagonalization
transformation we can rewrite the dscrete-time system as x(k + 1) = SΛS−1x(k).
Solving the differences equation we obtain

x(k + 1) = P̄ kQx(0) = SRkS−1x(0)

As P̄Q is a Perron matrix and −Q ≤ 0 with only one zero eigenvalue, its eigenvalues
µi(P̄Q) are inside the unitary disk, such that the sequence is a Cauchy sequence, and
for m,n > k∗

‖x(m)− x(n)‖ = ‖S(Λm − Λn)S−1x(0)‖ < ε.

Λ = diag(µ1, . . . , µN+1) correspond to the eigenvalue matrix, which yields to conver-
gence when the elements of Λk

∗
tend to zero, except the eigenvalue equal to 1. We

define µ1 = 1 > |µ2| > . . . > |µN+1| the ordered eigenvalues of P̄Q and |µ̂| the largest
eigenvalue different from 1. The convergence state is reached after k∗ iterations and is
given by

k∗ = {k : max
∣∣∣µki
∣∣∣

i∈Υ

≤ ε}.

It is easy to verify that |µki | = |µ|k, which leads to

k∗ ≤ ln(ε)/ ln(max |µi|) = ln(ε)/ ln |µ̂|

With k∗, it is possible to find an upper bound for θ̇(0), such that |θ̇i(0)− θ̇j(0)| ≤ γ/k∗δ
for all i ∈ Υ. �

This is a conservative bound that ensures phase cohesiveness of the Kuramoto
oscillators under sampling.

Remark 4.2.2 Note that for j = N + 1, the aforementioned condition is given by
|θ̇i(0)− θ̇r| ≤ γ/k∗δ. As a consequence, large sampling periods limits the maximum ref-
erence speed that the oscillators can track. Moreover, even when the system has reached
synchronization, changes on the parameters (e.g., natural frequencies or topology) may
cause frequency deviations. If conditions in Theorem 4.2.2 are not satisfied for a given
sampling period and frequency deviations, achieving synchronization cannot be assured.

4.3 Applications

In order to verify the viability of the proposed Kuramoto strategy with the consensus-
based controller, two problems are addressed: i) coordination and formation of UAVs
that can be used in several real applications for surveillance and attacks coordination;
and ii) load frequency control of the power network with isolated areas. In both cases,
two topologies co-exist, (i.e., the physical and the communication topology), and we
show how they interact even with communication constraints.
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4.3.1 Vehicle Coordination and Formation

We consider a continuous-time kinematic model of N identical particles that move in
a plane at a speed (74) described by

ṙi = ejθi(t)

θ̇i(t) = vi(t). (4.22)

The vector ri ∈ C denotes the position of particle i, and θi ∈ S1 the orientation of the
velocity vector ejθi = cos(θi(t))+j sin(θi(t)). Usually, the controller vi(t) is composed by

vspaci (r,θ) + valigni , which dictates the formation structure, and the relative orientation
with respect to the other particles. To simplify the analysis, we assume that vspaci = 0,
and vi = valign = θ̇i, which is given by the Kuramoto oscillator model in Equation
(4.2), for Di = 1. The motion dynamics are then given by

ṙi = ejθi(t)

θ̇i(t) = ωi −
N∑

j=1

aij sin(θi − θj) + ui

u̇i = −Ki

N∑

j=1

bij(θ̇i − θ̇j) + bi(N+1)(θ̇i − θ̇r) (4.23)

Let us consider 6 UAVs that need to follow a circular pattern in order to patrol a specific
area. Some of them use GPS information or proximity sensors to determine its coupled
position with respect to other vehicles as depicted in Figure 4.4. Due to environmental
limitations (e.g., clouds or mist) or large distances, some agents possess communication
capabilities and they are able to send velocity information to some further neighbors
according to a communication topology. A subgroup of these agents receive information
of the virtual leader (e.g., a central coordination facility) that dictates the reference
speed. In our case of study, the sampling rate is fast, i.e., 0.05s, such that frequency
conditions introduced in Theorem 4.2.2 can be neglected. Natural frequencies ωi ∈
[1.5, 3], the control strength Ki = 3, and aij = 1 are selected such that conditions in
Theorems 4.1.1 and 4.1.2 are satisfied. All vehicles aim to synchronize their speeds
according to the reference θ̇r, maintaining a particular formation (i.e., their relative
positions with respect to their patrolling circumference must be similar). Figure 4.5
depicts the motion of the vehicles when θ̇r = 0.5 rad/s (left) and θ̇r = −0.5 rad/s (right).
Note that even when a change of direction is required, agents are able to continue
following their patrolling areas and maintaining their formation. Figures 4.6 and 4.7
show the speed of all vehicles for a time-varying speed reference and their corresponding
x− y plane position. Synchronization is achieved by following the reference with small
phase differences. However, this is possible because the sampling period is small. For
the case with larger δ, sudden changes on the desired speed are constrained by Theorem
4.2.2. For instance, after 150s, we can say that θ̇i(150) = 1.5 corresponds to the initial
condition, and for a given δ, |θ̇i(150)− θ̇r| = 2 ≤ γ/k∗δ needs to be satisfied. When δ
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UAV1

UAV2

UAV3

UAV5

UAV4

UAV6

Figure 4.4: Physical and communication topology for 6 agents where the reference state
is transmitted from a central coordination facility. Solid lines represent the directed non-
linear coupling (sensor information) and the dashed lines correspond to the communication
topology.

increases, the inequality does not hold and the phase cohesiveness condition is violated.

It is worth to mention that even though only one agent receives the reference in-
formation, the effect of this information is propagated through the nonlinear coupling
and the communication topology.

4.3.2 Application to Smart Grids

The power network is a large-scale network of multiple non-homogeneous nodes. The
complexity of a power network lies in the nonlinear coupled dynamics that emerge when
nodes exchange power. Then, a wide variety of control problems arise, where the main
goal is to maintain the frequency and voltage of the network as close as possible to some
desired references. We can model the power network as a set of power generators, DC-
sources with inverters and loads, using the similarities between the Kuramoto model
and the power network swing equations (9)(78). The power AC network is described
by the purely inductive admittance matrix Y ∈ jRN×N , the nodal voltage magnitude
Ei > 0, and the nodal voltage phase θi ∈ S1. The voltage magnitude is assumed to
be constant, such that aij = |Ei||Ej ||Yij | is the maximum real power transfer between
nodes i and j. Nodes can be considered as DC sources connected to a DC/AC inverter
or frequency dependent loads (81)(72). However, our result can be easily implemented
for other types of nodes such as synchronous generators and constant loads. For each
node, there is a nominal power Pi > 0 for DC sources, and Pi < 0 for loads. Then, the
dynamics of each node are given by

Diθ̇i = Pi −
∑N

j=1
aij sin(θi − θj) + ui. (4.24)
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Figure 4.5: Spatial position of 6 agents with the proposed controller. The arrows depict
the orientation, and the dashed curves show the long-term position dynamics.

Clearly, the swing equations are equivalent to the Kuramoto model in (4.1). The input
ui can be considered as a change in the nominal power of DC sources, or the injec-
tion/absorption of power driven by a storage device placed close to a load. In both
cases, we can show that using the proposed consensus-based controller, the desired
frequency 60 Hz can be achieved by all nodes, even if some of them are physically
disconnected. Disconnected nodes are common in rural areas where microgrids (small
groups of generators and loads) prefer to be isolated and, only under specific circum-
stances, they can connect to other microgrids or to the main grid. In order to illustrate
the performance of the proposed control methodology, the IEEE 30 bus system depicted
in Figure 4.8 is studied. The system possesses 6 synchronous generators and 21 loads,
where the generation of the network is 290.1 MW and the frequency is 60 Hz. More-
over, we assume that distributed generation (DG) has been optimally placed based on
the results presented in (133), considering DC-sources with inverters and a maximum
capacity of 4 MW. DG sources are placed in nodes 14, 15, 16, 17, 18, 19, 21, 24, 26, 29, 30
and they have equal constant D = 0.3MWs. We assume that area 1 is isolated from
the rest of the network. In our first case scenario, one of the loads of area 1 changes
after 20 seconds. We compare the case with and without the consensus-based controller
as depicted in Figure 4.9. Without an appropriate control, area 1 synchronizes to a
different frequency than areas 2 and 3, causing an increase in the phase differences.
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Figure 4.6: Dynamics of the 6 agent system with the consensus-based controller. Phase
differences (top) and speed (bottom) for different frequency references (dashed line).

After 35 seconds area 1 is reconnected provoking a large fluctuation in the frequency of
the system, which is greater than the operational limits, yielding to emergency actions,
e.g., disconnection of generators or load shedding. On the other hand, including the
secondary control allows to keep frequency synchronized even with isolated areas due
to the exchange of information. As a consequence phase differences remain bounded
even with load variations or topology changes. When we take into account the effects
of the sampled information, it is necessary to assure the conditions in Theorem 4.2.2 to
maintain phase cohesiveness. Table 4.1 illustrates the number of steps k∗, the largest
eigenvalue of the discrete-time representation µ̄, and the maximum frequency differ-
ences ψ̇max for different sampling periods. Increasing the sampling period restrict the
maximum initial frequency differences between nodes to maintain phase cohesiveness.
As a consequence, the capacity to react to an event (e.g., a change of load that provokes
frequency deviation) depends on the speed at which the information is transmitted.

Figure 4.10 depicts the effects of increasing the sampling period. Note that δ = 7s
causes a phase difference larger than γ = π/2 due to an inadequate selection of the
initial frequency.

Now, we want to verify the effects of having only a subset of generators regulating
frequency, i.e., the set of agents i ∈ υc such that Ki 6= 0. Increasing the number
of generators with control capacities causes a small convergence time. Besides, the
maximum effort or power injected/absorbed by each controlled generator decreases,
leading to lower generation or storage capacities. Therefore, there exists a trade-off
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Figure 4.7: x-y position of the 6 agents. Each 50 seconds there is a change on the
reference speed.

between the number of controlled nodes and the maximum capacity of each one of
them, which is an important design parameter. Figure 4.11 depicts the frequency
dynamics and the control input for the IEEE 30 bus system with one isolated area for
different number of controlled generators.

Table 4.1: Synchronization conditions for different sampling periods.

δ k∗ µ̄ ψ̇max

0.1 156 0.975 0.1

0.5 48 0.892 0.065

1 29 0.82 0.054

3 18 0.701 0.029

7 16 0.669 0.014
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AREA 1

AREA 2 AREA 3

Figure 4.8: IEEE 30 bus system with eleven distributed generators based on the results
in (133).
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Figure 4.11: Frequency and control input for the IEEE 30 bus system where area 1 is
isolated. The consensus-based control is utilized for different number of controlled nodes.

The design of the communication topology, the physical topology, and the number
of controlled nodes can increase µ̄, which allows the network to control larger frequency
deviations even with low data transmission speed. Therefore, there exist a trade-off
between costs and performance.
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Figure 4.9: Phase differences and frequency for the IEEE 30 bus system where area 1
is isolated without secondary control (left) and with consensus-based controller (right). A
change in one of the loads of area 1 occurs after 20 seconds and bus 4 is connected to bus
12 after 35 seconds.

4.4 Privacy Mechanisms for Microgrid Synchronization

Transmitting information through communication links make networked control sys-
tems vulnerable to cyber-attacks. A third party (e.g., hacker or an enemy energy
generation company) may gain access to sensitive information from some neighbors, in
order to design strategies that affect the system. In this concern, increasing privacy is
necessary in order to minimize the possibility of attackers to get valuable information.

4.4.1 Examples of Sensitive Information

The most typical example of privacy violations is illustrated in Figure 4.12, where get-
ting access to the power consumption of a house, gives information about the behavior
of the energy consumers. It is possible to know what electric device they are using,
which can be used by thieves to know when a house is empty.

Another example of sensitive consumption information is related to military micro-
grids. Military microgrids posses renewable resources designed to be able to supply
its energy demand using its own power sources, but with the incentive of connecting
to other microgrids or to the main grid in order to sell/buy electricity in overproduc-
tion/overdemand cases. In order to maintain frequency synchronization, the military
microgrid sends information to other microgrids (or the main grid), as illustrated in
the previous sections. A man in the middle (e.g., a terrorist) could get access to the
frequency information transmitted and identify important events in the microgrid, due
to the direct relationship between the active power and the frequency. Therefore, they
could identify the better time to generate a terrorist attack.
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Figure 4.10: Phase differences and frequency for the IEEE 30 bus system where area 1
is isolated and with the consensus-based control for different sampling periods.

4.4.2 Increasing Privacy

Using the results on sampling independence for isolated microgrids in Chapter 3 and
similarly using the conditions for synchronization under sampling in Section 4.2 we
propose two privacy mechanisms: 1) large sampling intervals in order to minimize
the amount of information sent; and 2) discretionary sampling, where the operator
of the microgrid can stop sending information whenever an event it does not want to
disclose is happening in the microgrid. Convergence of our algorithm is guaranteed
because of sampling independence. Note that discretionary sampling corresponds to
asynchronous sampling. (We refer to an event, to any change in the load profile due to
any specific activity in the microgrid.)

In the discretionary sampling case we need to be careful about the inferences that an
attacker can make: if a sensitive event is happening in the microgird and the operator
stops sending frequency updates, the absence of this information being sent can lead an
attacker to infer the operator is trying to maintain the secrecy of an event. Therefore,
instead of not sending updates during the event, we propose that the operator should
lie by sending either: a) delayed data (data from before the sensitive event started),
or b) repeatedly send the last sampling interval truthfully sent during the duration of
the sensitive event. In the first case, convergence of our algorithm is guaranteed even
in the case of delays. In the second case, because our main results assume a zero-order
hold, lying by sending θ̇t−k at times θ̇t−k+1, . . . θ̇t has the same effect as sampling only
˙̇θt−k and not sending anything at times θ̇t−k+1, . . . θ̇t

4.4.3 Case of study: Two Isolated microgrids

Let us consider a case study with two isolated microgrids (Figure 4.13). The first
microgrid is formed by a small voltage synchronous generator (e.g., a small hydro

78



4.4 Privacy Mechanisms for Microgrid Synchronization

Figure 4.12: Electricity consumption profile of a house. It is possible to identify what
type of devices are being used by analysing the consumption. Adapted from (134).

DG1

DG2

DG3

DG4

L1 L2

Switch

MG1 MG2

Figure 4.13: Two isolated microgrids model. Solid lines represents physical connections.
Dashed lines correspond to the information flow through the communication infrastructure.

power plant) and a DC-source with inverters that share a common load. The second
microgrid contains two DC-sources that supply a common load. The parameters D =
[0.5, 1, 1.5, 1]MW · s are arbitrarily selected. The small hydro power plant inertia is
M = 0.8MW · s2. Both microgrids synchronize using the consensus-based secondary
controller when variations in the load are present only in microgrid 1. The load changes
are established according to a demand profile illustrated in Figure 4.14. We call an
“event” each change on the loads that provokes sudden oscillations in generation. In
this case, we have 20 events (e.g., starting a process in an industry, connection or
disconnection to others microgrids). Note that a change in load ∆PL is proportional to
changes in frequency. As a consequence, observing the transitory dynamics of frequency
changes gives information about the changes in load, and as a result, the behavior of
electricity consumers.

We assume that microgrid 1 wants to minimize the amount of information that

79



4. SYNCHRONIZATION OF KURAMOTO OSCILLATORS

Figure 4.14: Demand profile of L1, where each change corresponds to an event in the
load.

microgrid 2 gathers in order to update the secondary control.

To exemplify the viability of using large sampling intervals, we can look at a simple
example: Figure 4.15 shows that an event occurs at t = 205 seconds; however, if
sampling is selected as δ = 20sec, the transmitted information (bottom) misses this
event, yet, due to the effectiveness of the controller, we can still achieve synchronization.

While large sampling intervals might miss some events, they cannot provide strong
privacy guarantees. Discretionary sampling (i.e., lying) can, however, achieve perfect
secrecy if required (it can hide all events if the operator wants) at the cost of longer
consensus settling times.

To study this tradeoff we consider the load profile in Figure 4.14 and study the
privacy and performance of periodic sampling and discretionary sampling (lying). We
assume that the operator wants to hide all events in the load profile, and recall that
because the operator is sending frequency measurements instead of power consumption
measurements, the events are going to happen at each step (up or down) of the power
demand (since each step in the load generates a frequency transient). Figure 4.16a
shows the number of events that can be detected by microgrid 2 when microgrid 1 uses
periodic sampling. We can see that for small sampling intervals (less than 5 seconds),
all events in the load profile are detected; however, as the sampling time increases,
microgrid 1 obtains more privacy as some of the events will be missed. Nevertheless,
we can see that even at long sampling times (40 seconds) there will still be events that
are detected by microgrid 2.

Therefore, to achieve a stronger privacy guarantee, we also implement the discre-
tionary sampling policy by sending to microgrid 2 the last “truthful” measurement
whenever there is an active event (transient) in the system. To test the performance
impact of discretionary sampling, we attempt to hide all events (in practice, only a
small subset of events might be worth hiding), and therefore Figure 4.16a shows that
under discretionary sampling, none of the events was detected by microgrid 2. Achiev-
ing this stronger privacy setting comes at the cost of a difference in synchronization
between the two microgrids. A metric we can use to measure the performance degra-
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Figure 4.15: Top: Frequency variations with one event; bottom: Transmitted information
with a sampling period of δ = 20 seconds.

dation of discretionary sampling is the average settling time (the time it takes for
the agents to reach a consensus after each transient). Figure 4.16b shows the settling
time of both discretionary sampling and periodic sampling. A longer settling time
will produce higher average desynchronization: under the periodic sampling approach,
the average value of the frequency differences between the two microgrids is 0.0029 Hz,
while for the discretionary sampling approach it is 0.034 Hz. Recall that our algorithms
ensure convergence given our privacy-aware sampling policies, the transient times be-
tween convergence will need to be evaluated in practical settings to ensure that the
microgrids are not connected when their synchronization is beyond safety limits.
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pending on the sampling period for both cases, periodic and discretionary.
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5

Undetected attacks in Smart
Grids: Outsmarting detection
mechanisms

Attackers can not only gain access to sensitive information in a system, but also they
can modify this information in such a way a control system is disrupted. We propose
a design framework to design undetected attacks for different detection mechanisms.
This framework can be used to design novel reconfiguration mechanisms that can make
these attacks detectable.

5.1 System Model

5.1.1 Non-linear Multi-agent Control System

Let us consider the nonlinear multi-agent system

ẋi = fi(x, t) + gi(x, t)ui(xi,Yi, t)

yi = hi(x, ui, t); (5.1)

where xi ∈ Rn, yi ∈ Rp, ui ∈ Rm the state, output vector, and input vector respectively.
Let Yi = {yj |j ∈ Ni} be the set of vector measures received from the neighbors of agent
i.

Let us assume that for system (5.1) there exists an estimated version and it is
described by

˙̂xi = f̂i(x̂, t) + ĝi(x̂, t)ûi(xi,Yi, t)

ŷi = ĥi(x̂, ûi, t). (5.2)

When there is no attack, ui = ûi = unomi , where unomi is the nominal control action.
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5.1.2 Detection Mechanism

Each agent possesses detection mechanisms Di(yi, ŷi) that compares the measured out-
put yi with its estimated ŷi. It is worth to mention that if the estimation is carried
out in a distributed fashion, detection is also distributed. In this work, we will use two
detection mechanisms:

Stateless Detection is based on the well known bad-data detection mechanism.
Stateless detection uses the current measure and its estimated to obtain some
residuals ri that indicate how deviated a measure is from its estimated, given by

ri = |yi − ŷi|.

If ri > τi, an alarm is triggered.

Stateful Detection is based on the Non-parametric Cumulative Sum also known
as CUSUM. Stateful detection is a change detection technique that keeps track of
the historical behavior of the residuals rk by accumulating them over time (96).
The CUSUM is defined as

Si(t) = S0 +

t∫

0

(|yi − ŷi| − αi)dτ.

for S0 = 0 and αi > 0 a parameter selected such that Si does not increase
consistently under normal operation. Typically, CUSUM has been implemented
for discrete-time systems; however, we show that the proposed continuous-time
CUSUM fits correctly for continuous-time systems. Note that CUSUM is an ac-
cumulated of the residuals; then, persistent attacks that make ri ≤ τi could be
easily detected by the CUSUM. We will show how using cumulative detection
algorithms makes harder for an attacker to perform undetected attacks.

Note that measures of the agent i may correspond to a vector of size p. Hence,
the residuals are given by

ri =



|yi1 − ŷi1|

...
|yip − ŷip|




and τi is also a vector of the thresholds of each sensor measure. Similarly, SiRp.

5.1.3 Attacker’s Objective

The main objective of an attacker is to maximize the deviation of xi(t) during the
attack time (t1, t2) from its operational state x0,i while ensuring that the detection
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Plant

Controller

usk yk

yak

SensorsActuator

Detection

Reconfi
guration
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rk

Figure 5.1: Location of different attacks in a discrete-time feedback control system with a
detection mechanisms. i) Attack over sensors, where the sensor measure is modified by yak ;
ii) controller attack, where the control action is modified, such that uk and ûk are equal to
ukk; iii) actuator attack, where only the information that the actuator receives is modified,
i.e., ûk = unomk and uk = unomk .

mechanism measure Di remain undetected, i.e., Di ≤ τi . In other words, the objective
of an attacker is

max|xi(t)− x0,i|
s.t.

Di ≤ τi
t ∈ (t1, t2) (5.3)

5.2 Designing undetected attacks

Studying vulnerabilities of a control system is hard due to the impossibility of predicting
how an attacker may act. Different from faults, cyber-attacks cannot be bounded or
known with a prior knowledge of system disturbances (e.g., it is possible to know
the probability that a sensor fails, but not when and how an attacker can change
sensor measures). Figure 5.1 depicts three types of attacks, one compromising sensors,
affecting the controller directly, and the other attacking the control signal that the
actuator receives. The main difference between last two lies in the fact that if the
adversary compromises directly the controller, then ui = ûi = uai ; however, affecting
only the signal that the actuator receives means that ui = uai and ûi = unomi .

5.2.1 Attack over sensor measures

The objective of the adversary is to find

• yai : ri ≤ τi for all t > t1 under stateless detection.

• yai : Si(t) ≤ τi for all t > t1 under stateful detection.
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Theorem 5.2.1 If an adversary tampers the sensors measurements such that

i) yai = ŷi ± τ for stateless detection, then ri = τi for all t > t1;

ii) yai = ŷi ± (τ + αi − Si(t)) for stateful detection, then Si(t) will converge to τi
exponentially and ri = |yi − ŷi| will tend to αi.

Hence, the attack will remain undetected.

Proof:
i) When the system uses stateless detection, it is straightforward to see that ri = τi for
all t > t1.
ii) When the system uses stateful detection, we can differentiate Si and we obtain

Ṡi = ri − αi. (5.4)

If yai = ŷi ± (τ + αi − Si(t)), then ri = τi + αi − Si(i), which replacing into (5.4) yields
to

Ṡi = τ − Si.
Clearly, the solution is Si(t) = τ(1− e−t), which exponentially converges to τ making
the attack undetected for all t > t1. �

5.2.2 Modifying Input Signals

Let Ia be the set of indexes corresponding to the nodes that the adversary can modify.
An attacker may get access to a set of control signals Ua = {ui|i ∈ Ia} by attacking
directly the controller (ui = ûi = uai , or by modifying the controller information that
the actuator receives (ui = uai and ûi = unomi ). For both cases, it is possible to find uai
such that the detection mechanisms is outsmarted, i.e., Di ≤ τi, as follows.

Theorem 5.2.2 Let us consider the non-linear system described in (5.1) and its esti-
mated (5.2). An attacker gets access to a subset of control signals uai for all i ∈ Ia. For
the stateless detection ri = |yi − ŷi|, its derivative is described by

ṙi = sgn(yi − ŷi)



∂h(x, uai )

xi︸ ︷︷ ︸
v

ẋ− ∂ĥ(x̂, uai )

x̂i︸ ︷︷ ︸
v̂

˙̂x


 . (5.5)

If the adversary generates an attack uai such that

i) uai : ṙi = −ri + τi for stateless detection, or ,

ii) uai : ṙi = ς(−ri + α) + τi − Si and if ς ≥ 2 for stateful detection,

then the attack remains undetected for all t > t1.
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Proof:

i) When the detection mechanisms is based on stateless detection, then the attacker
designs an attack such that ṙi = −ri + τi. Clearly, its solution is ri(t) = τ(1 − e−1),
which exponentially converges to τi, and the attack is not detected at any time t > t1.
ii) We can differentiate the stateful detection method, which yields to Ṡi = ri − αi. As
the attack is designed in such a way that

ṙi = ς(−ri + αi) + τi − Si(t),

then we can rewrite both systems as
[
ṙi
Ṡi

]
=

[
−ς −1
1 0

]

︸ ︷︷ ︸
R

[
ri
Si

]
+

[
τi + ςαi
−α

]

︸ ︷︷ ︸
Q

The eigenvalues of R are λ1,2 = −ς±
√
ς2−4

2 which are always real negative as long as
ς ≥ 2. Therefore, Si and ri exponentially converge to their equilibrium, τi, αi and the
attack cannot be detected. �

Now, let us consider the specific case when the attacker can modify only the nominal
controller action in such a way ui = ûi = uai .

Corollary 5.2.1 For the non-linear system described in (5.1) and its estimated (5.2)
the attack will remain undetected for all t > t1 if

i) uai (t) =
(

sgn(yi − ŷi) (−ri + τi)− vfi + v̂f̂i

)
(vgi − v̂ĝi)

−1 for the stateless detec-

tion and ri will converge exponentially to τi;

ii) uai (t) =
(

sgn(yi − ŷi) (ς(−ri + αi) + τi − Si(t))− vfi + v̂f̂i

)
(vgi − v̂ĝi)

−1 for the

stateful detection and if ς ≥ 2. Hence Si(t) and ri exponentially converge to τi
and αi, respectively.

for all i ∈ Ia.

Proof:
The proof can be derived directly from Theorem 5.2.2 by combining Equations (5.5),(5.1),
and (5.2) and replacing ui and ûi by uai . �

When the adversary attacks only the information that the actuator receives, i.e.,
ui = uai and ûi = unomi , then the undetected attack can be designed as follows.

Corollary 5.2.2 For the non-linear system described in (5.1) and its estimated (5.2),
if an adversary modifies the control signal transmitted to the actuator ui = uai as follows

i) uai (t) =
(

sgn(yi − ŷi) (−ri + τi) + ˙̂yi − vfi

)
(vgi)

−1 for the stateless detection mech-

anism, then ri will converge exponentially to τi and the attack remains undetected
for all t > t1.
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ii) uai (t) =
(

sgn(yi − ŷi) (ς(−ri + αi) + τi − Si(t)) + ˙̂yi − vfi

)
(vgi)

−1 for ς ≥ 2, then

Si(t) and |yi(t) − ŷi(t)| exponentially converge to τi and αi respectively, and the
attack remain undetected for all t > t1.

Proof:
The proof can be derived directly from Theorem 5.2.2 by combining Equations (5.5),(5.1),
and (5.2) and replacing ui by uai . �

Remark 5.2.1 Sometimes it is not possible for an adversary to gain access directly
to the controller (e.g., reprogramme a PLC that computes the control action) or to yi
(e.g., it is measured close to the plant and transmitted using dedicated an more secure
communication links), and modify them. Therefore, it is possible to generate the same
effect by attacking the sensor measures coming from neighbors. In other words, it is
possible to find Ya

i : ui(x,Y
a
i , t) = ûi = uai . This will be illustrated in the following

sections with the attack over frequency control for the smart grid.

Remark 5.2.2 Note that in all previous results, ri will tend to τi for the stateless
detection, and to αi for the stateful detection. Clearly, if αi < τi, then the stateful
detection will be a better choice to decrease the impact of attacks. Typically, τi is
selected in such a way the number of false alarms is low. A large τi will decrease the
number of false alarms but it will incur in larger detection times. Therefore, as long as
αi remains small, the worst undetected attack is bounded and its effect is small.

5.3 Evaluation Metric: How to choose τ

It is necessary to develop a metric that allow us to compare how selecting τi affects the
system under attack. We propose two metrics that elucidate the trade-off between τi
and the maximum deviation caused by the attacker.

5.3.1 Expected Time Between False Alarms

τi depends directly on the number of false alarms when the attack is not under attack.
Large τi implies that it will require more time to detect an attack, but it will decrease
the false alarms caused by normal changes in the system. On the other hand, small
τi increases false alarms but it is possible to detect attacks faster. As a consequence,
there exists a trade-off between the number of false alarms and τi. Using some ideas
from Sequential detection theory, and due to the fact we want to monitor real-time
control system where there is not a fixed amount of time to observe, we propose the
average time between false alarms TFA, or more precisely, the expected time between
false alarms E[TFA]. Clearly, E[TFA] depends on the selection of τi. Therefore, for a
given τi, we can take a series of measures during a period T in a secure environment
with no attacks and find the number of false alarms nFA during that time T . One
way to calculate the expected time between false alarms is E[TFA] = nFA/T . There
could be other methods to obtain E[TFA], depending on the possibility of repeating the
experiment and obtaining more precise estimation.
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5.3.2 Security Metric: Worst-case Undetected Attacks

Given a detection threshold τi we want to evaluate how much damage the attacker
can do without rising an alarm. According to the attacker’s objective in (5.3), we can
obtain

∆xmax(τi) = max
τi
|xi − xi(0)|

. Note that for the stateful detection (CUSUM), ri(∞) = αi, which means that
∆xmax(τi) tends to be constant for all τi. Therefore, as it was pointed out in Re-
mark 5.2.2, if αi < τi, an attacker will have less room to perform an undetected attack,
causing less impact than with the stateless detection.

5.4 Undetected Attacks for the Smart Grid

5.4.1 DER model and Power Network Dynamics

In order to illustrate how to design undetected attacks, we use the nonlinear dynamics
of the power grid with distributed energy resources (DERs) with a simplified model
used to estimate the system measures.

We model the inverter-based DERs as AC voltage sources. Using droop controllers,
it is possible to relate changes in active and reactive power with frequency and voltage,
respectively. The droop control can be described by the mismatch between the set-
points and the generated power, as described in (81) for frequency and in (135) for
voltage.

θ̇i = ωi

Diωi = Pref,i − Pg,i = Pref,i − PL,i − Pi + βiui

Ėi = mQ(Eri − Ei)−KQi(Qg,i −Qref,i)
(5.6)

where 1/Di > 0,KQi > 0 are the frequency and voltage droop gain respectively. In
our case, mQ ∼ 0 such that in the equilibrium Qg,i = Qref,i, and the reactive power
demand is satisfied.

Bus i is connected to the DER and a load PL,i, QL,i. Then, the total power at bus
i is Pi = Pg,i − PL,i and Qi = Qg,i −QL,i. The admittance of each distribution line is
Yij = Gij + jBij , where Gij is the conductance and Bij is the susceptance. The power
balance relationship for active and reactive power is described by (136)

Pi =
N∑

j=1

EiEjGij cos(θi − θj) + EiEjBij sin(θi − θj)

Qi =
N∑

j=1

EiEjGij sin(θi − θj)− EiEjBij cos(θi − θj)

(5.7)
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5.4.2 Simplified model

We can assume that the detection mechanism uses some measures of angle, voltage,
and frequency and estimates the future state. Assuming that θi−θj is small enough, it
is possible to obtain a simplified model due to cos(θi−θj) ≈ 1 and sin(θi−θj) ≈ θi−θj ,
such that

P̂i =
N∑

j=1

ÊiÊjGij + ÊiÊjBij(θ̂i − θ̂j)

Q̂i =

N∑

j=1

ÊiÊjGij(θ̂i − θ̂j)− ÊiÊjBij (5.8)

Then, for Êi,θ̂, and ω̂i the estimated states, we obtain

ˆ̇
θi = ω̂i

Diω̂i = Pref,i − P̂g,i = Pref,i − P̂L,i − P̂i + β̂iui

ˆ̇Ei = mQ(Eri − Êi)−KQi(Q̂g,i −Qref,i)
(5.9)

5.4.3 Designing Undetected Frequency and Voltage Attacks

In this work, using the results in Theorems 5.2.1 and 5.2.2 we show how to deploy o
three types of attacks: i) Attacks over sensors, ii) the control input ui used for frequency
synchronization, and iii) attacks affecting the references Pref and Qref coming from the
tertiary control. The objective of the attacker is to cause the maximum frequency and
voltage deviation for certain nodes that outsmart the detection mechanisms.

We denote rω,i and rE,i to the stateless detection residuals for frequency and voltage,
respectively. In the same concern, Sω,i and SE,i is the detection measure of the stateful
algorithm for frequency and voltage.

5.4.3.1 Attacks that Affect Frequency

Attack over sensors:
Using the framework to design undetected attacks, we assume that yi = ωi and
yj = ωj . Clearly, tampering sensor information such that ωa = ω̂ ± (τi) for state-
less and ωa = ω̂ ± (τi + αi − Si) for stateful detection will cause an incorrect response
of the controller, causing a frequency deviation from its operation point ω∗ = 0, as it
was proved in Theorem 5.2.1.

Attack over the controller
The distributed secondary frequency control that helps to maintain frequency synchro-
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θ̃2

θ̃3

θ̃4

1

2

3

4

Compromised
channels

Figure 5.2: Example of an undetected attack over sensors. Due to the distributed nature
of the controller, the adversary needs to have access to all communication channels that
send information to node 1, including its inner measure θi.

nized even when some nodes are physically disconnected is described by

ui = −
t∫

0

Ki

∑N+1

j=1
bij(ωi(T )− ω̃j(T ))dT ,

where ω̃j corresponds to the information received from the neighbors through the com-
munication channels and θ̇i corresponds to the own state.

We calculate ωi − ω̂i, which yields to

|ωi − ω̂i| =
∣∣∣∣

1

Di

(
−Pi + P̂i − PL,i + P̂L,i + (βi − β̂i)ui

)∣∣∣∣

We can assume that P̂L,i is well estimated, such that |ωi−ω̂i| =
∣∣∣ 1
Di

(
−Pi + P̂i + (βi − β̂i)ui

)∣∣∣.
Our objective is to show how an adversary can affect ui and cause a frequency deviation
that remains undetected. Under the stateless detection,

uai =
(±Diτω,i + Pi − P̂i)

(βi − β̂i)

and for the stateful detection,

uai =
(±(Diτω,i + αω,i − Si) + Pi − P̂i)

(βi − β̂i)
.

These attacks can be caused by directly modifying the controller or, according to Re-
mark 5.2.1, changing sensor information coming from some neighbors as follows.
Attacks over sensors j
An attacker can choose to change the information that node i receives from its neigh-
bors, i.e., θ̃j .
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In this case the attacker has to compromise all the sensor information that node i
receives and assures that the follow condition holds

Ki

t∫

0

N∑

j=1

bij ỹjdT =
(±Diτω,i + Pi − P̂i)

(βi − β̂i)
−Ki

t∫

0

dciyidT ,

for stateless detection and

Ki

t∫

0

N∑

j=1

bij ỹjdT =
(±Di(τω,i + αω,i − Sω,i) + Pi − P̂i)

(βi − β̂i)
−Ki

t∫

0

dciyidT

for the stateful detection.
As an example, an obvious way to modify the sensors measures from neighbors is

by defining ỹa = ỹj and yaint =
∫ t

0 ỹ
a(T )dT for all j ∈ Yi, for all i ∈ Ia. Then,

ỹa =
1

dciKi

(
±(−Ṡω,i) + Ṗi − ˙̂

Pi

)

(βi − β̂i)
− yi

and ya(0) = 1
dciKi

Di(τω,i+αω,i)

(βi−β̂i)
.

The following simulation depicts the effects of the attack with the stateless detection
and with the stateful by modifying the sensor information. The smart grid consists on
a 14 node system connected to the main grid, where each node possesses a detection
mechanisms with parameters τω,4 = 0.06 and αω,4 = 0.001.

5.4.3.2 Attacks over actuators

In the case of attacks over actuators, unomi is received by the estimator, but the control
input of the plant will be uai . The attack is designed according to Theorem 5.2.2 and
Corollary 5.2.2 as follows.
The frequency error is

|ωi − ω̂i| =
∣∣∣∣

1

Di

(
−Pi + P̂i − β̂iunomi + βiu

a
i−
)

= τω,i

∣∣∣∣ .

Then, the attacked control signal is

uai =
±Diτω,i − Pi + P̂i + β̂iu

nom
i

βi

for the stateless, and

uai =
±(Diτω,i + αω,i − Si)− Pi + P̂i + β̂iu

nom
i

βi

for the stateful detection.
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Figure 5.3: Effects of a sensor attack in node 4 for τω,4 = 0.06 and αω,4 = 0.006 using
stateless and stateful detection.

5.4.4 Tertiary control attacks

References coming from the central control are necessary to establish the set points at
which each power source generates their active and reactive power. An attack affects
the actuator such that the generated power is affected. The estimator uses the real
references to calculate the estimated output. This corresponds to the case in Corollary
5.2.2.

As an example, we consider a 14 nodes distribution network connected to the main
grid. Each node possesses a DER and a load. The control central sends the set-points
such that the 50% of the demand is supplied by the DERs minimizing economical costs.
However, an attacker modifies only one set-point, i = 4 after 1000 seconds. We consider
two attacks: P aref and Qaref , such that frequency and voltage are affected, respectively.

To design a stealthy attack on the actuators, it is necessary to know the detection
mechanism, and to have an adequate model of the grid and load. For this reason, this
attack is more difficult to implement than a sensor attack.

The following results are based on Theorem 5.2.2, for the case when only the signal
that the actuator receives is modified.

5.4.4.1 Modifying the Active Power: Attack over the Frequency

The stealthy attack over the active power reference with stateless detection mechanism
is described by

P aref,i = Di(ω̂i ± τω,i) + Pg,i.
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For the stateful detection, we have that

P aref,i = Di(ω̂ ± (τω,i + αω,i − Sω,i(t))) + Pg,i,

where Pg,i = Pi + PL,i. For τω,i = 0.06, αω,i = 0.0005, we obtain the results depicted
in Figure 5.4.
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Figure 5.4: Effects of an attack that affects the active power reference Pref,4 for stateful
and stateless detection.

5.4.4.2 Modifying the Reactive Power: Attack over Voltage

The stealthy attack over the reactive power reference for the stateless detection is
described by

Qaref,i =
KQi

mQi

(
Êi ± τE,i − Eref,i

)
+Qg,i.

For the stateful detection, we obtain

Qaref,i =
KQi

mQi

(
Êi ± (τE,i + αE,i − SE,i)− Eref,i

)
+Qg,i,

where Qg,i = Qi + QL,i. For τE,i = 0.01 and αE,i = 0.0005, the impact of the attack
can be observed in Figure 5.5

5.4.4.3 Simultaneous Frequency and Voltage Attacks on multiple nodes

Now we assume that the attack can be designed for multiple nodes simultaneously,
even if τi is not the same for all i. For τE,i = 0.01 for i = 1, 2, 3 and τE,j = 0.03 for
j = 7, 8, 9, and τω,i = 0.06 for the same nodes. Using the aforementioned method it
is possible to inject undetected attacks in several nodes as depicted in Figures 5.6 and
5.7.
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Figure 5.5: Effects of an attack that affects the reactive power reference Qref,4 for stateful
and stateless detection.

One particular fact on this kind of systems is that it is not possible to keep different
nodes to several frequencies, due to the physical interconnection of the DERs with the
main grid. Besides, as demonstrated in (81), the distributed generators will tend to
synchronize. This means that attacking only the active power of one node, will affect
the frequency of the entire system, minimizing the resources needed for implementing
the attack. On the other hand, desired voltage levels can be achieved individually,
but the attack over some nodes, will have an impact on the others due to the physical
coupling.

5.4.5 Using the Proposed Metric

In the above simulations, it is clear that as long as αi < τi, using stateful detection
decreases the impact of an attack; however, it is necessary to analyze how selecting
τi affects the performance of the system in terms of the number of false alarms. For
the test-bed system of 14 nodes we have performed a simulation of 5000 seconds under
normal conditions, where a normal noise is added to the measures and changes in the
loads are included. Hence, we counted the number of false alarms for some given τω,i
and τE,i and we obtained the estimated time for false alarms. When there is an attack,
we have measured the maximum deviation as the final deviation and we have obtained
the results for voltage and frequency attacks depicted in Figures 5.8 and 5.9).

Note that for the stateful detection, the maximum deviation is independent of
τω,i; however, there is a deviation as soon as the attack is launched (for instance see
Figure 5.3) equivalent to τω,i + αω,i, but it fades away due to the stateful effect. As a
consequence, large τω,i also affect the system performance using the stateful detection
but for a very short amount of time. The same is observed for τE,i and αE,i. On the
other hand, stateless detection does not offer any advantage for the system performance
and it is not a good choice for a detection mechanism.
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Figure 5.6: Effects of simultaneous attacks in different nodes affecting the active and
reactive power references for stateless detection.
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Figure 5.7: Effects of simultaneous attacks in different nodes affecting the active and
reactive power references for stateful detection.
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6

Integrity Attacks on Real-Time
Pricing in Smart Grids: Impact
and Countermeasures

Real-time pricing is a well known incentive mechanism to modify consumers and energy
suppliers behavior by changing the electricity price. It has been shown that it is possible
to decrease the consumption in peak hours by setting an appropriate price, under
the assumption that consumers posses smart meters that give them real-time price
information. In this chapter we use an approximate linear model to describe the reaction
of consumers and suppliers to price changes. We exploit the similarity between the price
(controller) and the consumers/suppliers (Plant) to a feedback control system to show
the effect of cyber attacks on the price and the consumption sensors information.

6.1 Demand Response Model and Control

We follow the real-time pricing model from Tan et al. (50). This model considers a
market with consumers of electricity, suppliers of electricity, and a third party entity—
an Independent System Operator (ISO)—with the goal of matching supply and demand
by setting the market price for electricity. The general assumption is that the ISO
determines a clearing price λk valid for the period of time [k · T, (k + 1) · T ] (this
is called an ex-ante market) every T hours (e.g., T=0.5h) and announces it to the
suppliers and consumers.

The electricity demand is characterized by two components: a baseline electricity
consumption bk that captures the electricity consumption that is independent of the
pricing mechanism, and a price-responsive demand w(λk), which captures the amount
of electricity consumption that can be controlled by the pricing signal λk.

The aggregated demand of all consumers is thus:

dk(λk) = bk + w(λk).
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For simulation purposes bk can be obtained from historical demand curves such as
those from the New York ISO (137).

The Constant Elasticity of Own-price (CEO) has been commonly adopted to char-
acterize the total price-responsive demand. The CEO model is defined by

w(λk) = D(λk)
ε (6.1)

where D > 0 and ε ∈ (−1, 0) are constants. The price elasticity of demand is captured
by ε.

Similarly, for the supply of electricity, Tan et al., propose a linear regression between
supply and cost, a model they validated from the Australian Energy Market Operator
and the the electricity market in California. Under these assumption the supply of
electricity can be modeled by the following equation:

s(λk) = pλk + q, (6.2)

where p and q are parameters estimated by the historical market data from the area of
study.

6.1.1 Control Objective

The control objective of the ISO is to send price signals λk to keep the error between
supply and demand of electric power

Ek = s(λk)− d(k, λk)

close to zero for every time instant k. This can be seen as a control problem in which
the system to be controlled is the outcome of a market, the control variable is the price
signal λk and the variable that can be measured is the error Ek.

The price signal λk must be carefully designed because a direct feedback of the
wholesale prices to the users might cause oscillations or even instability (50, 138).

6.1.2 Transfer Function Representation

Transfer functions are a mathematical representation of linear difference (or differential)
equations that allow us to represent the system in a compact way and to evaluate the
performance of the system in terms of the frequency components of the control signals—
recall that every time series has an equivalent representation (a one to one mapping)
to a function in the frequency domain given by the Fourier transform.

For our discrete-time system (where sensor and control actions are taken at given
time steps k separated by the sampling period T (e.g., 30 minutes), the transfer function
for the equations modeling the dynamics of the system can be obtained by using the
z-transform (a transform similar to the Fourier transform).

In particular, we can define the transfer function of the price stabilization algorithm,
the system, and the observation mechanism as Gc(z), Gp(z), and H(z), respectively.
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To express these transfer functions it is necessary to approximate the dynamics
system at the operation point λ0 to a linear system. Hence, following Tan et al. (50)
we make the following approximations with the Taylor polynomials of the supply s()
and demand w():

s(λ) ' ṡ(λ0)(λ− λ0) + s(λ0) = ṡ(λ0)λ+ s0

w(λ) ' ẇ(λ0)(λ− λ0) + w(λ0) = ẇ(λ0)λ+ w0

where ḟ = df
dλ , and where we define the constant (or endogenous) terms with s0 =

s(λ0) − λ0ṡ(λ0) and w0 = w(λ0) − λ0ẇ(λ0). Therefore, the transfer functions can
be defined as Gs(z) = ṡ(λ0) = p, with initial condition s0 and Gw(z) = ẇ(λ0) =
Dε(λ0)ε−1, with initial condition w0. The outcome of the market can be expressed as
Gp(z) = Gs(z)−Gw(z) = ṡ(λ0)− ẇ(λ0).

6.1.3 Control Algorithm for Setting Prices

The price setting control algorithm depends on the previous price λk−1 and the previous
observed error at Ek−1, using a one step delay transfer H(z) = z−1. If Ek is negative,
it means that there was more power demanded than supplied, and thus the price will
increase (to motivate consumers to decrease consumption), while if Ek is positive, then
the price will decrease. The precise amount of increase and decrease of the prices at
each time step should be selected carefully as inadequate price updates can make the
system unstable. Tan et al. found that when we design a proportional gain η ∈ (0, 1)
in the following price-setting algorithm:

λk = λk−1 −
2η

ṡ(λ0)− ẇ(λ0)
Ek−1,

the system will remain stable. The transfer function representation of the controller is
represented as

Gc(z) =
2η

ṡ(λ0)− ẇ(λ0)

1

1− z−1
.

Then, the characteristic transfer function when there is no attack is given by Tc(z) =
2η

z−1+2η with a pole at z = 1−2η. Note that η is in fact an important design parameter
for the control algorithm that affects the convergence rate of the price. For instance,
for η = 0.5, the pole is at the origin of the z-plane and the system converges faster. As
we will show, η can also determine the resiliency of the system under attacks. When
properly selected, it can also attenuate the impact of attacks.

6.2 Attacker Model

In contrast to one-shot attacks, where the attacker provides false information only
once (42, 139), in this work we consider that an attacker compromises a device or a
communication channel, and has the capability to add false information at any moment
and—more importantly—repeatedly over a long period of time.
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For example, most of the work on false data injection in state estimation finds a
value d to insert at an arbitrary point in time (42), however, this previous work does not
consider the evolution of the system dynamics over time. In this context, the question
we would like to pose from an adversarial point of view is the following:

• What is the worst attack time series dk that can affect the system while keeping
some bounds (prices will be bound by some maximum and minimum values:
∀k dk ∈ [dmin, dmax].

Tan et al. (50) proposed an adversary model where one attacker compromised the
pricing communication channel between the ISO and a percentage ρ of consumers.
They considered delay attacks and scaling attacks.

In a delay attack, the compromised price is an old version of the price, i.e., λ̂k =
λk−τ , and in a scaling attack, the compromised price is a scaled version of the true
price, i.e., λ̂k = γλk.

While the attacks defined above can be easily analyzed from a theoretical point of
view, it is not clear why an attacker who has compromised a communications channel
will select to launch these attacks when she has the flexibility of sending any arbitrary
time series λ̂k she wants, even one that bears no resemblance to the original time series
λk.

Furthermore, scaling attacks and delay attacks are not strategic, and do not seek to
maximize any objective function from the adversary. In this work we follow the generic
and more powerful adversary model introduced by the false data injection paper (42),
and we expand it to consider a time series. In particular, we model a compromised
communication channel as λ̂k = λk + daK , where ˆlambdak is the price information
received by the victim, and dak is an arbitrary time signal that can take any value. It is
clear now that scaling attacks and delay attacks are simple subsets of this new attack
because for every scaling or delay attack possible producing a false price information
λ̂k, there exists an arbitrary time signal dak that will produce the same price λ̂k received
by the victim.

The question we now face is how to determine a strategic attack time series dak
that will try to cause as much damage as possible (i.e., that will try to maximize the
mismatch between power generated and power consumed). One of our key insights
into tackling this problem is the fact that for every time series, there is a one-to-one
correspondence of the time series and its frequency (Fourier transform) representation.
Therefore, instead of attempting to analyze the worst time series dak in time, we identify
the worst-possible attacks in frequency space.

In order to provide a mathematical tool that enables us to quantify the impact
of the attack, we use sensitivity analysis. Sensitivity functions have been widely used
to analyze the impact of external disturbances or parameter changes on the output
of a feedback system. In systems and control theory, it is well known that feedback
can attenuate or amplify disturbances; therefore, using the frequency representation of
the system (the transfer function), it is possible to obtain the sensitivity function and
observe the response of the system to a perturbation of a specific frequency ω. (140).
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6.2 Attacker Model

In this work we focus our attention on two types of additive attacks: i) additive
attack in the price information, and ii) additive attack in the sensor information. Each
type of attack produces different consequences to the system.

In the next section we give the formal incorporation of the attacks against pricing
signal, and in the section after that we use sensitivity analysis to identify the impact
of the attacks.
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Figure 6.1: Block diagram of the real-time pricing model under attack.

6.2.1 Incorporating the Attack into the Real-Time Pricing Model

We assume that an amount ρ of communication channels are compromised, and each
of these consumers receives the price value λ̂k = λk + dak, where da ∈ R corresponds to
the additional false information.

It is necessary to identify how the inclusion of this attack affects the system repre-
sentation of the real-time problem. In particular, we need to identify how the attack
changes the transfer functions of the model (i.e., we need to characterize the new trans-
fer functions G1

w(z) for the consumers who are unaffected, and G2
w(z) for the consumers

who receive false information, as shown in Figure 6.1.)
Let us consider the price response demand based on the CEO model for the set of

compromised nodes ρwk(λk, d
a
k) = ρD(λk + dak)

ε. In order to linearize this model it
is necessary to assume that |dk| << λk and λk > 0. As we will discuss towards the
end of the paper (the attack-detection formulation), this is a perfect assumption for an
attacker that wants to minimize its chances of being detected (by causing small changes
to the price |dk| << λk) but at the same time wants to find the best way to find a
small signal deviation that will maximize the potential damage to the system.

The linearized model is described by:

w(λ̂k) = ρw(λo + dao)+ ρẇ(λo + dao) (λk + dak − λo − dao) +

(1− ρ)(w(λo) + ẇ(λo)(λk − λo))
We can group the price-independent terms with bk (the baseline consumption of

electricity that is independent of the price), and then also group the price-dependent
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components for the transfer functions.

G1
w(z) = (1− ρ)ẇ(λo), (6.3)

then corresponds to the transfer function of consumers who receive unmodified price
information, and

G2
w(z) = ρẇ(λo + do), (6.4)

corresponds to the transfer function of the victims. Under the assumption that |dk| <<
λk, we can neglect the term do in the linearization, such that

G2
w(z) = ρẇ(λo). (6.5)

6.3 Sensitivity Analysis

The sensitivity function models how one input to the system (in our case the attack)
affects another signal in the system (we are mostly interested to see how the attack
affects the error in power generated minus the demand, and to also see the impact on
the prices).

We start by looking at the impact that a disturbance da(z) (in the frequency space)
can have on the error E(z). In particular, the sensitivity function for these two time
series (denoted as SE,d) is the ratio E(z)/da(z):

SE,d = − G2
w(z)

1 +Gc(z)H(z)Gp(z)
= −ρẇ(λ0)(z − 1)

(z − 1 + 2η)
. (6.6)
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Figure 6.2: Left: Sensitivity of the error E(z). Right: Sensitivity of the Price λ(z).
We can see that while the attack always amplifies the error between power generated
and consumed, the price signals are actually attenuated (except for η = 0.85). This
sensitivity analysis uses parameters: ρ = 0.5, p = 31, q = 917, and T = 0.5h. The baseline
consumption is b = 400 MW, which is proportional to 1 million households, and the base
demand of each consumer is bi ∈ [2.8, 4.6]KW .
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As stated before, our interest is to analyze the effects of an additive attack in
the frequency domain. We denote the angular frequency as ω. We then replace z =
ejωT for T being the sampling period (the time interval between updating the sensor
measurements and the prices). It is important to notice that the maximum frequency
that an attacker can generate is limited by the sampling period, such that ωmax = π/T .
For instance, if the sampling period is T = 0.5 hours, then ωmax = 2π.

In order to observe the effects an attack time-series with different frequency com-
ponents in the output error E(z), we obtain the expression |SE,d(ejω)| for ω, the distur-
bance frequency:

|SE,d(ejω)| = |ρẇ(λ0)|
(
sin4(ω/2)− 2η sin4(ω/2) + η2 sin2(ω/2)

)1/2
(
sin2(ω/2)− 2η sin2(ω/2) + η2

)
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Figure 6.3: Effects of a random attack of high frequency in the price. A smaller control
parameter η will be able to attenuate the impact of high-frequency attacks; however this
will come at the cost of longer convergence times.

From this equation we can see that the percentage of compromised channels ρ
has a scaling effect on the sensitivity of the system. Moreover, the selection of the
control parameter η proposed by Tan et al. is fundamental for attenuating the effects
of the attack. The left side of Figure 6.2 shows how the attack can be amplified (or
attenuated) as a function of the frequency of the attack signal. Clearly, the impact the
supply-demand mismatch E is severe for most frequencies; however, we can also see
how the control parameter η can be selected to attenuate the impact of high-frequency
signals: smaller values of η will minimize the impact of high-frequency components
of the attack time-series—this comes at the cost of a slower control action (as seen
in Figure 6.3) which might not be a bad idea, as changes in prices will remain small,
giving consumers more predictability in their electricity consumption habits.

Recall that if the output E is different from zero, then there is over demand or over
production of electricity, which can affect considerably the system (resulting in large
frequency changes). Even if the price variations are small, the output amplifies the
disturbance. There is a trade off between the η, ρ, and the frequency of the disturbance.
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An attacker can easily take advantage of this fact, and introduce intelligently false data
to a portion of the users. This information can be of small amplitude, and hardly
detected; however, the effects on the output can be catastrophic.

We can also obtain the sensitivity function with respect to the price. This function
reveals how the attack modifies the real price calculated by the ISO. The function is
described by

Sλ,d(z) = − Gc(z)G
2
w(z)H(z)

1 +Gc(z)H(z)Gp(z)
= − 2ηρẇ(λ0)

(ṡ(λ0)− ẇ(λ0))(z − 1 + 2η)
,

and looking at the magnitude of the frequency components we obtain:

|Sλ,d(ejω)| = |ηρẇ(λ0)|
(ṡ(λ0)− ẇ(λ0))

(
sin2(ω/2)− 2η sin2(ω/2) + n2

)1/2 .

The left side of Figure 6.2 shows the sensitivity function with respect to the price for
different values of η, and ρ = 0.5. With this selection of ρ, the real price changes
produced by the attack are attenuated for all η.
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Figure 6.4: Effects in the supply-demand mismatch (middle) and the price (right) for
two attacks i) dak = sin((3/2)πTk) and ii)dak = sin(πTk/5) for η = 0.8

Now that we have gained some insight into how the “frequency components” of a
time series can affect the system, we look again at the “time domain” to apply these
lessons in the analysis of attacks.
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Figure 6.5: Effects in the supply-demand mismatch (middle) and the price (right) for
two attacks i) dak = sin((3/2)πTk) and ii)dak = sin(πTk/5) for η = 0.1

We look at attacks of different frequencies and their effect on both: (1) the error in
generated and consumed power, and (2) the price signal.

Figure 6.4 shows a high-frequency attack (black) and a low-frequency attack (red)
on the left. The control algorithm is using η = 0.8 and therefore we can see a large error
magnification caused by this control parameter (as predicted by Figure 6.2). Similarly,
the price signal is also amplified for the high frequency attack (as can be seen by the
figure on the right).

Figure 6.5 shows a high-frequency attack (black) and a low-frequency attack (red)
on the left. The control algorithm is using in this case the parameter η = 0.1, and
it can be seen (in the middle figure) how the impact of the error between supply and
demand is attenuated when compared to Figure 6.4. The other interesting thing to
observe on the figure at the right is that (as predicted by Figure 6.2) the price signal
is attenuated for high frequencies when we use small η.

6.4 Modeling Attacks on Sensors

Previous work has only considered integrity attacks to the price signals, but the sensors
(or smart meters) can also be compromised and can be used to send false electricity
consumption reports to the controller. This new attack model requires a new mathe-
matical analysis of the attacks.

Now we assume that the attack occurs in the information that each consumer sends
to the ISO, where N sensors are compromised.

The sensitivity function that relates the output E(z) with respect to the sensor
additive attack na is given by

SE,n = − N

1 +Gp(z)H(z)Gc(z)
= −N z − 1

z − 1 + 2η
. (6.7)

Similarly, we evaluate the effects of the price variations caused by the false sensor
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information:

Sλ,n(z) = −N Gc(z)H(z)

1 +Gp(z)H(z)Gc(z)
= N

2η

(ṡ(λ0)− ẇ(λ0))(z − 1 + 2η)
(6.8)

Clearly, the sensitivity functions with respect to the sensor attack are scaled versions
of the sensitivity with additive attack in the price. Therefore, if the additive attack in
the price occurs with ρ = 1, for a total number of consumers NT >> |(̇λo)|, the effects
of the same attack in all the sensors (N = NT ) will produce a larger impact.
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Figure 6.6: Comparison between the additive attack over the price information and over
the sensors.

In order to illustrate the different impacts for both types of attacks (control sig-
nals vs. sensor signals) we assume a total number of consumers NT = 1000000.
We analyze two different cases: i) an attack in the price information with dak =
0.25 sin(πk/2)$/MW , ii) an attack on the sensor measurements with nak = 0.25 sin(πk/2)kW/h.

Figure 6.6 shows the maximum value of the output E when a disturbance of the
form dk = 0.25 sin(πk/2) is introduced to the price value and to the sensors, for dif-
ferent values of η, and for different amount of compromised consumers (for both types
of attacks). We can see that for the same number of communication channels compro-
mised, the attacks can be actually much worse if the attacker decides to compromised
sensors vs. compromising the control signals.

6.5 Designing an Attack-Resilient Controller

Previous work only studied the effects of the attack, but did not propose new control
mechanisms to mitigate possible attacks. We know discuss how we can start designing
attack-resilient controllers.

In order to design an attack-resilient controller, we can leverage the fact that the
ISO has historical data showing the behavior of the system which can be used for
learning the dynamics (parameters) of the system. Whenever the controller commands
do not have the expected effect, or when the sensor signals do not reflect the normal
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evolution of the system we can try to identify these problems and design a controller
that minimizes the impact of price or sensor attacks.

As the attack are unknown inputs into the system, we can use a type of disturbance
estimators. Disturbance observers have been studied in literature but we focus our
attention in the one introduced by Kim et al. (141) for discrete-time systems.

We assume that the ISO possesses the information about the supply-demand error
Ek−1 and we try to detect an attack using the observer (an observer is another name
for a “state estimator”).

We first present the attack-resilient controller for a general discrete-time system,
and in the next section we show how to apply it to our real-time pricing model.

Let us consider a generic linear discrete-time system for a sampling period T > 0
of the form

xk+1 = Axk +Buk + Γdk, yk = Cxk (6.9)

where xk ∈ Rn, uk ∈ Rm, dk ∈ Rq, and yk ∈ Rl are the state variable, the con-
trol input, the disturbance, and the measurement output, respectively. The matrices
A,B,Γ, C are of adequate dimension.

For dk = (d1
k, . . . d

q
k), the disturbance is slowly time-varying, such that dik+1 − dik <

Tµi, ∀i = 1, . . . , q. Given a K ∈ Rq×n and C = In, the observer is described as follows

zk+1 = zk +K
(

(A− In)xk +Buk + Γd̂k

)

d̂k = Kxk − zk (6.10)

Under the assumption that Γ is invertible, we can choose K = (Iq − Φ)Γ−1 for Φ =

[φ1, . . . , φq]
>, and φi ∈ (−1, 1). The estimation error ek = dk − d̂k is then bounded by

e∞ = Tµi
1−|φi| for φi ∈ (0, 1), and µi > 0.

6.5.1 Estimation of Price Attacks

Let Gp = ṡ(λ0) − ẇ(λ0) and dk = dak to simplify notation. We can write the feedback
real-time pricing problem using a discrete-time state space representation as follows

Ek = Gpuk − ρẇ(λ0)dk (6.11)

Note that comparing (6.11) with (6.9), we have A = 0, B = Gp, Γ = −ρẇ(λ0),
xk+1 = Ek and uk = λk.

Note that to compute the state estimation, it is necessary to know Γ, which means
that we would need prior knowledge about the amount of compromised nodes. Ob-
viously, this requirement seems unrealistic as ρ will remain unknown to the defender;
however, we can exploit a very interesting property of the estimator we found to perform
state estimation without knowing ρ, as stated in the following proposition.
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Proposition 6.5.1 Let us consider the disturbance estimator described in (6.10) for
the real-time pricing model in (6.11). The rate of change of the disturbance ∆dk =
dk − dk−1 is bounded such that |∆dk| ≤ Tµ for some constant µ and T the sampling
period. We define Γ̂ as an approximate value of Γ and êk = Γdk − Γ̂d̂k as an error
between the real effect of the disturbance and its estimate. If K = Γ̂−1(1 − φ) for
φ ∈ (−1, 1), the error converges and is bounded by

|ê∞| ≤
|Γ|Tµ
1− |φ| (6.12)

Proof
The error evolution is

êk+1 = Γdk+1 − Γ̂d̂k+1

= Γdk+1 − Γ̂K(Gpuk + Γdk) + Γ̂(zk −Kxk +KGpuk +KΓ̂d̂k)

= Γdk+1 − Γ̂KΓdk − Γ̂dk + Γ̂KΓ̂d̂k

= Γ∆dk+1 + (1− Γ̂K)êk

As K = (1− φ)/Γ̂, in the equilibrium when êk+1 = êk, ê∞ is bounded by

|ê∞| =
|Γ|∆dk+1

1− |φ| ≤
|Γ|Tµ
1− |φ|

�

Remark 6.5.1 µ is directly related to the maximum change of the attack signal, in
other words, its frequency. Clearly, large µ implies large estimation errors. We will
explore the effect of high frequency attacks on estimation and on a robust control strategy
proposed in the next section.

Remark 6.5.2 If the portion of compromised nodes is identified, then the estimation
error ek = dk − d̂k converges and is bounded by |e∞| ≤ Tµ

1−|φ|

6.5.2 Estimation of Sensor Attacks

Similar to the previous case, estimating the disturbance na does not require prior
knowledge of ρ due to the fact that the attack modifies the information that consumers
provide about its consumption and this affects directly the demand.

The state estimation can then be given by

zk+1 = zk +K (−xk +Gpλk + Γn̂ak)

n̂ak = Kxk − zk (6.13)

where Γ = −1. As it was proven before, êk is bounded independent of Γ̂. This fact will
be useful to detect attacks without knowing its exact location, i.e., without knowing if
the attack is modifying the price or the sensor information, and we can do this using the
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same estimator (of course if the attacker controls both: all price signals, and all sensor
signals then there is nothing we can do as we have lost any hope of getting situational
awareness from the system).

Before introducing the proposed detection mechanism, we will show how to improve
disturbance rejection of the system using the estimator.

6.5.3 Robust Control Algorithm

It is possible to modify the disturbance rejection using an add-on compensator in the
controller of the form

uk = unom −B−1Γ̂d̂k = λk −Gp−1Γ̂d̂k

where unom is the controller under normal conditions.
The mismatch between the supply and the demand is then described by Ek =

Gpλk + Γdk − Γ̂d̂k. Clearly, if êk = Γdk − Γ̂d̂k is small, disturbances are attenuated.
Including the robust controller in the system produces an improvement in the esti-

mation, leading to the following result.

Proposition 6.5.2 For the RTP system under additive attack, and the proposed robust
controller λ̂k = λk−G−1

p Γ̂d̂k, where d̂k is estimated according to (6.10), the estimation

error is bounded by (6.12) and the new sensitivity function ŜE,d is described by

ŜE,d =
Γ(z − 1)2

(z − φ)(z − 1 + 2η)
(6.14)

Proof:
The first part of the proof is similar to Proposition 6.5.1, but because λ̂k = λk−G−1

p Γ̂d̂k
is the input, it leads to

êk+1 = Γdk+1 − Γ̂Kêk − Γ̂d̂k

= Γ∆dk+1 + φêk

As K = (1− φ)/Γ̂, in the equilibrium when êk+1 = êk−1, ê∞ is bounded by

|ê∞| =
|Γ|∆dk+1

1− |φ| ≤
|Γ|Tµ
1− |φ|

The z transform of the error êk+1 is

ê(z) =
Γ(z − 1)

(z − φ)
d(z)

and of the power mismatch is E(z) = GpΛ(z)+ê(z). Replacing Λ(z) = −Gc(z)H(z)E(z)
yields to

E(z) = − 2ηE(z)

(1− z−1)z
+ ê(z)
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Dividing by d(z) and factorizing we obtain (6.14). �

Figures 6.7 and 6.8 illustrate the maximum supply-demand mismatch with the
robust controller and the nominal controller for an attack of the form sin(ωkT ) when
φ = 0. Note that for frequencies below 1.9, the attack attenuation is better than
without the add-on compensator; however, for high frequencies, the inclusion of the
compensator increases the impact of the attack.
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Figure 6.7: Maximum supply-demand mismatch with the nominal controller and with
the robust controller. We can see that our robust controller design can attenuate the errors
caused by the attack; however, at high frequencies it increases the errors. In a later section
we propose the use of low-pass filters to prevent an attacker from using high-frequency
attacks.
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Figure 6.8: Supply-demand mismatch for an attack of dk = sin(π/4kT ). We can see
that our new robust controller attenuates the supply-demand mismatch better than the
nominal controller.
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As an example, Figure 6.8 depicts the supply-demand mismatch for an attack dk =
sin(π/4kT ) and η = 0.5 using both controllers. Clearly the robust controller attenuates
the impact of the attack better than the nominal control.

We can obtain the frequency at which the robust controller stops improving the
system response under attacks. To do this, we need to find ωc = ω : |Sε,d(jωT )| =

|Ŝε,d(jωT )|. Taking (6.6) and (6.14), we have that |z−1| = |z−φ|. Replacing z = ejωT

and solving for wc, we obtain

ωc =
1

T
arccos

(
φ2 − 1

2(φ− 1)

)

This relationship is shown in Figure 6.9. Note that this frequency depends on φ. ωc is
larger when φ approaches −1. However, the pole corresponding to z−φ would approach
the unit circle, compromising the exponential stability of the system.

The impossibility of attenuating high frequency attacks is a disadvantage of our
proposed control algorithm. Therefore, in order to deal with this issue we can use
the estimated disturbance d̂k to calculate the frequency of the attack signal and: i)
choose when to connect or disconnect the add-on compensator, and/or ii) change the
parameter η in order to decrease the impact of the attack. Clearly, estimating the
frequency of the attack and using the sensitivity analysis give us a powerful tool to
take decisions that minimize the impact of the attack.
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Figure 6.9: Cut-off frequency (for the usefulness of the robust controller) depends on φ.

6.6 Detection mechanism

We have designed a new real time pricing algorithm that not only assures stability, but
also minimizes the impact of attacks. However, in practice, while we have attenuated
the attack, it would still be desirable to know if we are under attack or not, so we can
remove compromised devices from our system.

The ISO calculates a clearing price each time period, but even in the presence of
an attack, the price changes are small (see Fig. 6.4). However, the state estimator
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used in our robust controller can give information about the presence of an attacker,
by analyzing the statistical behavior of the state estimator over long periods of time.

The detection mechanism that we propose is based on the accumulation of the rate
of change of the estimated signal d̂k. This is known as the non-parametric CUSUM
change detection statistic, and it is defined as:

S0 = 0

Sk+1 = (Sk + |Γ̂d̂k − Γ̂d̂k−1| − αk)+ (6.15)

where Sk is the accumulated impact of the disturbance, and αk is the rate of change of
Sk under normal conditions (without attacks). The use of the the error Γ̂d̂k is due to
the fact that the ISO does not have knowledge about Γ. An attack is detected when
Sk > δ. δ has to be selected such that the number of false alarms is low. As it is based
on the rate of change, then high frequency attacks are detected faster. It is possible to
obtain some bounds for the time of detection as follows.

We can define ∆d̂k = d̂k − d̂k−1. Replacing d̂k from (6.9) and (6.10) we obtain
∆d̂k = Kêk−1. Using (6.12) and due to the fact that K = (1− φ)/Γ̂ we find that

|∆d̂k| ≤
|1− φ||Γ|Tµ
(1− |φ|)|Γ̂|

.

Replacing in our detection algorithm, we obtain

Sk+1 ≤
(
Sk +

|1− φ||Γ|Tµ
1− |φ| − αk

)+

.

Let us define k∗ as the detection time, i.e., the time at which Sk∗ = δ, and we assume
that αk = α is a constant value properly selected such that the CUSUM tends to zero
when there is no attack. Thus, the time of detection is no worst than

k∗ ≥ δ(
|1−φ||Γ|µT

1−|φ| − α
)+

Clearly, high frequency disturbances (i.e., large µ) or a large amount of compromised
nodes (i.e., large Γ = −ρẇ(λ0)) lead to fast detection. Note that the detection is
independent on η

Remark 6.6.1 If the attack is of ω = 0 i.e., a step input, it is similar to a typical
bad-data detection, where the sudden change will cause a single increase of Sk. If the
amplitude is smaller than δ, the attack cannot be detected.

Remark 6.6.2 If the attacker designs an attack such that |1−φ||Γ|µT1−|φ| ≤ α the attack
could not be detected at any time. However, α is typically small, so undetected attacks
do not have a strong effect in the system.
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6.6.1 Simulations: Detecting attacks

We assume a populated area with 1 million households, each one receiving information
about the price every 30 minutes. To improve the realism of the simulations, we
assume that the parameters D and bk change each time period according to a half-
hourly baseline demand profile provided by NYISO from the New York city from June
15th to June 30th. The baseline load per house is a scaled version of the real one. The
parameters of the linear CEO model are p = 31 and q = 917 during the simulation
time. During no attack, we calculated the estimated time of a false alarm E[Tfa], which
directly depends on the threshold δ. Large δ implies longer time for a false alarm. Using
this metric will help us to visualize the trade-off between δ and the time of detection.

We assume that an attack is launched and modifies the price information of 50% of
the households. The attack is of amplitude 0.1 $ /MWh, and frequency ω.

The estimation is based on prior information of the baseline load. However, we
assume an error in the real-time baseline consumption, such that the ISO calculates
the estimation and the robust control based on an approximate load profile, and not
the real time consumption. Despite that limitation, the detection algorithm is able to
detect an attack when a threshold is achieved.

Fig. 6.10 illustrates the minimum time of detection with respect to E[Tfa] for
attacks of different frequencies. The ISO can choose a small δ to increase the detection
speed but it would cause an increase in the number of false alarms. For high frequencies,
the time of detection is low, which is an advantage in order to start a scan in the smart
meters and find the victims of the attack.

The advantage of using CUSUM lies in the fact that persistent attacks can be
detected even when they are of small amplitude.
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Figure 6.10: Minimum time of detection by means of the estimated time of false alarms.

Our work on detection is preliminary, and in future work we plan to identify the
tradeoffs the attacker will face when deciding to launch attacks that maximize the error
between power generated and consumed while also maintaining the attack undetected.
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6. INTEGRITY ATTACKS ON REAL-TIME PRICING IN SMART
GRIDS: IMPACT AND COUNTERMEASURES
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7

Conclusions and Future Work

This thesis considers the distributed control for frequency synchronization of smart
grids with isolated elements and distributed generation. The importance of the flow of
information through communication networks to maintain synchronization was high-
lighted in the proposed consensus-based controller. Conditions to achieve sychroniza-
tion were established based on graph-theory and stability of multi-agent systems. An
analysis of the effects of physical and communication constraints in the synchronizabil-
ity of the smart grid were also described. Cyber-security for the smart grid was studied,
and methods to increase privacy were proposed. Moreover, the impact of disruptive
attacks in frequency and voltage was discussed and a novel framework to analyse un-
detected attacks was described. An extension of disruptive attacks with an specific
frequency was analyzed and illustrated in the real-time pricing problem.
A brief summary of the thesis contributions and possible future research directions are
discussed below

7.1 Conclusions

In this thesis, we addressed several topics concerning synchronziation and cyber-security
of the smart grid. The main contributions are as follows.

Importance of the Inclusion of Communication and Storage Devices:
In Chapter 3 we showed that including communication networks makes possible to
reach frequency synchronization of isolated microgrids by exchanging information be-
tween them, which also eases their connection and disconnection. Using the proposed
consensus-based controller, we illustrated the importance of including fast reaction en-
ergy storage devices on each microgrid in order to mitigate the effects of the low inertia
of distributed generators. ESS injects/absorbs energy to counteract sudden changes
in the grid. We also verified that, under a linear behavior of the microgrids, synchro-
nization is achieved independently of the sampling period, but inducing a degradation
in the performance. With this result it is possible to design a simple and cheap com-
munication infrastructure depending on some performance requirements. Results were
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extended for nonlinear models of the power grid in Chapter 4 by exploiting the simi-
larity of the smart grid models with the Kuramoto oscillator model. Using the same
consensus-based controller, we derived conditions to achieve frequency synchronization
and phase cohesiveness under sampled information. We showed that there is a rela-
tionship between the frequency initial conditions and the synchronization capacity of
the oscillators when the controller uses sampled-data.

Increasing Privacy by Minimizing Information: We developed in Chapter
4 methodologies to increase privacy using the conditions for synchronization under
sampled-information. In particular, the proposed methodologies consists on manipu-
lating the sampling period such that sensitive information remain private and hidden.
A simple privacy metric was proposed based on the amount of events that could be
observed. By increasing the smapling period, privacy also increases, by decreasing the
system performance. Consequently, the trade-off between privacy and performance was
illustrated via simulation.

Outsmarting Detection Mechanisms: Chapter 5 addresses the problem of de-
signing undetected attacks in multi-agent nonlinear systems. A novel framework to
analyze attacks that can outsmart detection mechanisms was proposed, making pos-
sible the comparison between different detection strategies. Different to the common
stealthy attacks, our approach does not depend on the structure of the system and
their zero-dynamics; however, it requires that the attacker possesses a complete knowl-
edge of the system estimated, the detection mechanism, and a prior knowledge of how
different the real system is from the estimated. Advantages of cumulative detection
methods were studied, and it has been shown that using the CUSUM algorithm makes
more difficult for an adversary to perform an undetected attack than using the typical
bad-data detection. Moreover, when the controller is distributed, the adversary may
need to compromise not only the information of an specific node, but also the informa-
tion that that node receives from its neighbors, which implies that larger disruptions
capabilities are required.

Analysis and Countermeasures for Attacks of an Specific Frequency: A
frequency analysis of additive attacks was developed in Chapter 6. We have shown how
using control-theoretic tools can be extrapolated to the analysis of intelligent attacks
in control systems. In particular, the effect of attacks that oscillate with a certain
frequency was illustrated by using sensitivity analysis. Therefore, it was possible to
identify the frequencies that are amplified by the feedback loop, and to propose specific
countermeasures. Considering the additive attack as a disturbance and by including
a disturbance estimator, it was possible to detect the attack and to design a robust
control that minimizes the impact of the attack. The real-time pricing case was studied,
where an attacker that disrupts the price information at an specific frequency may be
detected and its effect on the supply-demand mismatch can be minimized. Also, using
the undetected attacks analysis, we provided the conditions to generate an undetected
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attack of an specific frequency; however, its effect is small when the CUSUM detection
mechanism is implemented.

7.2 Future Work

There are several research directions on modeling, synchronization, and cyber-security
to explore extending the work presented in this thesis. In this section, we discuss some
of them.

Models of the smart grid: This thesis considered linear and nonlinear mod-
els of the smart grid to verify the consensus-based controller, based on the swing
equations and assuming the decoupling between active power /frequency with reactive
power/voltage. Although these assumptions are valid for most of the studied applica-
tions, it is necessary to consider more accurate models where voltage and frequency are
coupled, which is the case of distribution networks. Therefore, it could be possible to
design novel voltage-frequency controllers and establish conditions for synchronization
and voltage stability under sampled information. We have verified via simulation that
our proposed controller works even when voltage is not constant, but it requires a more
adequate mathematical analysis. On the other hand, including charging/discharging
dynamics of storage devices in the dynamical models of the smart grid for synchroniza-
tion is also an open and interesting problem. Also, exploring different inverter-based
DC sources models with communication constraints is a novel research direction.

Metrics for Privacy in Control Systems: Our work on privacy made evident
how minimizing the amount of information transmitted between agents increases pri-
vacy; however, there is a need of a more rigorous analysis to elucidate the trade-off
between privacy and performance. Metrics to quantify how the performance of a con-
trol system is affected by increasing privacy should be developed, in order to identify
Pareto optimal that maximizes privacy maintaining performance levels. On the other
hand, a more precise methodology to manipulate the sampling period using the discre-
tionary sampling needs to be established.

Making Undetectable Attacks Detectable: We have proposed a framework
to design and analyze undetected attacks. Using this framework, it could be possible
to propose strategies that make these attacks detectable taking advantage of the dis-
tributed nature of the controller.

Exploiting hybrid-systems Modeling: Clearly, cyber-attacks may cause sud-
den changes in a system that can drive its dynamic behavior to a different space. As a
consequence, using the tools of hybrid systems to model the effects of cyber-attacks and
design robust control and reconfiguration strategies. Few works have used the hybrid
system framework to model attacks (e.g., (142)), but it is still a novel research field
that should be explored deeply.
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Real-time pricing Models: In Chapter 6 we used the real-time pricing models
proposed by (50). Even thought this models are based on real data, a more extensive
analysis using non-linear models may be useful to analyze a wider number of cyber-
attacks and propose more adequate countermeasures. Besides, we assume that there
is a supply-demand mismatch, but it would be interesting to include the power grid
dynamics into the analysis, to take into account the system transients, and the effects
of price attacks in frequency and voltage levels.
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