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Executive summary
This thesis presents a framework for risk-informed decision support for infrastructure
networks operation, referred to as the Complex Distributed Agent Network (CoDAN)
framework. CoDAN has been designed to recognize and model infrastructure systems
as the result of interacting physical, natural, and social systems, and is built upon the
following principles:
• different decision problems occur at different system description, or resolution,
levels;
• decentralization schemes respond to each specific system and problem;
• control processes are embraced by distributed decision units to maintain and
improve network indicators of performance and risk; and
• socio-economic and organizational aspects affect infrastructure performance as
much as technical aspects.
To operationalize the stated principles, CoDAN is comprised of the three following
phases:
• Phase I (“Knowing the system”) explores network properties (e.g., relative importance of network components) and embraces a human-machine interactive process
to define relevant sub-systems in the context of a decision problem, supported on
supervised and unsupervised clustering algorithms;
• Phase II (“Who’s in charge”) develops resource allocation models in terms of subsystems, signaling which of those are appropriate for autonomous use of resources
in the context of problems such as maintenance or disaster relief throughout the
network;
• Phase III (“Behavior under control”) defines agents associated to key decision
problems of autonomous sub-systems, and provides them with the capabilities
to control variables of interest (e.g., connectivity, flow reliability) and pursue a
target system state. Phase III is further divided into three modules.
– first, the modeling module describes deterioration and shocks across a set of
sub-networks that are associated to key decision problems;
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– second, the assessment module estimates current and future indicators of
performance and risk in the network based on state-of-the-art algorithms
(e.g., for reliability computation);
– and third, the intervention module supports (sub)-optimal decisions about
maintenance actions to maintain and improve performance or recover from
disrupting events.
The integration of CoDAN Phases enables the construction and use of an agentbased model in which decisions and policy about infrastructure can be studied. Subsystems (found in Phase I) act in a decentralized yet coordinated way (defined in Phase
II) to execute local control processes (devised in Phase III) aimed at maintaining performance and service levels in a cost-effective way. Agents represent decision-makers in
key sub-systems whose behavior depends on aging, hazards, and maintenance actions
defined by the agents. Thus, the overall behavior of infrastructure networks is the
result of physical processes, natural events, and interrelated decisions from multiple
parties. These concepts are discussed, implemented, and illustrated with several examples throughout the document and a step-by-step analysis of the Chilean electricity
supply system and its recovery after the 2010 earthquake using the CoDAN framework.
The implementation and quantitative analysis of the CoDAN framework provide
evidence of the benefits in terms of decision-support and computational efficiency of
detecting relevant sub-systems in infrastructure and incorporating such information
into optimal resource allocation problems, as well as into performance assessment and
optimal maintenance scheduling problems, as demonstrated through the case study
of the Chilean network. The distributed analysis of infrastructure networks provides
insight about the effects of local decisions on global behavior, while enabling the analysis
of sub-systems of tractable size.
CoDAN’s socio-technical modeling of infrastructure networks opens many possibilities for future work, aimed at exploring different decision-making settings, including
cooperative/competitive parties, inefficient or corrupt entities, principal-agent models
that capture regulatory policies, among others. Moreover, because of CoDAN’s modularity, several extensions and improvements can be pursued, namely: devising formal
large-scale and multi-objective approaches to complement the optimization in the intervention module; incorporating more sophisticated and efficient models for progressive
deterioration and shocks, which fit specific realistic scenarios; expand the scope of
the risk management problem beyond reliability (e.g., integrate robustness, resiliency,
consequence analysis). Finally, a catalogue of realistic case studies for validation and
adjustment of CoDAN modules is to be developed, which will allow to devise practical
guides to use CoDAN and provide reference for further research.
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• C Gomez, M Sanchez-Silva, L Dueñas-Osorio (2013) Evaluation of a complex distributed
agent network framework for risk-based decision support in infrastructure engineering.
Proceedings of the 11th International Conference on Structural Safety and Reliability
(ICOSSAR) June 16-20, 2013 Columbia University, New York, NY
• C Gomez, D Castiblanco, M Snchez-Silva, L Dueñas-Osorio (2013) Study of policies for
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agent collaborative decision-making in risk assessment and management of infrastructure
networks. Proceedings of the 2012 IEEE International Multi-Disciplinary Conference on
Cognitive Methods in Situation Awareness and Decision Support (CogSIMA), March 6-8,
2012, New Orleans, LA (pp. 222-229) ISBN: 978-1-4673-0343-9.
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Glossary
The following terms are used in this thesis according to the terminology defined by the
Joint Committee on Structural Safety in (1):
Hazard: An event or a combination of events with a potential for undesirable consequences.
Probability: The likelihood or degree of belief of a particular event occurring within
a specified reference (time, number of repetitions, etc.).
Consequence: The utility assigned to the event in accordance with the preferences of
the decision maker.
Risk: The expected adverse consequences associated with an event, an activity or a
decision alternative. Risks may be related to adverse events for humans, qualities of the
environment or economic values. In general the risk is the combination of probability
of an event and its consequence.
Reliability: The ability of a structure or structural element to fulfill the specified
requirements during a given period of time (e.g. design life).
Risk management: The complete process of risk assessment and risk control.
System: A bounded group of interrelated, interdependent or interacting elements
forming an entity that achieves a defined objective in its environment through interaction of its parts.
Stakeholder: Any individual, group or organization that can affect, be affected by, or
perceive itself to be affected by, a risk.
Risk analysis: The use of available information concerning relevant hazard situations
for estimating the risk for individuals or populations, property or environment.
Risk assessment: A process of risk analysis, risk acceptance and option analysis.

xv

CONTENTS

Risk estimation: A process used to produce the estimate of the risk measure.
Sensitivity analysis: A systematic procedure to describe and/or calculate the effect
of variations in the input data and underlying assumptions in general on the final result.
Risk reduction: Actions taken to lessen the probability, negative consequences, or
both, associated with a risk.

The following terms are used according to the terminology defined by the The
United Nations Office for Disaster Risk Reduction in (2):
Critical facilities: The primary physical structures, technical facilities and systems
which are socially, economically or operationally essential to the functioning of a society
or community, both in routine circumstances and in the extreme circumstances of an
emergency.
Disaster: A serious disruption of the functioning of a community or a society involving widespread human, material, economic or environmental losses and impacts, which
exceeds the ability of the affected community or society to cope using its own resources.
Preparedness: The knowledge and capacities developed by governments, professional
response and recovery organizations, communities and individuals to effectively anticipate, respond to, and recover from, the impacts of likely, imminent or current hazard
events or conditions.
Recovery: The restoration, and improvement where appropriate, of facilities, livelihoods and living conditions of disaster-affected communities, including efforts to reduce
disaster risk factors.
Resilience: The ability of a system, community or society exposed to hazards to resist, absorb, accommodate to and recover from the effects of a hazard in a timely and
efficient manner, including through the preservation and restoration of its essential basic structures and functions.
Response: The provision of emergency services and public assistance during or immediately after a disaster in order to save lives, reduce health impacts, ensure public
safety and meet the basic subsistence needs of the people affected.
∗∗∗

Fragility curve (3): Defines the probability of failure as a function of an applied load
level; a particular form of the more general system response.
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Robustness (4): The ability of a system to resist change without adapting its initial
stable configuration.
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Abbreviations
BF: Bellman-Ford algorithm.
CEDE: Center of Economic Development Studies (Centro de Estudios sobre Desarrollo
Economico).
CFLP: Capacitated Facility Location Problem.
CoDAN: Complex Distributed Agent Network framework.
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Chapter 1

Introduction
1.1

Overview

Infrastructure networks are socio-technical systems which constitute the backbone of
economic and social development. In particular, they allow for the efficient and secure
flow of commodities, goods and people in an increasingly interconnected and interdependent world. Infrastructure networks are complex systems (i.e., with large numbers
of components exhibiting nonlinear relationships) whose behavior cannot be easily described or predicted in a global manner as it is the result of numerous distributed local
processes and actions that involve natural, physical, and social systems (e.g., deterioration, use, maintenance). Furthermore, uncertainty and risk on local processes, and on
how they escalate to global behavior, hinder effective decision-making in infrastructure
network operation.
The socio-technical nature of infrastructure responds to the organizations involved
in their operation, which typically embrace decentralized decisions about maintenance
of geographically distributed networks, while being consistent with system-level constraints. Besides organizational design and geographic sparsity, decentralization is encouraged because of the opportunity to relieve cognitive and computational burdens of
dealing with complex systems as monolithic, centralized entities.
Decisions depend on the level of abstraction at which a problem is analyzed. For
instance, decisions related to localized emergency response and recovery within largescale disruptions can (and often should) be handled distributedly due to the focus on
maximizing coverage while minimizing delays in a setting of limited coordination, communication, and resources. Conversely, long-term planning commonly requires centralized analyses which account for relationships among networked components and may
include factors that are relevant at a macroscopic level rather than locally, such as
economic and political aspects.
The purpose of this work is to introduce and develop a framework for risk-informed
decision support in infrastructure engineering, which accounts for the features of complexity, decentralization, human involvement, and connectedness. This thesis responds
to the needs to analyze complex socio-technical systems within the context of risk
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assessment and management of infrastructure networks.
Integrated approaches to modeling complex systems are scarce in the literature
on infrastructure engineering apart from: contributions that, although comprehensive
and cross-disciplinary (e.g., (5, 6, 7)), remain at a conceptual ground; and approaches
that focus on applying individual techniques to specific problems, some of which are
accounted below. To cope with large-scale and non-linearity (complexity), researchers
on risk management of infrastructure networks have gradually adopted techniques from
the field of complex systems modeling and cybernetics, including systems dynamics,
agent-based modeling, and optimization techniques, among others.
Instances of the latter include: the description of earthquakes/disasters (8, 9); exact
and heuristic optimization to support decisions about infrastructure maintenance (10,
11); agent-based and game theoretical models to describe interactions among “rational”
entities in decision problems (12, 13, 14); graph theoretical methods for the analysis of
networks (15, 16, 17) and networks of networks (18, 19, 20, 21); along with reliability
theory (22, 23, 24) and Bayesian Networks (25) which have been used to deal with
uncertainty in risk analysis of infrastructure systems.
In spite of the variety and quality of the cited contributions, there is still a need
for an applicable framework that accounts for real-time human operation of complex,
distributed systems within a socio-technical context, while integrating pertinent techniques to model and support decision-making processes in an organizational setting. In
fact, in his 2014 paper (7), Professor David Blockley argues that the civil and infrastructure engineering community needs not only to further absorb the sciences of systems
and complexity, but to contribute to them as well (e.g., with its mature knowledge in
dealing with uncertainty, a trigger of complexity).
This thesis is an attempt to meaningfully link system reliability and risk assessment
with complexity theory to enable the study of physical and institutional systems at once,
following evidence of post-disaster accounts (26, 27), in which infrastructure systems
recover effectively only as a combination of coordinated yet decentralized institutional
decision-making and physical interventions that respond to uncertain natural and socioeconomic conditions.

1.2

Research problem

The ultimate purpose of infrastructure networks is to satisfy the demand for a certain
commodity throughout a geographic region. The performance of these infrastructure
systems depends on the performance of components which are affected by progressive
deterioration due to aging and load, as well as by shocks that result from natural and
man-made hazards. These deterioration processes are affected by uncertainty as a result of both intrinsic properties of involved phenomena (aleatory uncertainty) and lack
of knowledge (epistemic uncertainty). However, components are not only affected in the
negative way but may also be intervened (e.g., repaired, replaced) by owners/operators,
whose decisions respond to organizational, socio-economic, and political factors. Consequently, the performance of physical infrastructure over time (i.e., life-cycle) ends up
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depending on complex natural and social phenomena, and on the way they propagate
across the set of networked components.
The decision problem under consideration consists in determining a set of actions
directed to prevent infrastructure systems from not complying with their purpose in
these conditions, which requires updating capacity to meet uncertain increasing demand, and applying preventive and corrective maintenance to counteract uncertain
progressive deterioration and shocks. Making such decisions under uncertainty implies
anticipating possible future scenarios and their outcomes, considering the effect of each
of the actions available to the decision-maker. Moreover, decisions must account for
systemic behavior related to how the behavior of components escalates at the network and system level. A set of actions (i.e., an intervention policy) must be selected
responding to stakeholders’ attitude towards risk, which defines how much they are
willing to spend in order to reduce a fraction of the risk (or, conversely, how much risk
they are willing to take). The latter synthesizes a typical process of risk assessment
and management in infrastructure engineering.
The research problem developed in this thesis consists in providing a conceptual
and computational framework for decision support in the context of risk assessment and
management of infrastructure networks, as complex socio-technical systems. Specifically, the decision support problem implies the analysis of topological properties and
sub-systems in networks, resource allocation schemes across sub-systems, as well as the
assessment of performance and risk, and the support to strategic decisions about maintenance and updates directed to respond to increasing demand and deterioration. The
novelty and uniqueness of the problem is in addressing the stated problem while acknowledging and modeling features related to complexity and the socio-technical nature
of infrastructure operation, such as:
• the behavior of the network (e.g., a measure of its performance and risk) depends
on the behavior of components in a nonlinear and non-intuitive way;
• the behavior of components is affected by uncertainty not only due to deterioration processes but also to imperfect human implementation of policies;
• different decision problems occur at different levels of abstraction, and at different
sub-systems, causing performance to be affected by the chosen (de)centralization
scheme;
• several parties (sub-systems) within a complex system may be assigned with resources and responsibilities, and embrace concurrent control processes to maintain
and improve local performance;
The socio-technical nature of infrastructure systems, thus, causes systemic and organizational aspects to affect performance as much as technical aspects. Therefore,
decision support tools must be able to account for complex and realistic settings not
usually considered in engineering approaches that tackle one problem at a time. For instance, solving a graph problem numerically is not sufficient when the network depends
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on the decisions of several actors with possibly conflicting interests; or conversely, an
agent-based model is not sufficient when the outcomes for agents depend on the network
flows achieved by their decisions.
The integration of rigorous methodologies for specific purposes (pattern recognition, reliability assessment, optimal resource allocation, scheduling), and the holistic
context provided by systemic analysis and soft methodologies (systems dynamics, organizational analysis, behavioral economics), is necessary to capture the complexity that
arises when human decisions are made about technical problems: while technicians
may focus on improving reliability between key network terminals, executives may be
interested in minimizing the expected unmet demand, but the actions of both end up
affecting the same system. There are no approaches in infrastructure engineering which
allow the flexibility of accounting for high-level aspects such as decentralization or decision preferences, while being able to incorporate rigorous models for problems such
as component deterioration, network flows, risk assessment, and optimization.

1.3

Objectives

The general objective of this thesis is to develop a decision support framework for risk
assessment and management of infrastructure networks, which acknowledges technical
and organizational aspects that affect infrastructure network performance, including
the existence of multiple sub-systems and decision-makers.
The specific objectives are:
• Propose a model of infrastructure networks which is adaptable to key decision
problems at different sub-systems and levels of abstraction, balancing the relevance and complexity of information.
• Analyze and take advantage of key relationships between the topological structure of infrastructure networks (i.e., sub-systems), and the allocation of resources
according to the network’s functionality and the decision problem at hand.
• Integrate and adapt state-of-the-art algorithms for risk assessment and decision
support in complex networks into an applicable framework that accounts for the
interaction of natural, physical, and social systems that affect infrastructure’s
performance for the purpose of determining effective actions to prevent the network from not complying with its purpose (allowing for the efficient and secure
flows of commodities, goods and/or people).

1.4

Scope of study

This dissertation comprises the analysis of infrastructure network operation from a complex systems perspective, which recognizes the socio-technical nature of infrastructure
networks, as systems in which the features from Table 1.1 are observed.
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Table 1.1: Synthesis of socio-technical features captured by CoDAN
Features
Decentralized decisions and actions
are performed by humans (in a social context)
in order to affect a set of interconnected components,
whose behavior combines in non-linear ways.

CoDAN terms
Distributed
Agent
Network
Complex

In this sense, the primary contribution is a formulation of the problem of infrastructure operation which acknowledges such socio-technical features but is still able to
tackle practical problems such as identification of relevant network properties, resource
allocation, risk assessment, and support for maintenance-related decisions. The scope
within which these areas are covered in the thesis is discussed below.
Socio-technical systems
At the core of the proposed research is the recognition of human involvement in the
operation of infrastructure networks, which affects the decision-making processes due
to socio-political, economic, cultural, and psychological conditions that define certain
preferences, biases, and behaviors. Furthermore, different stages and circumstances
lead to different decision problems and different ways to approach them (e.g., comparing decision problems at local vs. national levels, or during normal operation vs.
emergencies). These phenomena motivate the development of a decision-support tool
that is flexible enough to include such characteristics and still capture technical aspects of infrastructure operation. The latter contextualizes what will be understood in
this thesis as a “socio-technical problem”, which will be addressed in two ways: first,
a hierarchical model of infrastructure networks is proposed, which captures different
sub-systems and levels of description of the network such that models can fit decisions
at different levels of abstraction; second, by associating agents (whose goals and preferences can be tuned) with decision-makers and operators throughout sub-systems, thus,
allowing for the inclusion and study of the stated socio-technical features of infrastructure systems.
Network decomposition
A key step in the proposed framework is to detect properties of infrastructure networks that may be useful for posterior computational or decision-making processes.
Topological indicators of importance of components, as well as supervised and unsupervised clustering methods, are used to detect community structures in the network
which will be related to the system-of-systems structure of infrastructure networks.
Within this thesis, local importance measures (degree, betweenness centrality, PageRank) are used although more elaborate topological analyses are possible (e.g., spectral
properties). Similarly, the implemented clustering methods were based on geographical distance and connectivity; namely, the Markov Clustering Algorithm, which finds
clusters by flow simulation, and the kernel k-means algorithm, which allow for complex
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shapes and customized number and size of clusters. However, the choice of clustering
technique and similarity measure is very flexible, and can respond to specific decision
needs or network features. Because of the embraced socio-technical approach, clusters
may not only respond to technical features (e.g., connectivity), but also to societal constraints (e.g., political divisions). Finally, the study of the impact of different possible
clustering techniques on the outcome of CoDANs modules is a compelling extension,
which has not been included within the thesis.
Resource allocation
The Topology-informed Resource Allocation proposed in this thesis can be viewed
in two ways:
• assigning resources (and, hence, tasks and responsibilities) to strategic sub-systems
in the context of a decision problem (e.g., when to maintain sub-system’s components); or
• taking advantage of the information about networks’ community structures (known
from the clustering process) to boost computational performance of optimal resource allocation problems.
The specific resource allocation problem under consideration was the Capacitated
Facility Location Problem (CFLP), either in its pure version, or including minor modifications. The examples examined throughout the thesis refer to either assignment of
maintenance crews or assignment of support centers for disaster relief. The implementations with regards to resource allocation combine outcomes of the clustering process
with Mixed Integer Programs for linear optimization. Other techniques that may be
pertinent for the stated problem, such as multi-objective optimization or stochastic
programming, are not implemented but their exploration is encouraged.
Risk assessment
This thesis is developed within the context of risk-informed decision support in the
sense that it deals with uncertain events that threaten systems’ performance and pursues actions that seek to avoid or minimize their impact. However, it is worth noting
that throughout most of the document the addressed problem is reliability (of connectivity and/or flow), with the exception of the example of the Chilean electricity supply
network, in which the expected value of unmet demand is considered as a measure that
captures the consequences of under-performance.
Support for maintenance related decisions
Besides sub-system detection and resource allocation, optimization techniques are
used as decision support tools for problems in infrastructure engineering; particularly,
those related to maintenance. Specifically, an objective function is devised which accounts for several performance indicators, such as flow reliability, maximum flow, and
discounted costs which may be solve by several agents that are associated to relevant
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sub-systems. The values for these performance indicators are derived from specificpurpose algorithms (e.g., the Recursive Decomposition Algorithm for reliability computation, or the Ford-Fulkerson algorithm for maximum flow computation), hence,
there are no explicit mathematical representations available for them, which hinders
the formulation of exact optimization problems, in addition to the fact that relationships between independent variables (i.e., the state of components) and dependent
variables (i.e., systemic performance) is usually non-linear and non-convex. Therefore,
the proposed approach involves intensive use of heuristic algorithms such as Particle
Swarm Optimization, in addition to punctual exact formulations that can be used to
initialize, compare and enhance sub-problems of the overall maintenance problem.
Visual decision support tools
In addition to models that incorporate agents, CoDAN focuses on human decisionmakers by providing tools that facilitate the interpretation of quantitative analysis
about complex distributed systems (Section 6.4.2). Specifically, CoDAN includes the
Agent Space which displays the evolution of a certain sub-systems over-time in a plain
that contrasts deterministic and probabilistic performance measures of interest (e.g.,
flow reliability vs. maximum flow). Furthermore, the Distributed Matrix View helps
visualize maintenance actions on links and nodes of sub-systems, and their effect on
the Agent Space (i.e., how interventions lead to evolving performance).

1.5

Thesis outline: The CoDAN framework

A series of ideas and tools are developed and integrated into a conceptual and computational framework in order to respond to the research problem defined in Section 1.2.
The so-called Complex Distributed Agent Network (CoDAN) framework constitutes a
decision-support platform for the analysis of complex socio-technical systems, covering
issues such as the detection of relevant sub-systems, resource allocation problems across
multi-scale sub-systems in a network, as well as decision support for life-cycle operation
of infrastructure systems considering assessment and intervention actions directed to
improve/maintain indicators of performance and risk.
The CoDAN framework intends to bridge key areas of knowledge that are relevant to infrastructure engineering, which, if integrated properly, have the potential to
address the challenges posed by complex socio-technical systems regarding risk management and decision-making. Broadly, these areas include: computer-aided engineering,
which refers to topics such as simulation, optimization, and machine learning; complexity science, which deals with issues such as emergent behavior, systems dynamics, and
systems of systems; network science, which includes topological features of networks,
connectivity, flow, and related algorithms and metrics; decision-making, which is a wide
label that aims to capture organizational, socio-economic, or psychological issues that
affect decisions, oftentimes through theory of rational choice, agent-based and gametheoretical models, among others; risk and reliability, which refers to the conceptual,
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Computer Aided Engineering

Complex Systems

Decision Making

CoDAN

Risk / Reliability

Network Science

Hazards, Deterioration,
Geo-Sciences

Figure 1.1: Relationships of the CoDAN framework with broad topics in infrastructure engineering. Colors denote groups of closely related areas, between which relevant
relationships can be found and are represented with thick arrows. Thin arrows denote
relationships that exist but do not represent core similarities, as those between computer
aided engineering and other areas. Arrows in black represent those connections that are
enabled and exploited by the CoDAN framework, some of which are thiner, as is the case
of deterioration, hazards, and geo-sciences.

mathematical, and computational means to describe and estimate systemic performance in the presence of uncertainties; and hazards, deterioration, and geo-sciences,
which includes areas devoted to study the actual processes that lead to uncertain performance of components (e.g., fatigue, shocks, etc.). As shown in Figure 1.1, relevant
relationships exist bewteen “neighbor” areas (as is the case of network science and
complex systems, or reliability and deterioration) while links are rare bewteen both
groups of topics. Computer-aided engineering is linked to all other areas, although
slightly, because such relationships most frequently respond to the widespread dependence on computational tools rather than to knowledge being shared, or transferred.
As a whole, CoDAN represents a conceptual point of convergence for these areas, and
delivers specific contributions that constitute and strengthen links between pairs of
topics.
The CoDAN framework consists of three phases that define the structure of this
document: Phase I (“Knowing the system”) explores network properties that provide
insight about important nodes and links, which are used as inputs for a human-machine
interactive process to define relevant sub-systems in the context of socio-technical decision problems; Phase II (“Who’s in charge”) develops optimal resource allocation
models in terms of sub-systems at different scales, signaling which of those are suitable
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for autonomous use of resources to provide a given service; Phase III (“Behavior under
control”) associates agents with the decision problems of the autonomous sub-systems
established in Phase II, and provides such agents with the capabilities to assess performance and risk and to select (sub)-optimal intervention policies (e.g., maintenance
actions).
Figure 1.2 and the following sub-sections describe the overall structure of the CoDAN framework in terms of its three phases, which are discussed in Parts I through III
of this document, respectively. Part IV of this document provides a case study in which
the CoDAN framework is applied to the Chilean electricity supply network and its recovery after the 2010 earthquake. Each of the four parts is comprised of two chapters:
the first of the chapters in each part provides context, justification, conceptual foundations, or literature reviews that are relevant for the corresponding CoDAN Phase (or
validation), whereas the second one deals with the mathematical and computational
implementation of the presented ideas, as well as quantitative examples for purposes
of illustration and/or validation.

1.5.1

Phase I: Knowing the system

CoDAN’s Phase I is discussed in Chapters 11 and 3. Chapter 11 (Systems and networks)
discusses the theoretical bases from complex systems theory and network science upon
which CoDAN is constructed. At the core of such discussion is the fact that the overall
behavior of infrastructure results from the interaction of natural, physical, and social
systems, each of which is a result of the interactions of sub-systems and the decisions
associated to them. Moreover, the way in which local interactions escalate to global
behavior depends on how elements relate to each other, i.e., the topology of the network.
the objective of Phase I is to capture relevant topological properties that might benefit
decision-making.
Chapter 3 (Sub-systems in networks) deals with the practical implementation of
the ideas from Chapter 11 in order to develop a human-machine interactive tool for
the decomposition of systems into sub-systems in the context of a decision problem.
For this purpose, a general review of clustering methods is presented, including necessary concepts from pattern recognition such as pre-processing, similarity measures,
practical clustering algorithms, and validation measures. A computational tool is introduced which carries out three processes: pre-processing, in which basic topological
indices are used to detect important network components; partitioning, in which clustering methods are implemented to detect community structures in the network that
respond both to intrinsic properties and user-defined parameters; and validation, in
which connectivity within and between clusters is compared to provide indicators of
the quality of clustering. Chapter 3 concludes with the formalization of a hierarchical
representation of infrastructure networks, which allows the use of several levels of detail
to balance the relevance and complexity of analysis according to the decision needs.
The whole CoDAN framework relies on such a view of infrastructure systems in terms
of its sub-systems at different scales.
The content in Chapters 11 and 3 is based on previous research by the author about
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The CoDAN Framework
PHASE I: KNOWING THE SYSTEM

Chapter 2
Systems and Networks
Sub-systems;
hierarchies; emergent
properties; multi-scale
decision problems;
graph theory; network
science

Chapter 3
Sub-systems in Networks
Topological properties;
supervised and unsupervised
clustering; pre-processing:
validation; human-machine
interactive tool

Human-machine interactive tool to
detect sub-systems at multiple scales

PHASE II: WHO’S IN CHARGE
Chapter 5

Chapter 4
Decentralization
and optimization
Decisions and actions
occur in a distributed
way; cognitive and
computational
limitations hinder the
analysis, control and
governance of
complex systems

Topology-informed
Resource Allocation
Integration of exact optimization and
clustering; resource allocation
throughout multi-scale communities;
accurate and efficient computational
implementation through inclusion of
hierarchical variables and constraints

$

$
$ $

Optimal allocation of decision
autonomy throughout sub-systems

PHASE III: BEHAVIOR UNDER CONTROL
For all Decision Units
Intervention

Chapter 6

Chapter 7

Articulation of CoDAN
Obtain decision-units
out of clusters and
perform control loops

Implementation of CoDAN
Assess performance and
reliability; optimize
maintenance through lifecycle of sub-systems

Decision

Model

Risk Assessment
Assessment and intervention to control
performance through sub-systems

CoDAN VALIDATION
Chapter 8

Chapter 9

The Chilean electrical sector
Key characteristics of the electrical
network and emergency response

CoDAN applied to the Chilean case
Actual implementation of the CoDAN
framework step by step

Figure 1.2: Conceptual structure of the CoDAN framework in terms of the chapters of
this thesis
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hierarchical representation of infrastructure networks (16) and clustering methods for
such purpose (28).

1.5.2

Phase II: Who’s in charge

CoDAN’s Phase II is discussed in Chapters 4 and 5. Chapter 4 (Decentralization and
optimal resource allocation) examines literature from systems theory, management and
political science, as well as programming and automation, highlighting the importance
of applying degrees of decentralization that respond to the specific system and problem
of interest. Furthermore, the decentralization scheme of a decision problem is affected
by the socio-economic and organizational context as much as by a system’s geographical
distribution and technical aspects. Therefore, a key question in infrastructure decisionmaking is: which of the relevant sub-systems discovered in Phase I should be associated
to autonomous decision-making entities? and/or how they compare to the existing
ones?
Chapter 5 (Topology-informed Resource Allocation) introduces a practical optimization approach to allocate resources throughout a set of given sub-systems, seeking to
optimize the provision of a service. An example of the latter is determining whether
resources should be managed at the city level, the state level, or a combination of both,
in order to provide disaster relief services in a way that optimizes a specified measure (e.g., assistance delay). Topology Informed Resource allocation (TIRA) integrates
hierarchical network decomposition (the output from Phase I) with Mixed Integer Programming (MIP) by defining a cost minimization problem in which decision variables
refer to clusters (sub-systems) rather than individual nodes, and for which additional
constraints are added to include topology related conditions (e.g., if a service is to be
provided at the state level, the demand of sub-systems at the city is also satisfied). The
underlying interpretation is that sub-systems with no assigned resources are not suitable to be autonomous decision-making units. Hence, the outcome of Phase II (TIRA;
Chapter 5) can be interpreted as the optimal decentralization scheme for a specific
problem in an infrastructure network.
Three optimization problems are formulated in Chapter 5: a resource allocation
MIP referred to as the standard strategy, which does not take any topological information into account; a resource allocation MIP referred to as the moderate strategy,
which includes topological information without severely changing the structure of the
problem; and a resource allocation MIP referred to as the aggressive strategy, which
uses topological information to simplify the structure of the problem significantly. The
topology-informed strategies can achieve near-optimal solutions in computation times
orders of magnitude below those of the standard strategy when tested with different
network topologies, with the aggressive strategy being the fastest but subject to larger
errors when networks do not exhibit marked community structures.
The content in Chapters 4 and 5 is based on the author’s work on the use of
network community structure to enhance optimization (29) and the introduction and
comparison of the standard, moderate and aggressive strategies for TIRA (30).
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1.5.3

Phase III: Behavior under control

The main statement of the CoDAN framework is that sub-systems (found in Phase I)
act in a decentralized yet coordinated way (defined in Phase II) to execute local control
processes (devised in Phase III) in which the current state of the system is assessed
and intervention actions are taken in order to reach a target state. The problem
under consideration is the life-cycle operation of infrastructure networks, according
to which operators pursue certain levels of service through cost-effective maintenance
actions that counteract the uncertain effects of deterioration due to aging and natural
hazards. Chapter 6 (Articulation of the CoDAN framework ) introduces Phase III and
presents CoDAN as the integration of all phases. Phase III is comprised of three
modules: the modeling module, which is the result of articulating Phases I and II, i.e.,
providing a model of the network in terms of those sub-systems that are associated
to decision problems of interest; the assessment module, which provides agents with
the capabilities (algorithms) to measure performance (e.g., network connectivity and
flow) and risk (e.g., flow reliability, deterioration estimates) as evidence for decisionmaking; and the intervention module, which uses evidence from assessment to design
maintenance policies using optimization tools.
Chapter 7 (Implementation of the CoDAN framework and modules) discusses the
details, algorithms, and implementation of the assessment and intervention modules
(since modeling is covered in the previous phases). The assessment module uses traditional and state-of-the-art algorithms to compute network variables such as distance,
maximum flow, and reliability of connectivity and flow. A visual decision support tool
(the Agent Space) is introduced as part of this module, which shows how each subsystem performs in a two-dimensional space that relates nominal performance and risk.
The intervention module uses heuristic optimization to deal with the highly combinatorial and nonlinear problem of minimizing the “distance” between current and target
states which are defined in terms of the assessed variables. Another visual decision support tool (Distributed Matrix View ) is introduced as part this module, which relates
sub-systems’ actions (e.g., maintenance) with their effect on performance (i.e., how an
action modifies the Agent Space). The visual tools are valuable for decision support
since they make non-linearities evident, thus, making the analyst aware of non-intuitive
behavior that might affect decisions.
The content in Chapters 6 and 7 is based on previous research by the author introducing the CoDAN framework (31).

1.5.4

Application of the CoDAN framework

The fourth and final part of this document is comprised of chapters 8 and 9, and deals
with the application of the CoDAN framework in the context of the Chilean electricity
supply network and the 2010 earthquake. Chapter 8 discusses features of the electrical
sector and emergency response policies in Chile according to governmental views and
development plans towards 2030. Chapter 9 implements the CoDAN framework in a
step-by-step fashion, including all three phases and the emulation of of the recovery

12

1.5 Thesis outline: The CoDAN framework

of the electricty supply system after the 2010 Chile earthquake based on Gomez et al
(32), demonstrating the pertinence and validity of the CoDAN framework.
In summary, CoDAN includes the construction and use of an agent-based model of
infrastructure as a socio-technical system. Agents represent decision-makers in key subsystems whose behavior depends on ageing, hazards, and maintenance actions defined
by the agents. The overall behavior of infrastructure networks is, thus, modeled as
the result of physical processes, natural events, and interrelated decisions from several
parties. The exploitation of CoDAN as an agent model remains illustrative in this thesis
since many possibilities for further research appear from such a model by studying
the effect of: different types of agents, interactions among them, algorithms available,
policies or regulation, decentralization schemes, multiple hazards, or interdependent
networks, among others. A short-term goal for future work is the identification of
sources of uncertainty across the natural, engineered, and social phenomena involved
in infrastructure operation, and using CoDAN to study how they might propagate, and
ultimately affect decisions.
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Part I

KNOWING THE SYSTEM
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Chapter 2

Systems and networks
2.1

Chapter overview and objectives

The proposed research problem (Section 1.2) is addressed through the construction of
the CoDAN framework, which is conceptually rooted in complexity science and systems
theory, and implemented in practice through models and tools from network science.
This chapter discusses basic notions of systems and networks that are relevant to approach the networked systems under study, i.e., infrastructure networks. Specifically:
• Section 2.2 introduces concepts from systems science that comprise the cornerstone of the CoDAN framework, such as emergent properties, complexity, systems
of systems, hierarchical structures, interactions of systems with observers and
other systems, and complexity management to provide valuable decision support,
balancing relevance and accuracy of information.
• Section 2.3 provides the reader with the necessary notions from network science,
such as network representation, descriptive measures, and issues of dynamics and
complexity that will be useful for further development of network models.
These notions converge to explain why CoDAN understands infrastructure as the
interaction of social, physical, and natural systems, and focuses on providing decision
support tools that are relevant beyond the engineering community.

2.2
2.2.1

Decision-making in complex systems
Basic notions of systems thinking

Systems are representations of sets of elements connected together with a purpose; for
instance, the digestive system, a smoke alarm system, or a country’s electoral system.
Interdisciplinary efforts have led to an extensive and heterogeneous body of knowledge
under the label of systems theory, including the ideas of pioneers in cybernetics (33, 34)
and systems thinking (35, 36), as well as efforts towards unifying theories of systems
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(37), and applied methodologies in operations research (38) and management science
(39, 40, 41, 42), dealing with problems as diverse as designing a surface-to-air missile
(33), or evaluating the viability of an organization through time (40, 42, 43).
A key notion in systems thinking is holism (opposed to reductionism) which states
that a system is more than a collection of components. Instead, components interact
to achieve a purpose (that allows to identify the system), producing properties absent
in the parts alone. For instance, cognition is property of the nervous system, not of
neurons alone; these are referred to as emergent properties. In this sense, systems can
be part of other systems: while a neuron may be seen as a system for the purpose of
perception, it is only a sub-system for the purpose of cognition. Therefore, systems
can be both part and whole at the same time, in which case they are referred to as
holons. Complex systems, such as infrastructure networks, are those having a significant
amount of components that interact in non-linear ways, producing emergent properties.
Chapters 7 and 9 show examples of emergent behavior in infrastructure systems.
The recursive embedding of sub-systems into systems leads to a hierarchical structure that is at the core of CoDAN for one key reason: different decision problems and
mechanisms occur at each of these levels of recursion and produce unique effects on
the overall system behavior. Understanding and controlling how local actions give rise
to emergent global behavior is a central topic in the study of complex systems. This
thesis addresses that specific matter in the context of risk-based decision-making and
management of infrastructure networks.

2.2.2

Infrastructure as a socio-technical system

In the real-world, systems of all kinds (i.e., biological, technological, social) are in
continuous interaction. Public infrastructure is a suitable example of a physical system
(comprised of towers, cables, and/or pipelines) that affects and is affected by natural
systems (e.g., seismic systems, storm systems) while interacting with social systems
such as institutions involved in its operation, political systems defining policies, and
the whole society as a user. Therefore, decisions must not be limited to the physical
behavior of its components and be aware of the effects of interacting parts within a
system, interdependences among different physical systems (e.g., water supply systems
rely on electricity), and the effect of the several organizational systems that comprise
infrastructure’s socio-economic context.
In the words of Maturana: ”everything is said by an observer ” (44), referring to the
importance of the interactions of a system and its external environment, including the
perspective of the analyst or decision-maker. The CoDAN framework is emphatically
oriented towards dealing with infrastructure along with the political and socio-economic
context that is relevant for decision-making, linking state-of-the-art techniques for infrastructure network analysis with the trending approaches to complex systems problems. Such socio-technical perspective is a key contribution of this thesis, for in the
wake of increasing complexity and interdependence, engineers are meant to provide
decision support tools beyond the engineering community.
Ashby’s Law of Requisite Variety (34) implies that only complexity absorbs com-
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plexity, meaning that a decision-maker cannot cope with the complexity of a system
(e.g., infrastructure) that exceeds his/her own complexity (i.e., cognitive capacity). For
decision-makers, cognitive capabilities are insufficient to deal with the detailed, centralized analysis of infrastructure networks due to the characteristic properties of complex
systems: large amounts of components and nonlinear relationships, which lead to nonintuitive emergent behavior. In this sense, computer-aided decision support tools must
compensate such limitation by filtering information that is not relevant to the problem
so that valuable information can be effectively absorbed by the decision-maker. Therefore, it is necessary to design complexity attenuators and response amplifiers (39) so
that decision-makers are enabled to deal with complex problems effectively.
The CoDAN framework integrates decision support tools such that decision-makers
are only exposed to the complexity (e.g., information) that is valuable for effective
decisions, i.e., balancing relevance and specificity (45). The first step towards the management of complexity is gaining knowledge about systems’ structure and properties
so that models fit the decision problems of interest. In this sense, the following section provides bases for modeling and analysis of networked systems, while Chapter 3
deals with the detection of network communities towards a model that accounts for
systems-of-systems. A hierarchical representation of infrastructure networks in terms
of sub-systems will be introduced in Chapter 3 as the ultimate outcome of CoDAN’s
Phase I: Knowing the System.

2.3

Modeling networks

A network is a representation of a set of interacting elements. The last decades brought
significant development in network science due to the availability of network data and
computational resources (46). Network science is applied in contexts as diverse as
the Internet, transportation, telecommunications, protein chains (47) and percolation
theory (48). Network science condenses models, measures and algorithms that are
useful to describe and quantify the form (topology) and performance (flow, dynamics)
of networks.

2.3.1

Graph representation

Graph theory provides a natural way of modeling networks (49). A graph G(V, E) is an
abstract data structure, which consists of a set of nodes V = {v1 , v2 , . . . , vn } and a set of
connecting links E = {e1 , e2 , . . . , em } whose end-points are elements of V ; nodes may
represent any kind of element (e.g., molecules, facilities, people) and links represent
relationships between them (e.g., attraction, distance/flow, similarity/friendship). The
topology of a network (i.e., how nodes are connected) is defined by the adjacency matrix
An×n , in which aij = 1 if nodes vi and vj are connected, and aij = 0 otherwise.
A graph is said to be directed if Aij 6= Aji , i.e., the relationship (e.g., distance) from
i to j is different to that from j to i. Note that if G is an undirected graph, its adjacency
matrix is symmetric. Also, the adjacency matrix is binary and only indicates whether
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Figure 2.1: Typical network topologies and their corresponding adjacency matrices

a connection exists, leaving aside specific attributes of elements. Weighted graphs can
be used to represent infrastructure networks, in which there may be values other than
binary, capturing characteristics such as cost, capacity, or probability of failure of a
specific node or link. Commonly, more than one attribute is necessary to describe a
real-world system; in this case, a multi-graph, with more than one attribute per element,
is used.
The performance of a network can be described by a function g, which may be
described in terms of form or flow. Models that focus on the form of the network
concentrate on changes in its topological structure and address problems such as connectivity. Models that focus on flow deal with problems of cost and efficiency. Flow in
a general sense describes commodity travel through a network, such as traffic, goods,
data, or people. Note that form and flow are related concepts, although their relationship might be difficult to assess explicitly and generalize.

2.3.2

Useful descriptive measures

Many measures can be used to describe and compare individual elements in a network
(local measures) or the network as a whole (global measures). A list and description of
basic indicator is presented next (49), whilst other widely used indices in the context
of infrastructure can be found elsewhere (50, 51, 52).
Local network measures are concerned with network links or nodes emphasizing
their relative topological characteristics, namely:
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• Degree: refers to the number of neighbors of the i-th node (links going inside
and/or outside a node) and is calculated as the sum of non-zero elements along
the i-th row of the adjacency matrix A.

di =

n
X

Aij

(2.1)

j=1

• Betweenness: given the number of paths between all pairs of nodes, σst , bewteenness centrality measures the proportion of those paths that pass through the i-th
(i)
node (σst ); the more shortest-paths, the larger betweenness bi
bi =

X σ (i)
st
σst

(2.2)

s6=i6=t

• PageRank: measures the relative importance of a node vi in a graph based on
the number and quality of links directed to it, where quality is determined by the
Page-Rank of node i’s neighbors, recursively (53).
P Ri =

X P Rj
Lj

(2.3)

j∈Ni

where Ni refers to the set of neighbors of the node vi , and Lj the number of links
going out of each node j ∈ Ni .
• Clustering coefficient: compares the amount of links ejk in the neighborhood Ni
of a node vi (i.e., nodes connected to vi directly) with respect to the maximum
amount of links that could exist in such neighborhood.
ci =

|{ejk : vj , vk ∈ Ni , ejk ∈ E}|
|Ni | (|Ni | − 1)

(2.4)

Local indices may also refer to measures applied to specific sets of nodes or prespecified paths. For instance, a common measure of distance in network science is the
shortest-path between two nodes, i.e., the sum of attributes in the links of the path
(e.g., cost); the Dijkstra (54), Bellman-Ford (55), and Floyd-Warshall (56) algorithms
are popular choices to compute shortest-paths.
Global measures provide a single metric that summarizes the entire network’s characteristics. Such kind of indices are conceptually straightforward but computationally
restrictive. Most local indices can be taken to a global level by taking the average,
maximum and/or minimum (depending on the type of measure) over all nodes/links.
Moreover, statistical studies of the distribution of metrics throughout the network are
very useful. Instances of global indicators are:
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• the degree distribution of a network, based on the degree of every node, indicates
the probability that a randomly chosen node has degree k.
• the average clustering coefficient, which may be interpreted as the likelihood that
nodes a and b are connected, given that they share a common neighbor c.
• the average shortest path between all pairs of nodes, or between those signaled
as sources and sinks (supply and demand nodes).
• the k-connectivity of a network, which is defined as the minimum number of nodes
(or links) that need to be removed in order to disconnect the network.

2.3.3

Further aspects of network analysis

Two main models can be distinguished in network science: small-world networks (SWN)
and scale-free networks (SFN) (46), which exhibit particular dynamics that influence
community structures and behaviors such as virus, gossip, or damage propagation.
The characteristic of small-world networks is a high clustering coefficient and a low
average shortest-path, indicating that elements are close and highly connected. Scalefree networks, on the other hand, are known for exhibiting preferential attachment (e.g.,
new nodes tend to connect to well connected nodes), leading to a degree distribution
that follows a power law. Most real-world networks can be fitted to these models, which
may inform decision-making processes. For instance, SFN have few hubs, suggesting
that much of the connectivity depends on few elements that turn out to be critical,
and towards which priority actions should be directed when risk management is carried
out.
In addition, computational complexity is a major concern in network science. With
the exception of small networks, or with certain geometric characteristics (22), closedform solutions to problems such as connectivity and flow efficiency cannot be easily
found analytically or numerically. The identification of all possible failure scenarios
(a recurring practice in risk assessment) is commonly known as an NP -hard (Nondeterministic Polynomial time hard) problem since the number of possible states that
have to be considered grows exponentially with the size of the network. For instance,
a network of n elements (which might be either functional or disrupted ) has 2n possible states. Within risk assessment of infrastructure networks, a commonly expensive
performance measure (e.g., from a Finite Element Model) is to be evaluated for each
of those states to assess the consequences derived from possible future scenarios.

2.4

Conclusion

Essential foundations from the fields of systems theory and network science are introduced in this chapter, which establish the bases for the holistic analysis of systems-ofsystems, as proposed in this research project. The latter is key towards the construction of the CoDAN framework because it justifies the network decomposition strategy
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proposed in Chapter 3, which will be the foundation of subsequent CoDAN phases.
Specifically:
• Section 2.2 introduces concepts from systems science that comprise the cornerstone of the CoDAN framework, such as emergent properties, complexity, systems
of systems, hierarchical structures, interactions of systems with observers and
other systems, and complexity management to provide valuable decision support,
balancing relevance and accuracy of information.
• Section 2.3 provides the reader with the necessary notions from network science,
such as network representation, descriptive measures, and issues of dynamics and
complexity that will be useful for further development of network models. , along
with notions about representation, description, and dynamics of networks.
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Chapter 3

Sub-systems in networks
3.1

Chapter overview and objectives

Chapter 11 discussed the importance of addressing decision problems across different sub-systems and scales of complex socio-technical systems such as infrastructure
networks. This chapter provides the practical means for the implementation of such
concepts. Specifically:
• Section 3.2 discusses basic notions and algorithms of network clustering in the
light of the ideas on systems from Chapter 11, emphasizing the socio-technical
nature of CoDAN by allowing to detect both analyst-guided and topologicallyintrinsic communities within infrastructure networks.
• Section 3.3 proposes a prototype human-machine interactive tool for network decomposition which integrates: an initialization process for clusters and centroids
informed by network metrics (Chapter 11); the complementary use of supervised
and unsupervised clustering methods; and the use of clustering quality measures
to compare different partitionings and improve them through optimization.
• Section 3.4 introduces a mathematical model to describe the hierarchical decomposition of infrastructure networks as a set of graphs containing sub-systems at
different levels. Such a hierarchical decomposition allows the analyst to use models that fit the scope of a decision problem, balancing accuracy and complexity.
The hierarchical decomposition of infrastructure networks constitutes the outcome of CoDAN’s Phase I and will be a key input to Phases II and III.
Although clustering is increasingly used in network science to simplify problems
(57, 58), the novelty of this research is in mapping physical sub-systems with their
organizational counterparts in charge of key decision problems (31). The latter is
implemented by associating clusters to agents called Decision Units (Chapter 6) and
must be taken into account when selecting and implementing clustering algorithms for
network decomposition.
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3.2

Clustering

Within pattern recognition, the problem of clustering is that of classifying sets of elements into groups according to a similarity measure between them without using
“correct classifications” (labels) to instruct a computational algorithm by giving it examples of how groups are formed (i.e., a training process). Clustering is useful in areas
such as analysis of big data (59), image processing and segmentation (60), and dimensionality reduction (61), in which value can be obtained from organizing vast amounts
of abstract data into meaningful blocks. The models and data representing physical
infrastructure networks can also be classified to gain insight about components that
are related to others, either in terms of proximity, connectivity, or exposure to similar
conditions (e.g., atmospheric, political). Clustering methods are discussed in this section for the decomposition of infrastructure networks into communities to enable the
use of the CoDAN framework.

3.2.1

Basic notions of clustering

The objective of network clustering methods is to generate a partition of a network of
n nodes into k < n subgroups, generally seeking to maximize intra-cluster density and
inter-cluster sparsity. Each sub-group includes a centroid, which is representative of
the group, and constitutes a zone referred to as a Voronoi region, which is determined
by a convex set containing the nodes for which such centroid is the nearest according
to a pre-specified measure of distance/similarity. Hence, the network representation is
given by the union of the Voronoi regions, each including a centroid and its associated
elements (62).
Conceptually, most approaches to clustering are based on developing a similarity
measure mij between pairs of nodes (vi , vj ) and an iterative process of vertex grouping
up to a point where a maximum similarity value is achieved. In infrastructure systems,
similarity is commonly defined as a measure of the distance between two nodes; two
cases in point are the Euclidean distance or the Pearson correlation between columns
(or rows) of the adjacency matrix (12). The selection of a similarity function defines
the clustering process, thus, the same network may have different clusters depending
upon the similarity function applied.
It is possible to formulate exact optimization problems to perform network clustering, but those are rarely applied due to their computational complexity, which makes
them impractical for realistic problems. Therefore, a wide variety of techniques have
been developed to overcome complexity in network clustering, which are discussed in
the following sub-section.
The literature on clustering is extensive (63, 64) and rooted in fields as varied as
graph theory, heuristics, fuzzy sets, and evolutionary optimization, among others. In
this sense, it is worth stating that the choice of clustering methods is context-dependent,
since no algorithm is convincingly superior to others across the many criteria and
problems available to test them. Algorithm selection is, thus, a subjective task of
finding a tradeoff between efficiency, accuracy, consistency, and simplicity.
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3.2.2

Overview of clustering algorithms

Several distinctions can be used to classify clustering methods. Conceptually, clustering
can be hard if every node is assigned to a cluster, or soft, otherwise; also, clustering is
referred to as fuzzy (65, 66) when nodes are permitted to belong to different clusters
with certain likelihood. Since CoDAN associates clusters to decision units that operate
nodes and links within the cluster (see Chapter 6), only hard clustering is taken into
account.
One way of performing clustering is hierarchically (67, 68), either by splitting clusters in a top-down fashion (divisive hierarchical clustering) or by merging nodes in
a bottom-up fashion (agglomerative hierarchical clustering), producing a hierarchical
level per merger or division. Each of the obtained levels does not provide a complete
representation of the network at every level. This is problematic because the systems
thinking perspective adopted within the CoDAN framework aims at being able to model
the system as whole at different levels of abstraction. Therefore, CoDAN’s hierarchical
representation of infrastructure networks is performed through successive partitioning
rather than through the cited methods, widely known as hierarchical.
A widely known partitional method is the k-means algorithm (69), which starts with
k centroids (provided randomly or through a formal initialization strategy), assigns each
node to the cluster associated to its nearest centroid, and updates centroids according
to the new configuration of clusters. Given a set of n nodes vi and k clusters with
corresponding initial centroids µc (with c = 1, . . . , k), the k-means algorithm assigns
node vi to the cluster whose centroid is closer to vi , iteratively. The algorithm stops
when clusters no longer change, or a certain time or number of iterations is reached. A
major drawback to k-means is that it is highly sensitive to initialization.
The Markov Clustering Algorithm (MCL) (70) is a graph partitioning algorithm
based on simulation of flow. The operations of expansion and inflation on stochastic
matrices model the spreading out and contraction of flow, respectively. The MCL process causes flow to spread out within natural clusters and evaporate between different
clusters. Further discussion of the MCL is presented in Section 3.3 since it is included
in the proposed network decomposition tool.
Kernels are functions with special properties (e.g., they can be represented as dot
products), which are used in statistical learning to map data to high dimensional
spaces (71) in which classification processes (such as clustering) are expected to be
easier. Kernel-based (66, 72, 73) and spectral (74, 75, 76) methods are sophisticated
means that allow for complex partitionings. While kernel-based methods switch spaces
through kernel functions (e.g., polynomial, Gaussian), spectral methods rely on eigenvalue analysis to perform partitionings. The kernel k-means algorithm (KKM) (77)
performs the k-means procedure using kernels and is discussed in Section 3.3 since it
is included in the proposed network decomposition tool.
Graph partitioning can be performed by formulating objectives based on graph theory, which are to be optimized, although these are seldom practical to be implemented
due to computational limitations. For instance, the association ratio (78) objective is
to obtain the partition that maximizes the number of links among nodes within each
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cluster. Let’s define D as the diagonal matrix containing the weighted degree of every
node, and the Laplacian of the graph as: L = D − A, where A is the affinity matrix of
the graph. Different objectives can be optimized when looking for an adequate partition of a graph. In this section, three partitioning objectives are presented, which have
the advantage of having a solution by using the weighted Kernel k-means algorithm.
Association Ratio: The objective is to obtain the partition that maximizes the
number of links among nodes within each cluster, i.e., the relationships among different
elements of πc (78). Thus, the association ratio might be represented by the following
expression:
Ra (G) = max

π1 ,...,πk

k
X
links (πc , πc )
c=1

|πc |

(3.1)

where the function links (πc , πb ) returns the number of links between partitions πc and
πb of the graph G. When solving through the weighted kernel k–means algorithm,
a kernel matrix K = σI + A should be defined with equal weights for all nodes (i.e.,
wi = 1 ∀i = 1 . . . n); σ is a term included so that the Kernel is positive-definite (usually,
the negative eigenvalue of greater magnitude suffices).
Cut Ratio: Unlike association ratio, this approach seeks to obtain a partition that
minimizes the number of links between the nodes within a cluster and the rest of the
nodes of the graph (79). In this case, the cut index becomes:
Rc (G) = min

π1 ,...,πk

k
X
links (πc , V \πc )
c=1

|Vc |

(3.2)

where V is set of vertices of the graph G. This objective can also use the weighted kernel
k−means by defining the kernel matrix K = σI − L; using also unitary weights. An
alternative objective is the normalized cut ratio (80) has the same form of the cut ratio
but uses the degree of the cluster instead of the number of nodes. All these objectives
can be pursued by using the KKM with specific matrix forms as input kernels (81).
Finally, although clustering is an unsupervised learning technique in nature (i.e.,
there is no training process), clustering algorithms may be referred to as supervised
if they require a priori information (e.g., the number or size of clusters), and unsupervised otherwise. Some examples of the former are the NJW-Method (75) and the
k-means algorithm (69), which require the number of clusters in advance; a well-known
unsupervised method is the MCL (70).

3.3

An interactive tool for system decomposition

Since CoDAN uses network decomposition to support decision processes, it is argued
that clustering should be a human-machine interactive process, such that intrinsic community structures can be balanced with geographical, political, organizational, or cognitive constraints. This section introduces a human-machine interactive tool for network
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decomposition, which accounts for pre-processing (initialization), supervised and unsupervised clustering, and the use of clustering quality measures to compare different
partitionings and improve them through optimization.

3.3.1

Pre-processing

Random initialization is common in the clustering literature. However, because most
algorithms are sensitive to initialization, the proposed tool explores different alternatives to select potential initial centroids, namely:
• Degree-based centroids: a number nd of the nodes with highest degree is chosen
to account for the assumption that nodes with many neighbors may be related
to important parts of the network around which sub-systems can be found.
• Betweenness-based centroids: a number nb of the nodes with highest betweenness
centrality is chosen to account for the assumption that nodes through which many
paths pass may be related to important parts of the network around which subsystems can be found.
• Page-Rank-based centroids: a number np of the nodes with highest PageRank is
chosen to account for the assumption that nodes connected to important nodes
may be related to important parts of the network around which sub-systems can
be found.
• Quasi-random centroids: a node is randomly chosen from each of a fixed set of
nr regions that divide the network into pie-slices in order to add variability and
consider potential sub-systems not captured by previous metrics.
• MCL centroids: the whole set of centroids obtained when running the unsupervised Markov Clustering Algorithm.
All these centroid candidates are highlighted and numbered on the display axes
showing the network in the proposed Matlab interface, so that the analyst can choose
those he/she considers adequate to initialize a clustering process for a specific problem.
The selected initial centroids are then passed to the supervised clustering algorithm
(i.e., the KKM).

3.3.2

Decomposition

Both supervised and unsupervised clustering methods are valuable: while unsupervised methods capture intrinsic communities in a network, supervised methods allow
decision-makers to influence the partitioning (e.g., to match a political district or service
area with decision autonomy). The Markov Clustering Algorithm is a fast, accurate,
consistent, unsupervised method to explore how flow concentrates naturally in highly
connected network communities. The MCL (70) uses parameters γ and r to guide
the processes of expansion and inflation that iteratively reinforce strong relationships
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Figure 3.1: Overall flow chart for the proposed network decomposition tool

30

3.3 An interactive tool for system decomposition

between nodes while dissipating weak relationships. Algorithm 1 describes the MCL
process. The expansion operator is implemented by taking the γ-th power of the Associated Markov Graph, while the inflation operator is associated to the Hadamar-Schur
power Γ (M ) (see (70) for further details on the MCL):
r

Γ (M ) = (Mij ) /

k
X
i=1

Mij

!r

(3.3)

Algorithm 1 Markov Clustering Algorithm
Require: Similarity matrix M ∈ Rn×n
n
P
Mik
1: Dii =

(Obtain the diagonal matrix)

k=1

2:

3:
4:
5:
6:
7:
8:

TG = M D−1
T1 = TG ; k = 0
repeat
k =k+1
T2k = f (T2k−1 )
T2k+1 = Γ (T2k )
until T2k+1 → idempotent

(Construct the Associated Markov Graph)

(Apply expansion operator)
(Apply inflation operator)

Kernel-based algorithms allow to influence the shape, size and amount of clusters
by using different kernel functions and parameters (e.g., plain distance matrices or
highly selective Gaussian kernels). Dhillon et al. (81) establish a general formulation
for spectral and kernel-based clustering algorithms (77) based on the traditional kmeans algorithm (69). Kernel k-means groups network nodes iteratively according
to a similarity measure given by a kernel matrix K, whose element kij explains the
relationship between nodes i and j. The term kij may have an abstract meaning
depending on the selected kernel. However, for most cases related to infrastructure
networks, kij is related to physical proximity and/or connectedness between pairs of
nodes. The KKM algorithm as described in Algorithm 2 is capable of implementing
spectral, kernel-based and graph-cut clustering algorithms by only applying different
kernel matrices (see (81) for details).

3.3.3

Post-processing

The evaluation of the quality of clustering is a difficult task since there is no such
thing as a “correct” partitioning with which to compare. Consequently, most often
the quality of the clustering is measured based on the structure of the partitioning and
relational characteristics of the network. Many approaches seek to measure the balance
of density within clusters vs. sparsity between clusters.
Two indices will be described for the purpose of quantifying the quality of a parti-
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Algorithm 2 Kernel k-means algorithm
Require: kernel K; initial clusters DUh
1: repeat
2:
for i ∈ V do
3:
for h ∈ {1, . . . ,P
L} do
P
dih = kii −

4:

5:
6:
7:
8:
9:
10:

2

Pj∈DUh

j∈DUh

kij
1

+

j,l∈DUh
P

j∈DUh

kjl
1

centroid of DUh ; (81))
end for
if h = argminh di,h then
DUh = DUh + {i};
end if
end for
until DUh do not change; h = {1, . . . , L}

(Distance between node i and the

(Assign node to closest centroid)

tioning. The first one was proposed by Dunn (65):



δ (Ci , Cj )
D = min1≤i≤k min1≤i≤k
max1≤q≤k ∆ (Cq )

(3.4)

where k is the number of clusters, the function δ represents the distance between two
sets and ∆ denotes the diameter of a subset in Rn .
Other choices for validity indices are the Davies-Bouldin index (82) or, when correct
classification of the data is available, the Rand, Jaccard and Hubert’s statistics (83),
which rely on ratios success and failure in the classification, i.e., determining the ratio
of false positives, false negatives, etc.; these results are useful to construct indicators
such as the use of Receiver Operating Characteristic (ROC) curves (84) or to perform
statistical hypothesis testing (83).

3.3.4

Particle Swarm Clustering

Figure 3.2 describes the overall procedure for CoDAN’s Phase I (Knowing the System). Strategies were proposed to find potential centroids, including network metrics
and unsupervised clustering methods, out of which the analyst is free to interactively
choose candidates for initialization. Then, analyst-guided partitionings can be obtained
through the kernel k-means (KKM) algorithm. The Dunn validation index is computed
to compare the quality of the MCL’s and the KKM’s partitioning.
The final step in CoDAN’s Phase I is the formulation of an optimization problem
whose objetive function is precisely the Dunn index as a measure of clustering quality.
Initial solutions are obtained from the results of the MCL and KKM algorithms, and
combinatorial optimization is implemented using Particle Swarm Optimization (PSO)
(85). The details about PSO are discussed in Chapter 7, but at this point, the reader
may see it as a black box that makes randomized variations of initial solutions repeatedly, pursuing the direction of the best historical solutions, aiming to converge (without
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Obtain initial clusters and centroids
using the MCL
Get
Get
Get
Get

nd
nb
np
nr

nodes with largest degree
nodes with largest betweenness
nodes with largest Page Rank
nodes with random covering
Build a vector PC with
user-selected centroids
from steps 1 and 2
Perform the KKM using
initialization from PC

Use PSC to optimize Dunn index
initializing with solutions
from MCL and KKM

Figure 3.2: Overall flow chart for the proposed network decomposition tool

guarantee) to a global optimum.
Figure 3.3 shows a sample image of the actual interactive tool for network decomposition developed in Matlab. The large axes on the left side show the network of study
and the processes applied to it. The two panels on top of those axes are menus to
obtain a network model by: creating a synthetic network that combines characteristics
of scale-free and small-world networks to emulate realistic infrastructure features (left
panel above axes); or importing a real network from a file containing its adjacency
matrix and node coordinates (right panel above axes). The upper right panel in grey
detects potential centroids (via the five strategies from Section 3.3.1) and shows histograms of nodes’ degree and betweenness. Below the latter panel appear the panels
for the MCL configuration (left) and selection of centroids by the user (right). Below
these panels there are panels to configure and run the PSC (left), KKM (upper right),
and saving current clusterings (lower right). At the bottom left appears a histogram
displaying the Dunn index for the several approaches run (e.g., MCL alone, KKM alone,
MCL+PSC, or KKM+PSC).

3.4

Hierarchical model of infrastructure networks

Successive clustering leads to a network hierarchical representation with the complete
system at the top and individual elements at the bottom. The concept of hierarchical representation of a system has been widely used to model complex hard (e.g.,
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Figure 3.3: Sample image of the implemented Matlab interactive tool for network decomposition
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infrastructure) and soft (e.g., sociological) systems (41, 86). Based on the hierarchical
representation, fictitious networks can be defined at each level. In the proposed approach, such fictitious networks are simplified representations that facilitate the study
and understanding of the actual network performance; the fictitious network at level
k is represented by a graph G(k) (Λ(k) , E (k) ). In these networks, every fictitious node
corresponds to a cluster; and at the bottom of the hierarchy both the fictitious and the
real networks are the same.
(k)
Let’s define node i of the fictitious network at hierarchical level k as Vi . Then,
at the top of the hierarchy (i.e., k = 1), the network is interpreted as a single unit (i.e.,
one fictitious node), which consists of all actual nodes vi . The set of vertices at level 1 is
(1)
given by a single fictitious node Λ(1) = {V1 } = {v1 , v2 , ..., vn }, and internally related
as a functional subsystem by the links eij of the original network. In the second level
(2)
(2)
(2)
(k = 2), the network is described by d fictitious nodes: Λ(2) = {V1 , V2 , ..., Vd },
(2)
(2)
(2)
(1)
with V1 , V2 , ..., Vd ⊂ V1 ; these fictitious nodes are internally related, in each
case, by the links eij within them (i.e., those not included in parallel arrangements
(1)
between clusters). Notice that the n actual nodes contained in the cluster V1 of the
first level are distributed among the d clusters of the second level (e.g., among the three
clusters at level 2 of Figure 3.4).
(k)

The fictitious network at level k is represented by Ad×d , which is an adjacency ma(k)

(k)

(k)

(k)

trix such that A(k) (Vp , Vq ) = 1 if fictitious nodes Vp and Vq are connected and 0
otherwise. In fictitious networks, there are a fictitious edges connecting fictitious nodes
(k)
(k)
(k)
(k)
(clusters) Vi , with i = 1, ..., d at level k. These edges are E (k) = {E1 , E2 , ..., Ea },
which are constructed as parallel arrangements of the actual links connecting original
nodes between clusters (Figure 3.4).
Figure 1 presents an example of hierarchical decomposition in a hypothetical network with the purpose of clarifying basic concepts and notation. An instance of a
hierarchical decomposition is shown at the left-hand side of the figure; also, examples
of fictitious networks for the first three levels of a hierarchy are presented at the righthand side. For the purpose of the example, the topology of the hierarchy and fictitious
networks are arbitrary.
Consider an illustrative hierarchical clustering example as shown in Figure 3.5. In
this figure, the first three hierarchical levels are presented. They are obtained as a result
of a successive clustering process, using a recursive version of the MCL approach. It can
be observed that a fictitious node consists of a set of nodes and edges; this assumption
is based on the idea that it is always possible to move between the actual nodes that
conform a fictitious node as they belong to a complete substructure (i.e., a holon). At
high levels, few big clusters represent the system, whereas at low levels many small
subsystems are considered. Such property is useful for the problem of computational
complexity of reliability assessment because the evaluation of failure scenarios depends
exponentially on the number of elements. Therefore, if such quantity is reduced without
losing relevant information, adequate estimates might be computed at a reasonable cost.
Figure 3.5 shows how attributes, such as the link failure probability P , are updated
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Hierarchical network
representation

Associated fictitious
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Figure 3.4: Hierarchical decomposition of infrastructure networks
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Figure 3.5: Arrangement of sub-systems within a hierarchical decomposition

as fictitious networks are constructed. In this case, the failure probability, P , of a
fictitious link, is computed in terms of the parallel system resulting from the links with
which it is constructed. Also, in Figure 3.5 a reduction from 5 links to 1 from level 3
to 2 (i.e., 25 = 32 scenarios to 21 = 2) is achieved; this causes loss in specificity but,
since fictitious elements include information from actual ones, relevant information is
conserved.

3.5

Conclusion

This chapter provided the means to implement the ideas presented in Chapter 11,
regarding the analysis of infrastructure networks as systems-of-systems, by:
• Introducing basic notions and algorithms for network clustering in the light of
the ideas on systems from Chapter 11, emphasizing the socio-technical nature
of CoDAN by allowing to detect both analyst-guided and topologically-intrinsic
communities within infrastructure networks.

37

3. SUB-SYSTEMS IN NETWORKS

• Integrating practical clustering strategies into a prototype human-machine interactive tool for infrastructure network decomposition and decision support which
includes: an initialization process for clusters and centroids informed by network
metrics (Chapter 11); the complementary use the Markov Clustering Algorithm
and the kernel k-means algorithm as unsupervised and supervised methods to integrate analyst-guided and topologically-intrinsic communities in networks; and
the use of clustering quality measures to compare different partitionings and improve them through optimization.
• Introducing a mathematical model to describe the hierarchical decomposition of
infrastructure networks as a set of graphs containing sub-systems at different
levels. Such a hierarchical decomposition allows the analyst to use models that
fit the scope of a decision problem, balancing accuracy and complexity.
The proposed network decomposition tool and hierarchical representation of infrastructure networks constitute the outcome of CoDAN’s Phase I and will be a key input
to Phases II and III, in which resource allocation will be applied across multi-scale communities (Chapter 5), and distributed operation of sub-networks performed (Chapter
7). All the tools discussed in CoDAN’s Phase I are applied in depth in Chapter 9 for
the case of the Chilean electricity supply network.
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Chapter 4

Decentralization and optimal
resource allocation
4.1

Chapter overview and objectives

The foundations and means to obtain a hierarchical representation of infrastructure
networks comprise CoDAN’s Phase I (Knowing the System) as discussed in Chapters
11 and 3. Such representation allows the analysis of infrastructure networks at multiple
scales, and focusing on different sub-systems and decision problems. This chapter discusses the underlying reasons behind the discussion of sub-systems and decentralization
in infrastructure networks, and introduces practical approaches to resource allocation
from an optimization perspective as a means to design and implement decentralization.
Specifically:
• Section 4.2 discusses technical and organizational issues of decentralization, considering three aspects: first, the centralized analysis of complex systems is limited
by cognitive and computational bounds; second, decisions and actions are inexorably distributed in geographical and organizational terms (e.g., during emergencies) and must be addressed as such; and third, decentralization schemes can
be found for every system and problem, which favor accountability, control, and
governance in infrastructure networks, and complex systems in general.
• Section 4.4 deals with resource allocation as a means to implement decentralization, associating allocated resources with decision autonomy for the provision of
services and the executions of tasks. Hence, optimization methods for resource
allocation are presented as the foundation for the Topology Informed Resource
Allocation approaches to be discussed in Chapter 5.
This Chapter succinctly provides background and support for the distributed nature of the CoDAN framework, which is central to the hierarchical resource allocation
in Phase II and the distributed control approach in Phase III. The conceptual ideas
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established in this chapter are endorsed by the quantitative analyses in Chapters 5, 7,
and 9, as well as by the Chilean policies discussed in Chapter 8.

4.2

A golden ratio for decentralization (?)

The golden ratio is a popular concept in mathematics, arts, and architecture which
refers to a quantity that is repeatedly found in natural and man-made designs, and
which is associated with functional virtues and beauty. It seems desirable that a unique
and perfect degree of (de)centralization (a golden ratio) could be found for complex
socio-technical systems, but complexity itself implies that systems’ global behavior is
sensible to slight changes in local dynamics. Therefore, systems’ stability and efficiency
occur for a decentralization scheme that is unique to specific systems’ properties. In
fact, the practical analysis of the Chilean electricity supply network (Chapter 9) showed
how one particular decentralization scheme turned out to be optimal and efficient under
several scenarios of operation.

4.2.1

Cognitive and computational limitations of centralized analysis

For decision-makers, cognitive capabilities are insufficient to deal with the detailed,
centralized analysis of infrastructure networks due to the characteristic properties of
complex systems: large amounts of components and nonlinear relationships, which lead
to non-intuitive emergent behavior. In this sense, computer-aided decision support
tools must compensate such limitation by filtering information that is not relevant to
the problem so that valuable information can be effectively absorbed by the decisionmaker.
In the context of risk assessment and management of infrastructure operation, resource allocation is related to the budget and machinery for preventive and corrective
maintenance, as well as for expansions, improvements, and recovery after natural and
man-made contingencies. In this sense, resources are allocated towards the installation
of a network of service provision throughout the lifetime of a network.
From the computational point of view, the optimum design and use of a network
has been proved to be expensive, leading commonly to NP-hard problems (87, 88). The
curse of dimensionality (89) is a term that encloses the disadvantages that appear in
computational methods when the size of the problem grows. Not only the processing
demand is higher but geometrical properties change, often leading to sparsity of data
due to increased volume in high dimensions. While such sparsity can be beneficial
for problems such as clustering (hence, the use of kernel-based clustering methods in
Chapter 3), it may complicate statistical analysis (requiring larger samples to achieve
significance) and optimization (complicating global searches).

4.2.2

Distributed nature of decisions and actions

Organizations are not monolithic. Rather, managers steer policies that result from the
deliberation of boards of executives, which are implemented and monitored by operators
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and technicians at specific locations where actions are needed. Lifeline systems, far from
being an exception, are seemingly distributed and carry out operations throughout the
geography in which they provide services.
Particularly, communications, coordination, and decision-making from the central
level become restricted when disruptions and major emergencies occur, forcing local
personnel to respond effectively relying on the resources that were previously assigned.
If resources (and hence decision autonomy) are highly centralized, the flexibility of local
actors to respond is constrained and the adaptability of the overall system to changing
conditions is compromised.
A publication by Intelligent Energy Europe and INTERACT (90) (page 21) states
that “Planning and implementation of sustainable energy actions need better collaboration and coordination between local, regional and national governance levels, in order
to ensure a coherent but also swift implementation of sustainable energy actions”, arguing “better co-ordination and exploitation of scale effects”, as well as the possibility
of “matching strategic goals with local needs”. Furthermore, a study by CEDE (91)
states that greater local tax effort (in contrast to dependence on centralized resources)
in the context of operation of water supply systems in Colombia leads to improvement in performance due to flexibility in responding to local needs and closer control
by the public. The argument of greater flexibility through local administration in a
decentralized scheme is also pursued by Karsten and Beckman (92) from a political
perspective.

4.2.3

Local governance and control of complex systems

Bueno de Mesquita and Smith (93) compare the responses of Iran and Chile to the
earthquakes in the cities of Bam (December, 2003) and Iquique (June, 2005), respectively. They argue that more democratic governments are held more accountable to the
public than are autocratic regimes, thus, experiencing better response capacity in more
democratic systems. Less concentration of decision power (i.e., adequate decentralization) facilitates accountability and efficiency in policy implementation, particularly in
geographically distributed systems.
Both countries are exposed to seismic hazards and had similar per capita income
as of 2004 (7, 700U SD$ of Iran versus 10, 700U SD$ of Chile (94)). However, about
26% of the population of Bam was killed, versus 0.004% in Iquique, considering that
the Bam earthquake had a magnitude of 6.5 on the Richter scale compared to 7.9 in
the case of Iquique (93). A similar comparison of contrasting disaster preparedness
can be drawn with respect to the 2010 Haitian earthquake. The latter illustrates
the importance of how and by whom decisions are made (i.e., an autocratic leader, or
distributed competing companies), since organizational structure and personal interests
affect the performance of infrastructure systems as much (or more) as physical and
technical factors (let alone culture, which is known to be key in the Japanese disaster
preparedness).
Kjaer (95) argues that hierarchies (of decentralized entities), markets, and networks
are forms of viewing governance (e.g., in socio-technical systems) which should co-exist
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for the sake of good governance, rather than be used in isolation. These views are considered within the CoDAN framework: hierarchies account for lines of command and
are visible through the process of hierarchical resource allocation (Phase II); markets account for self-regulation through competition in service provision (distributed operation
of infrastructure by several agents; Phase III); and networks account for relationships
both at the technical and social dimensions of CoDAN’s model of infrastructure.

4.3

Basic notions on optimization

Optimization methods seek to find the variable values that minimize (or maximize) a
multivariate objective function under a set of constraints. Constraints define a search
space also known as feasible region within which the solution must be enclosed. Among
optimization methods (96), linear programming is a widely used optimization paradigm
in many applications because of its ease for implementation and because it exhibits
greater stability and convergence properties than other methods (e.g., non-linear gradient methods). The standard formulation of a linear program is given by:
min cx

(4.1)

subject to:

Ax ≤ b

(4.2)

where c is a vector of costs for each variable in x, A is a m × n matrix with m linear
constraints, and b is a vector of limiting factors (e.g., resources) for each of the m
constraints.
For the case of large-scale problems, such as resource allocation at a global scale,
a variety of techniques have been developed based on either exact or heuristic methods. The column generation method (97) and Dantzig-Wolfe decomposition (98) are
useful exact approaches for problems with a huge number of variables or constraints,
respectively. There also exist powerful heuristics for many different types of problems,
within which evolutionary and other bio-inspired techniques have gained momentum in
the last decade (99, 100, 101); particularly, evolutionary algorithms were used in (102)
for optimization of supply chains when taken to a global level.
From a decision-making perspective, the definition of the objective(s) and evaluation
criteria is a concern that adds up to the complexity of the problem itself. Most practical
problems have several (usually) conflicting objectives: in the case under consideration,
although service provision would increase as more money is invested, the former is to be
maximized whereas the latter is to be minimized. Multi-objective optimization (MOO)
(103) deals with such kind of problems by finding a Pareto front, which defines a region
in which neither of the objectives can be improved without degrading another. An
alternative option is to fix one of the objectives as a constraint, i.e., attend at least P
clients (e.g., victims) or spend at most D dollars and then perform sensitivity analyses
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on P and/or D to unravel and evaluate trade-offs. This way, stakeholders get to know
a set of equivalent choices and their consequences on the objective.
Most applications can be fitted to any of a set of well-known problem archetypes
which encapsulate common topological features. In practice, specific optimization
strategies have been developed for problems such as the set-covering problem (104),
the generalized assignment problem (105), and the capacitated facility location problem (106). For instance, a location set covering problem (LSCP) approach is used in
(107) to optimize alert-site allocation for homeland defense. In the particular case of
the CFLP a set of facilities/service providers are to be installed to satisfy the demand
from a set of users/clients, under a restricted capacity.

4.4

Decentralization through resource allocation

Resource allocation is essential in most engineering problems. However, optimal resource allocation in networks is an expensive computational problem due to its combinatorial nature and the complexity of most real-world networks (e.g., infrastructure
systems). Moreover, accounting for uncertainty (e.g., system deterioration, or stochastic supply and demand) requires the consideration of many possible scenarios or system
configurations.
A typical problem of this type can be expressed as follows: a demand di ≥ 0 for
a certain service exists a each of n nodes in a network. The provision of the service
is defined by the installation of facilities at a subset p ≤ n of the nodes, which may
attend the demand of one or more nodes as long as the capacity k of each facility is
not exceeded. The objective is to minimize the costs of installation of facilities and the
costs of attending users whose node lacks installed facilities (i.e., transportation costs).
Two examples of such problem in the context of infrastructure networks are: first, designing a network of emergency response centers for post-disaster assistance (e.g., to
provide shelter, goods, and medical attention), relying on surviving transportation networks; and second, designing a network of maintenance stations to attend (stochastic)
disruptions in an infrastructure network, minimizing the number of repair crews and
their (expected) displacement.
The proposed resource allocation problem resembles the general form of the Capacitated Facility Location Problem (CFLP) (108), a well-known, NP-hard (Nondeterministic Polynomial-time hard) archetype problem in the area of operations research.
min

X

ch yih +

i∈V

XX

dij wij

(4.3)

i∈V j∈V

X

wij ≥ 1

(4.4)

i∈V

X

wij ≤ |V|

j∈V

X

h∈H
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X

h∈H

yih kh ≥

X

wij (pj ρj )

(4.6)

j∈V

Existing approaches to the CFLP include using linear programming approximations
(106) and, more recently, using Benders Decomposition for large-scale problems (109),
as well as branch-and-bound based algorithms to speed up standard Mixed Integer
Programming (MIP) formulations (110). With regards to the inclusion of uncertainty,
Rahmaniani (111) deals with the issue of robustness of the CFLP, while Berman et
al (112) account for facility reliability issues and the effects of co-location (i.e., the
location of facilities given that others may be located at certain sites). Canel et al
(113), although considering multiple commodities and periods, use a two-phase strategy that starts with branch-and-bound as a generator of candidate solutions, followed
by dynamic programming, which finds the optimal sequence of configurations. Recent
heuristic approaches to facility location include the work by Litvinchev and Espinosa
(114), who use the Lagrangian Heuristic, and by Huang et al (115), who propose a
nested genetic optimization algorithm. More related to the disaster assistance application, Yongjun et al (116) deal with emergency resource allocation and scheduling, using
a multi-objective approach for single facility location considering multiple constraints.
Exact methods become impractical as networks become more complex, whereas
heuristics fail to provide information about optimality gaps. A hierarchical decomposition approach to simplify optimal resource allocation in complex networks has been
proposed by the author for post-disaster assistance (29) and formally analyzed from an
optimization perspective (30). The overall approach in Gomez et al (29) is based on the
concept of network communities and their centroids at different levels of abstraction,
proposing: first, to allocate resources community-wise rather than node-wise; second,
to use centroids for translating communities’ resources to actual original nodes; and
third, to incorporate tailored constraints using information from hierarchical clustering
of the network in order to reduce the search space.
While the method utilized in (29) is exact Mixed Integer Programming (MIP), the
network model is modified based on hierarchical clustering, which often cannot be performed using exact methods. Therefore, the exact solution of the modified model may
be sub-optimal, but remains within reasonable bounds. It is worth stating that finding
a reasonably good decomposition (clustering) of a network is a hardly automatable task
that often requires iterative human-machine interactions (as in Chapter 3) to validate
the outcome of heuristics, which complicates traditional analyses of complexity in terms
of amount of operations or computation time. These ideas will be further explored and
implemented in Chapter 5 where optimization problems are formulated for resource
allocation, which take advantage of community structures in networks.

4.5

Conclusion

This chapter accomplished two major goals. First, it challenged centralized approaches
to decision-making problems with the arguments of cognitive and computational limita-
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tions, the inexorably distributed nature of decisions and actions (particularly in infrastructure networks and mostly under emergency scenarios), and the accountability for
governance and control in decentralized approaches. Second, it raised the question of
whether there is a unique degree of decentralization that favors networks’ performance,
which was addressed proposing an optimal resource allocation approach (to be developed in Chapter 5) that determines which sub-systems or communities in a network
are topologically apt for executing specific tasks or providing services. Specifically:
• Section 4.2 provided evidence of the effects of different organizational schemes of
decentraliztion on decision-making, including examples in energy policy, governance, local taxing, and political science.
• Section 4.3 provided a brief review of methods available to formulate optimal
resource allocation problems as a means to determine the adequate degree of
decentralization for a specific network in the context of a certain problem (e.g.,
decentralized maintenance, or distributed post-disaster assistance).
The conceptual ideas established in this chapter are endorsed by the quantitative
analyses in Chapters 5, 7, and 9, as well as by the Chilean policies discussed in Chapter
8.
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Chapter 5

Topology-Informed Resource
Allocation
5.1

Chapter overview and objectives

Chapter 4 stated that adequate decentralization may be found through optimal resource allocation across the multiple sub-systems in a complex network. This Chapter
introduces Topology Informed Resource Allocation (TIRA) as a practical means to
perform resource allocation accounting for networks’ community structure, which is
central for the CoDAN framework and its distributed view of infrastructure operation.
Specifically:
• Section 5.2 discusses conceptual bases for TIRA by considering linear optimization
problems whose decision variables account for communities (clusters) rather than
individual nodes, and which include constraints that bring information about the
hierarchical decomposition of infrastructure networks, resembling the Capacitated
Facility Location Problem (CFLP).
• Sections 5.3, 5.4, and 5.5 present the mathematical formulations of the resource
allocation problem to be solved, including a standard formulation that does not
consider community structures, a moderate formulation of TIRA that exploits advantages of topological information without biasing the problem, and an aggressive formulation of TIRA that strongly biases optimization in terms of community
structures (obtaining efficiency at the cost of accuracy).
• Section 5.6 provides an analysis of complexity escalation of the moderate and
aggressive TIRA formulations, while Section 5.7 provides a series of examples
comparing the three proposed formulations for networks of different sizes and
topologies. Topology Informed optimization is used for a pure CFLP in Chapter
9, showing that the achieved computational efficiency and accuracy are held.
The value of TIRA within the overall CoDAN framework is that it allows to determine which of the clusters detected in Phase I are adequate for autonomous use of
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resources to address a given decision problem (e.g., network maintenance in Phase III).
The latter is directly connected with the concept of Decision Units, which will be introduced in Chapters 6 and 7, and account for agents who are responsible of implementing
distributed control in network operation and maintenance.

5.2

Topology-Informed Resource Allocation

Natural and technological systems result from the aggregation of sub-systems. In particular, infrastructure networks respond to population density, which exhibits preferential
attachment (new nodes tend to connect to highly connected nodes), favoring the generation of “multi-scale communities”. Much of the contribution in this thesis relies on
taking advantage of such a feature to deal with the complexity of infrastructure problems (16); and particularly including resource allocation across sub-systems (29) and
CoDAN itself (31), which depend on network decomposition as discussed in Chapter 3.
Topological features may provide valuable information for decision-making by favoring
outcomes that respond to the intrinsic structure of the network and its relationship
with the decision problem.
The Topology-informed Resource Allocation (TIRA) is based on two concepts:
• clusters within infrastructure systems and the way in which they are arranged
into clusters of clusters;
• the centroids of clusters, which provide a representative for every cluster in the
hierarchical representation of an infrastructure network.
Two binary matrices are then defined: first, T, whose qi-th element denotes whether
node i belongs to cluster q; and second, R, whose qi-th element denotes whether node
i is the centroid of cluster q. In matrix T, several nodes can belong to cluster q (i.e.,
several 1’s in row q), and a single node i must belong to one cluster per hierarchical
level (i.e., several 1’s in column i). In matrix R, only one node can be centroid of a
cluster (only a 1 per row q), but it may occur that a single node is centroid for more
than one cluster (e.g., if a small cluster is contained in a “concentric” bigger cluster).
Figure 5.1a shows an example of matrices T and R for a simple network, while
Figure 5.1b presents a block diagram of TIRA that uses T and R to expand the
matrix A and vectors b and c that define a linear optimization problem, where: c
specifies coefficients for decision variables (e.g., costs of allocating each resource, if that
is the decision to be made); A defines n coefficients for each of m linear constraints
(e.g., amount of raw material consumed by each resource) defining conditions of the
problem; and b establishes limits for the m constraints (e.g., available raw material). In
Figure 5.1a, T denotes how cluster 1 (first row) is comprised of all nodes, while nodes
1 and 2 comprise cluster 2 (second row), and nodes 3 and 4 comprise cluster 3 (third
row). Similarly, R shows how nodes 2, 1, and 3, are centroids for clusters 1, 2, and
3, respectively. In Figure 5.1b, the clustering process extracts T and R from a graph
G(V, E). Then, a set of constraints denoted by Ak and bk is obtained, which reflects

50

5.2 Topology-Informed Resource Allocation

1

2

3

4
1

Clustered network

T=

2

3

4

Hierarchical representation

1 1 1 1
1 1 0 0
0 0 1 1

R=

Matrix of Clusters

0 1 0 0
1 0 0 0
0 0 1 0

Matrix of Centroids
(a)

Graph

G (V, E)

Clusters &Centroids

Clustering

Function of the graph,
clusters, centroids, and
parameters

f (G, T, R, )

Operational (g) and
topological (k) constraints

Processing

A = [ Ag; Ak ]
b = [ bg; bk ]
Solution:
allocated resources

MIP

min cx
Ax < b

T, R

Optimization

x

(b)
Figure 5.1: (a) Data structures representing the hierarchical decomposition. (b) Information flow from the hierarchical decomposition to the optimization problem
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the community structure of the network and is a function of the graph, the clustering
parameters T and R, and other parameters encapsulated in Θ, such as capacities
or distances. Finally, conventional (Ag , bg ) and topological (Ak , bk ) constraints are
merged into A, b, c, which describe the MIP received by the optimizer that returns a
solution x. An example of a conventional constraint is that resources must not be more
than a certain distance from users, while an example of a topological constraint is that
a user must not be assigned to a resource outside its community.

5.2.1

Reduction of the feasible region through TIRA

By introducing topological constraints, TIRA inserts a set of cuts to the feasible region
of the optimization problem. The introduction of cuts is a common practice in integer
optimization, which seeks to approach a convex frontier that encloses integer points of
the space (referred to as the convex hull ). Figure 5.2 clarifies the concept of cuts to the
feasible region and describes the effect of hierarchy-based cuts (constraints) as compared
to conventional cuts: a typical feasible region of an integer problem is shown, where
constraints enclose the search space and only integer points in it are valid. Conventional
cuts reduce the region seeking to approach the convex hull without eliminating potential
solutions. Hierarchical cuts, on the other hand, may eliminate potential solutions, using
the hierarchical decomposition as a heuristic criterion to determine that “a potential
solution is not promising given that it does not respond to the topological structure of
the network”. Figure 5.2 is only illustrative; the actual resource allocation problem is
binary and occurs in much higher dimensions.
The fact that cuts may remove “potential solutions” has two advantages: first, it
makes the problem easier and faster to solve; and second, it promotes more robust solutions because topological constraints lead to solutions that are not just demand driven
but respond to the structure of the network, making the outcome robust to several demand patterns. The downside is that topological constraints introduce a bias that may
eliminate feasible solutions (which might happen to be numerically optimum) making
the overall approach approximate. The merit of TIRA, however, is that the source of
approximation comes from well established network science results, namely: real world
networks exhibit community structures (even if subtle) (46, 67, 117, 118); mature, efficient clustering techniques exist for the detection of such structures (63, 70, 81); both
centroids and clusters make strategic sense for resource allocation problems (29). The
error (optimality gap) in TIRA depends on quality of the hierarchical decomposition.
Poor clustering can result from absence of communities in the network or limitations in
the utilized methods. The quality of clustering will be evaluated using the Dunn index
as introduced in Chapter 3.

5.2.2

Resource allocation problem

Resources of two types are to be deployed on nodes of an infrastructure network in the
context of allocating support centers for post-disaster assistance, where the demand
depends on the location, magnitude, and extent of disasters. The first type is called
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Constraints

Integer Solutions

Typical Cut
Feasible region
Hierarchical Cut
Figure 5.2: Effect of topological constraints as cuts (labeled as hierarchical cuts) to the
feasible region

a dominant resource, able to satisfy any type of demand with capacity k1 , whereas
the second type is called a dominated resource and can respond to urgent, basic needs
only with capacity k2 ≤ k1 . Users (nodes) must be within a radius µ1 from any type
of resources and within a radius µ2 from a dominant resource. The capacity kh of
an installed resource type h = 1, 2 has to meet a demand equal to a fraction ρi of the
population pi (expected demand) at all nodes i assigned to that resource. The objective
is to minimize the cost of installing the resources, as well as the cost for users to gain
access to them.
Three linear programming formulations are studied:
• First, a standard formulation (Section 5.3) that minimizes the cost of installing
and using resources in an infrastructure network, subject to conventional optimization constraints (e.g., complying with capacities, budgets, distances).
• Second, a formulation called moderate TIRA (Section 5.4) that extends the concepts in (29), minimizing the cost of installing resources at clusters and serving
users, subject to topological constraints (e.g., locating resources only at cluster
centroids) besides conventional constraints.
• And third, an aggressively simplified formulation (aggressive TIRA; Section 5.5),
which only minimizes the cost of installing resources at clusters, and automatically
assigns users to a resource placed by the optimizer at the cluster’s centroid.
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5.3

Standard Resource Allocation

The standard formulation minimizes the costs of installing resources and serving users,
using the following decision variables:
• yih ∈ {0, 1}, indicates whether the resource of type h ∈ {1, 2} is assigned to node
i ∈ V, where V denotes the set of nodes in the network.
• wij ∈ {0, 1}, indicates whether a user at node j is served by a resource installed
at node i.
Equation 5.1 is the objective function and considers all nodes and their permutations. Parameter ch is the cost of installing a resource of type h, while dij denotes the
distance between nodes i and j in the network (used as a proxy measure for the cost
of serving users).
min

X

ch yih +

i∈V

XX

dij wij

(5.1)

i∈V j∈V

Table 5.1 shows the constraints for the standard formulation with a numerical ID
for each constraint. Constraint 1 ensures that there is at least one resource for every node j, while Constraint 2 forbids assigning more than one resource to each node.
Constraint 3 assures that only nodes that are assigned resources can serve other nodes.
Constraint 4 guarantees that users remain within radius µu from their assigned resource (or µh from resources type 1), while Constraint 5 enforces satisfying a fraction
ρ of the population at each attended node. Constraint 6 establishes that dominant
resources (type 1) cannot be supported by dominated resources (type 2), meaning that
specialized services are provided at the dominant resource which are not available at
the dominated resource. Constraint 7 enforces that each dominated resource (type 2)
is associated to a dominant resource (e.g., to cover specialized services). Constraint 9
enforces that dominated resources are “connected” to their associated dominant server.
Finally, constraint 9 establishes that assigned resources must serve local population;
this constraint is redundant with the objective function (the optimizer would not send
users to a distant node if there is a resource available at their location) but is introduced
in order to determine whether it favors efficiency.

5.4

Moderate TIRA

The moderate topology-informed formulation minimizes the overall cost of installing
resources by placing them cluster-wise rather than node-wise (although the solution is
mapped to actual nodes via centroids), and the cost of serving users, using the following
decision variables:
• xqh ∈ {0, 1}, indicates whether the resource of type h is assigned to a network
cluster q.
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Table 5.1: Constraints of the standard approach
ID
1

Constraint
P
wij ≥ 1

Size
∀j ∈ V

i∈V

2

P

yih ≤ 1

P

wij ≤ |V|

∀i ∈ V

h∈H

3

5

wij dij ≤ µu − yj2 (µu − µh )
P

∀i ∈ V

P

∀i, j ∈ V

wij (pj ρj )

∀i ∈ V

wji ≤ (1 − yi1 ) |H|

∀i ∈ V

yih kh ≥

j∈V

h∈H

6

yih

h∈H

j∈V

4

P

P

j∈V;j6=i

7

yi2 ≤

P

yi1

∀i ∈ V

i∈V

8

yi2 ≤

P

wji

∀i ∈ V

j∈V;j6=i

9

P

yih ≤ wii

∀i ∈ V

h∈H

• yih ∈ {0, 1}, indicates whether the resource of type h is assigned to the network
node i.
• wij ∈ {0, 1}, indicates whether a user at node j is served by a resource at node i.
Equation 5.2 is the objective function. The first term addresses a global decision
(in which communities to install a resource), while the second term addresses a local
decision (accounting for displacement costs for users).
XX
X
dij wij
(5.2)
ch xqh +
min
i∈V i∈V

q∈Q

In addition to constraints 1 through 9 (Table 5.1), topological constraints (IDs 10
through 13, Table 5.2) are enforced to pursue properties captured by the clustering
process. For instance, Constraint 10 forbids assigning a resource to a node if it is not
a centroid of a cluster at any hierarchical level. Constraint 11 establishes that when a
resource is assigned to a cluster, the variable representing the cluster’s centroid must
also be activated. Constraint 12 is an alternative form of guaranteeing coverage by
stating that one resource must exist along every branch of the hierarchical tree (i.e.,
each node must be covered). Finally, constraint 13 limits the amount of resources per
cluster to one.
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Table 5.2: Constraints of the moderate hierarchical approach
ID
10

Constraint
P
P
Riq
yih ≤
q∈Q

h∈H

11

P

Size
∀i ∈ V

xqh Rqi = yih

∀i ∈ V, h ∈ H

q∈Q

12

P P

Tqi xqh ≥ 1

∀i ∈ V

h∈H q∈Q

13

P

xqh ≤ 1

∀q ∈ Q

h∈H

5.5

Aggressive TIRA

The aggressive topology-informed formulation minimizes the cost of installing facilities
cluster-wise rather than node-wise. When a cluster is to be assigned a resource, the
optimization problem automatically assumes that all nodes in the cluster are served by
the cluster’s centroid. Hence, the costs of serving users throughout a cluster are prespecified in the vector ca 6= c of costs, e.g., the cost of installing a resource at cluster
1, accounts for the access cost of all nodes in cluster 1. In this sense, an offline, postoptimization process is carried out to transform the obtained solution (which clusters
get resources) to an actual resource allocation dictating which nodes are served by each
of the resources.
Similarly, constraints regarding demand fulfillment, or maximum distances, assume
that once a cluster is assigned a resource, its centroid automatically becomes the hub
for all nodes in the cluster. Then, constraints can be simplified, for example: the
capacity constraint is reduced to whether the potential resource to be installed can
satisfy the sum of demands in the cluster (using the T matrix to determine which
nodes are in the cluster); the distance constraint is reduced to whether the radius of
the cluster (furthest node from the centroid) is larger than the maximum distance µ1 .
The following decision variables are accounted for:
• xqh ∈ {0, 1}, indicates whether the resource of type h is assigned to a cluster q.
• zab ∈ {0, 1}, indicates whether two resources at clusters a and b are to be accessible
(i.e., a dominated resource requires support from a dominant one).
Equation 5.3 represents the objective function for the aggressive strategy.
min

X

ch xqh +

q∈Q

XX

βab zab

a∈Q b∈Q

where β represents the distance between the centroids of clusters a and b.
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5.6 Analysis of complexity escalation

Table 5.3 shows the constraints added for the aggressive approach. Constraints’ IDs
are marked with an asterisk to denote that they are formulated in a different way as
before. Constraint 1 states that, for each node, at least one cluster containing it must
be assigned a resource. Constraint 2 forbids assigning more than one resource per node
(even if it is a centroid to several clusters). Constraint 3 states that only nodes with
assigned resources can serve others. Constraint 4 states that for a cluster to be assigned
a resource, its radius γq (distance from centroid to furthest node) cannot exceed µu .
Constraint 5 guarantees that the aggregated demand throughout the cluster can be
satisfied with installed capacity. Constraints 6 through 9 are analogous to those of the
standard approach, replacing the node variable y with the cluster variable x.
Table 5.3: Constraints of the aggressive hierarchical approach
ID
1*

Constraint
P P
Tqi xqh ≥ 1

Size
∀i ∈ V

h∈H q∈Q

2*

P P

Rqi xqh ≤ 1

∀i ∈ V

h∈H q∈Q

3*

zqb ≤

P

xqh

∀q, b ∈ Q

h∈H

4*

P

xqh γq ≤ µu

∀q ∈ Q

h∈H

5*

P

h∈H

6*



P

kh −

P

i∈V


Tqi ρi pi xqh ≤ 0

zbq ≤ (1 − xq1 ) |H|

∀q ∈ Q
∀q ∈ Q

b∈Q;b6=q

7*

xq2 ≤

P

xb1

∀q ∈ Q

b∈Q

8*

xq2 ≤

P

zbq

∀q ∈ Q

b∈Q;b6=q

9*

P

xqh ≤ zqq

∀q ∈ Q

P

xqh ≤ 1

∀q ∈ Q

h∈H

13*

h∈H

5.6

Analysis of complexity escalation

This section presents an analysis of how the number of variables and constraints escalate
with the network size for the standard, moderate, and aggressive approaches.
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Let |.| be the cardinality of a set. The number of variables for the standard, moderate and aggressive strategies is: |V| + |V|2 (Equation 5.1), |Q| + |V|2 (Equation 5.2), and
|Q|+|Q|2 (Equation 5.3), respectively. Similarly, the number of constraints is 8 |V|+|V|2
(Table 5.1), 10 |V|+|V|2 +|V| |H|+|Q| (Table 5.2), and 2 |V|+7 |Q|+|Q|2 (Table 5.3). In
order to determine absolute numbers for these expressions, a relationship between the
number of nodes |V| and the number of clusters |Q| must be estimated. However, only
a rough estimate can be provided since a number |V| of nodes may produce different
numbers of clusters, depending on the topology of the network and the algorithm of
choice.
The number of clusters in a hierarchy is:

|Q| =

L
X

L
qm

i=0

where L is the number of levels and qm indicates into how many sub-clusters a cluster is
divided every time. The number of nodes that can be represented by such a hierarchy
L−1 , where V denotes the maximum size allowed for bottom clusters (those
is |V| = Vq qm
q
before individual nodes in the bottom of the hierarchy). Although qm and Vq may vary,
let’s assume, for illustrative purposes, that: first, each cluster is partitioned into qm = 5
sub-clusters (e.g., considering a conservative amount of elements a human brain is able
to deal with (119), i.e., 5 through 9); and second, bottom clusters cannot be larger than
Vq = 20 nodes, to account for a “fair” clustering resolution. Then, a one-level hierarchy
has 50 = 1 bottom cluster and can represent up to 20 nodes, a two-level hierarchy
has 51 = 5 bottom clusters (consequently being able to represent up to 100 nodes),
and so on. Table 5.4 illustrates the progression for larger hierarchies, showing that the
potential of the proposed strategies for simplification appears because |Q| << |V| (the
ratio |Q| / |V| stabilizes at 0.0625 for the example).
Table 5.4: Comparison of the number of levels, bottom-level clusters, nodes that can be
represented, and total clusters.
L (levels)
Bottom clusters
|V|
|Q|
|Q| / |V|

0
1
20
1
0.05

1
5
100
6
0.06

2
25
500
31
0.062

3
125
2, 500
156
0.0624

4
625
12, 500
781
0.0625

5
3, 125
62, 500
3, 906
0.0625

6
15, 625
312, 500
19, 531
0.0625

7
78, 125
1, 562, 500
97.656
0.0625

Figure 5.3 shows the evolution of the number of decision variables and constraints
for the three approaches, concluding that: first, the moderate strategy slightly increases
the number of variables and more notoriously increases the amount of constraints, leading to significant efficiency (see Section 5.7); and second, the aggressive approach effectively reduces the number of variables and enhances the variable-constraint ratio (i.e.,
obtaining a smaller search space and fewer dimensions). The benefit of the aggressive
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Figure 5.3: Number of Variables (circles) and Constraints (asterisks) for the Standard
(red), Moderate (green), and Aggressive Formulations as the Network Size increases

approach is notorious in Section 5.7, although the optimality gap increases for network
topologies with no community structure, as expected.

5.7

Quantitative results

This section presents simulation results for the resource allocation problem described
earlier in this chapter, comparing the performance of the standard, moderate and aggressive strategies in terms of decision variables, constraints, objective function, and
execution time, for different network topologies: first, a nearly radial topology with
tunable cluster size; second, a network of networks with a scale-free (117) backbone
that favors the formation of hubs, and small-world sub-networks; third, small-world networks (46) with realistic features of dense neighborhoods and short average distances;
and fourth, grid networks with no community structure at all. Pre-specified hierarchical decompositions are evaluated, since the discussion about clustering algorithms was
carried out in Chapter 3, as well as in (16, 28).

5.7.1

Nearly radial topology with clusters

In this sub-section, the performance of the standard, moderate and aggressive strategies
is evaluated for networks that aggregate clusters with nearly radial topologies (Figure
5.4). The term “nearly” accounts for a slight probability that a node may be connected
to its immediate neighbor rather than the cluster’s centroid, as would be the case in
a radial network. A key question is whether TIRA performs well when distances dw
within communities in a network are comparable to those between communities, db
(i.e., when pairs of nodes within clusters are not significantly closer than pairs of nodes
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bewteen clusters). Therefore, the network generator was designed with the power to
control the ratio Γ = dw /db .
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Figure 5.4: Nearly radial 180-node network with clusters

The standard, moderate, and aggressive approaches, were run for two networks: a
180-node network with low Γ (tight clusters) and a 180-node network with a larger
Γ (loose clusters). Table 5.5 shows the comparison of number of decision variables,
constraints, objective function, and execution times for the three approaches applied
to both networks. The first thing to note in both cases is how the moderate approach
increases the number of constraints at the cost of increasing the number of variables
(as discussed in Section 5.6). However, the tradeoff appears to be beneficial since the
problem can be solved faster (i.e., the reduction of the feasible region compensates the
increased number of variables). The latter can be observed in the variable-constraint
ratio, in which the moderate approach shows 0.95 as compared to 0.97 of the standard
approach. The intuition for this to be a benefit is that the search becomes harder in
higher dimension, which can be compensated by a narrower feasible region.
In this regard, the aggressive approach does much better because it does not only
reduce the number of variables to a 2% of the variables of the standard strategy, but
also shows a convenient variable-constraint ratio of 0.17 (i.e., the aggressive approach
produces a narrower space of much less variables). The previous analysis also explains
the dramatic reduction of the execution time when using the moderate approach despite
having a similar variable-constraint ratio with the standard (12.5%, for low Γ; 10.6%,
for high Γ) and the aggressive approach (7.2%, for low Γ; 0.2%, for high Γ). Finally, the
optimality gap is less than 1% for both TIRA approaches (moderate and aggressive)
when considering the network with low Γ, while such gap rises to almost 3% for the
aggressive approach when considering the network with high Γ. The quality of an
optimality gap depends on the specific problem and stakeholders, but 5 or 10% are
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Table 5.5: Performance comparison of the standard, moderate, and aggressive approaches
for a nearly radial 180-node networks with: first, inter-cluster distance greater than intracluster distance (upper block); and second, comparable inter-cluster and intra-cluster distance (lower block).
Low Γ
Standard
Moderate
Aggressive
High Γ
Standard
Moderate
Aggressive

Variables
32760
32780
120
Variables
32760
32780
120

Constraints
33840
34390
710
Constraints
33840
34390
710

V ar/Ctr
0.97
0.95
0.17
V ar/Ctr
0.97
0.95
0.17

Objective F.
304
306
306
Objective F.
277
278
285

%Error
0
0.66
0.66
%Error
0
0.36
2.89

Time (s)
27.133
3.388
1.952
Time (s)
29.534
3.136
0.053

% Time
100
12.5
7.2
% Time
100
10.6
0.2

typically accepted in the literature and practical problems.

5.7.2

Realistic networks with community structures

Infrastructure networks usually respond to dense urban populations and sparse connections between them. A network generator was devised which creates a network
backbone using the Barabasi-Albert (117) model to create scale-free networks, and
then creates a small-world network around each of the backbone network nodes using
the Watts-Strogatz model (120) (Figure 5.5). While the scale-free backbone exhibits
preferential attachment to few nodes, small-world clusters result from re-wiring links
in a grid, with probability β = 0.5. It is worth noting that this is a simplification of
a mixed dense-sparse topology; complex infrastructure systems, such as power supply
networks, may embed loops and tree structures within them.
Figure 5.5 shows a network generated using the described procedure: a 16-node
scale-free network was created in which three main hubs emerged; then, a g-nodes
small-world network was created for each of the 16 nodes, where g = a + ⌈rdi ⌉, with
a = 7 as the minimum amount of nodes, r as a uniform random number [0, 1], and di
the degree (amount of neighbors) of the node i under consideration (of the scale-free
network). The realization shown in Figure 5.5 reached 139 nodes and the multi-scale
community structure is described by the following hierarchy: the whole network at the
top level; four clusters at the second level, each of them associated to the small-world
networks created at each hub (and the small-world networks created at nodes connected
to the hub); 16 clusters associated to each small-world network (these are distributed
among the four clusters from the upper level); and 139 single nodes at the bottom
level, which is the sum of the nodes in all small-world networks. The latter implies a
hierarchy of 1 + 4 + 16 = 21 clusters representing a 139-node network.
Table 5.6 shows the performance comparison for the three resource allocation strategies applied to the described network. It is worth mentioning that the three approaches
reach the optimal value of the objective function, but optima (i.e., the designed support
network) are different. The reduction of decision variables for the aggressive approach
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Figure 5.5: Scale-free / Small-world 139-node network with 4 large scale communities,
and 16 medium scale communities

is not as severe as in the previous subsection. This occurs because in that problem
there was a hierarchy of 9 clusters (counting all levels) describing a network of 180
nodes, whereas in this case, there is a hierarchy of 21 clusters describing a network
of 134 nodes; it could be said that the aggressive approach in this case works as a
compression of better resolution. The latter is also the reason why the optimality gap
is zero in all cases: the more clusters (and centroids) describing the network, the less
rigid the approach is and the more alternatives it can explore (rather than just a few
big clusters); using too many clusters, however, may reduce the benefits of TIRA. Section 5.6 provides some preliminary ideas on these tradeoffs, which may be examined
further in the future. Finally, the reduction in execution time is much more notorious
in this case, possibly, because of the augmented complexity of the network, which is an
obstacle for the standard approach more than it is for the TIRA approaches (moderate
and aggressive) given that these rely on the pre-processing (clustering).

Table 5.6: Performance comparison of the standard, moderate, and aggressive approaches
for a realistic, Scale-free / Small-world, 134-node network.
Approach
Standard
Moderate
Aggressive

Variables
19599
19641
483

Constraints
20433
20871
1005

V ar/Ctr
0.96
0.94
0.48
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Objective F.
3308
3308
3308

%Error
0
0
0

Time (s)
896.175
2.407
0.071

% Time
100
0.3
7.9 × 10−5

5.7 Quantitative results

5.7.3

Small-world networks

The small-world networks obtained with the Watts-Strogatz model (120) show properties that respond to those observed in many real-world, social and technological networks. In the previous sub-section, aggregating small-world networks on a scale-free
backbone led to a certain community structure. However, the small world network
alone is more likely not to show any clear community pattern. Table 5.7 shows the
performance comparison for the standard, moderate and aggressive strategies. The improvement in computation time is huge for both moderate and aggressive approaches,
but only the moderate strategy maintains an acceptable optimality gap of 2.36% while
the gap rises to 21.63 for the aggressive approach. Such deviation appears due to
an over-simplification of the problem (from 3720 variables to 35) and may be overcome with a hierarchical decomposition of higher resolution. The most important
result from Table 5.7 is that the moderate approach maintains the original amount of
variables and derives its efficiency (0.02% computation time) from topology-informed
constraints only (the variable-constraint ratio is 0.86, compared to 0.91 of the standard
approach), without compromising the objective even for a network with no apparent
community structure.
Table 5.7: Performance comparison of the standard, moderate, and aggressive approaches
for a 60-nodes small-world network.
Approach
Standard
Moderate
Aggressive

5.7.4

Variables
3720
3730
35

Constraints
4080
4325
240

V ar/Ctr
0.91
0.86
0.15

Objective F.
1017
1041
1237

%Error
0
2.36
21.63

Time (s)
279.86
0.05
1.2 × 10−4

% Time
100
0.02
4.3 × 10−7

Grid Networks

The grid topology is a realistic example of a network with no community structure
whatsoever and is used to evaluate the performance of TIRA in an inconvenient setting.
Figure 5.6 shows the topology and multi-scale community structure of the proposed
(8 × 8) 64-node grid network. The top level of the hierarchical decomposition contains
the whole network (cluster 1), the second level exhibits four clusters (2 through 5;
Figure 5.6a), and the third one exhibits 16 clusters (5 through 21; Figure 5.6b).
Table 5.8 shows the performance comparison for the optimization applied to grid
networks with 64 and 169 nodes. The patterns observed in the previous sub-sections
are maintained for the number of variables and constraints, as well as for execution
time (for which the efficiency is only emphasized given that the standard approach
is much slower here than in the previous cases). The moderate approach maintains
a remarkable optimality gap below 2%, but the aggressive approach shows diminished
accuracy, reaching optimality gaps of 11.4% and 13% for the 64 and 169 node networks,
respectively. The gap increases with size (in this case) because the same hierarchical
decomposition is used for both networks (with bigger clusters for the bigger network),
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Figure 5.6: 64-node (8×8) grid network: (a) clusters 2 through 5 and associated centroids
at hierarchical level 2; (b) clusters 6 through 21 and associated centroids at hierarchical
level 3
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(a)

(b)

(c)

Figure 5.7: Resource allocation solutions for a 144-node grid network using (a) the
standard, (b) the moderate, and (c) the aggressive strategies

then, while the aggressive approach uses 483 variables for both networks, the standard
and modearte approaches use about 4200 and 28900 for the small and large networks,
respectively. However, the loss in optimality gap from such “approximation” is barely
2% (from 11.4% to 13%), which is not bad considering a network with no community
structure to take advantage from.
Table 5.8: Performance comparison of the standard, moderate, and aggressive approaches
for: grid networks of 64 nodes (upper block), 144 nodes (middle block), and 169 nodes
(lower block)
64 nodes
Standard
Moderate
Aggressive
169 nodes
Standard
Moderate
Aggressive

Variables
4224
4266
483
Variables
28899
28941
483

Constraints
4608
4821
780
Constraints
29913
30441
1095

V ar/Ctr
0.92
0.88
0.62
V ar/Ctr
0.97
0.95
0.44

Objective
1000
1004
1118
Objective
1362
1380
1539

%Error
0
1.32
11.4
%Error
0
1.32
13

Time (s)
456.531
7.368
0.094
Time (s)
50065
11.229
0.082

% Time
100
1.6
2 × 10−4
% Time
100
2.2 × 10−4
1.6 × 10−6

Finally, Figure 5.7 shows the graphical solution (i.e., the resource allocation) for
the standard, moderate, and aggressive strategies. The effect of TIRA can be observed
in the way resources respond to distributed communities (clusters) more notoriously in
the aggressive approach. The strength of the distributed scheme depends on the cost
structure of the problem (i.e., how much cheaper it is to travel than it is to install local
resources) and available resources (i.e., whether resource capacities are related to the
sizes of communities at different scales).

5.7.5

Reduction of the feasible region

The number of moderate and aggressive constraints violated by the solution of the
standard strategy is used as a proxy measure of the reduction of the feasible region in
each case, since it captures the amount of effective cuts introduced. Table 5.9 shows
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how intensive violation of moderate constraints 10, 11, and 13 leads to time reductions
above 99% while keeping optimality gaps below 7%.
Table 5.9: Reduction of the feasible region: ratio of violation for moderate constraints
10, 11, 12, 13 (Table 5.2) along with the associated optimality gap and computation time
reduction

Violation ratio, constraint
Violation ratio, constraint
Violation ratio, constraint
Violation ratio, constraint
Optimality Gap
Time Reduction

5.8

10
11
12
13

Grid 144
140/144
283/288
0/144
21/21
0.6%
99.97%

SF-SWN 136
135/136
270/272
0/136
14/14
6.31%
99.44%

SF-SWN 168
166/168
332/336
0/168
17/17
4.45%
99.83

Conclusion

This chapter introduced Topology Informed Resource Allocation (TIRA) as a means
to pursue an adequate level of decentralization through optimal resource allocation
across multi-scale communities of infrastructure networks. TIRA not only allows to
study decentralization in complex systems but also leads to significant computational
efficiency by reducing the number of decision variables and increasing the number of
constraints. Variables are reduced by allocating resources across clusters rather than
nodes, and constraints are added to enforce solutions that respond to the hierarchical
decomposition of the network. Specifically:
• Conceptual bases were discussed about how to integrate clustering and optimization for TIRA by considering linear optimization problems whose decision variables account for communities (clusters) rather than individual nodes, and which
include constraints that bring information about the hierarchical decomposition
of infrastructure networks.
• Three optimization strategies were implemented and compared: a standard formulation following the structure of a Capacitated Facility Location Problem; a
formulation that uses a moderate simplification based on the hierarchical decomposition of the network; and a formulation that performs an aggressive hierarchybased simplification.
• The performance of these strategies was assessed for realistic as well as ideal
network topologies, with and without community structures. An analysis of complexity escalation of the moderate and aggressive TIRA formulations was provided.
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The moderate and aggressive simplifications are effective at making the optimization
much more efficient by enhancing the ratio of variables and constraints (i.e., using a
search space that suits the dimension of the problem). In the case of the moderate
approach, solutions with optimality gaps within 2% can be achieved in about 10% (but
most commonly < 1%) of the computation time required by the standard approach.
In the case of the aggressive approach, the computation time can be reduced down to
10−6 % with an optimality gap below 3% in most cases. The evidence suggests that the
observed results remain valid as the network size increases.
The resource allocation problem was solved in the context of designing a network
of facilities of different capacity for post-disaster assistance. However, the same type
of implementation applies for allocating resources to a set of decision-makers in a distributed, socio-technical problem. For instance, TIRA is useful to determine in which
clusters of a network it is worth having a maintenance station that can attend the
demand for repair generated by disruptions to an infrastructure. Therefore, when resources are allocated to a specific cluster (at any hierarchical level), it is assumed that
the cluster is apt to make autonomous decisions and, thus, become a Decision Unit of
the CoDAN framework in the sense described in Chapter 6.
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Part III

BEHAVIOR UNDER
CONTROL
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Chapter 6

Articulation of the CoDAN
framework
6.1

Chapter overview and objectives

Part I of this thesis dealt with why and how to decompose infrastructure networks into
sub-systems (Knowing the System), whereas Part II dealt with optimal allocation of
resources across these sub-systems as a form of intelligent decentralization (Who’s in
Charge). While CoDAN’s Phases I and II enclose strategic analysis of infrastructure
networks previous to actual operation, Phase III deals with the implementation of a
Complex Distributed Agent Network framework for infrastructure network operation
(hence, the label Behavior under control ). This chapter is at the very conceptual
core of the CoDAN framework since it defines infrastructure operation as a problem of
distributed control, comprised of the modules of modeling, assessment, and intervention
in an analogy to the plant, sensor, and actuator from control theory. Specifically:
• Section 6.2 presents a review of techniques and approaches to operation and
decision support in the context of infrastructure networks which highlights the
uniqueness of the CoDAN framework to address problems in socio-technical systems by understanding them as the result of the interaction of natural, social,
and physical systems.
• Section 6.3 discusses how CoDAN enables agent-based modeling by introducing
the concept of Decision Units (agents) that perform network operation at specific
clusters. The inclusion of agents allows the analyst to perform socio-technical
analysis in which the behavior of stakeholders, operators, and/or users is taken
into account.
• Section 6.4 presents the overall architecture of the CoDAN framework, discussing
how modules and phases are integrated into an applicable methodology. Visual
decision support tools are also introduced, which help understand agents’ local
decisions and their impact on global behavior.
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CoDAN’s modeling module is a result of the hierarchical decomposition performed
in Phase I, and the subsequent multi-scale resource allocation from Phase II. The
assessment and intervention modules are discussed in depth in Chapter 7. This chapter
is dedicated to the conceptual articulation of the CoDAN framework.

6.2

Risk-informed decisions in complex socio-technical systems

Complex systems related approaches to infrastructure have recently gained popularity,
particularly, regarding modeling of networks of networks (16, 19, 20, 21). However,
no applicable complex systems approaches (such as the CoDAN framework) have been
proposed in the context of risk assessment and management of infrastructure networks
as socio-technical systems, which account for features such as complexity, decentralization, and human involvement. CoDAN complements previous contributions that,
although comprehensive and cross-disciplinary (e.g., (5, 6)), remain at a conceptual
ground; and from approaches that focus on applying individual techniques to specific
problems.
Instances of approaches to infrastructure problems that use tools known in the field
of complex systems include: describing earthquakes/disasters (8, 9); exact and heuristic
optimization to support decisions about infrastructure maintenance (10, 11); agentbased and game theoretical models (12, 13, 14) have been used to describe interactions
among “rational” entities in decision problems; graph theoretical methods, which are
commonly used for the analysis of networks (15, 16, 17) and networks of networks
(18, 19, 20, 21); along with reliability theory (22, 23, 24) and Bayesian Networks (25)
which have been used to deal with uncertainty in risk analysis of infrastructure systems.
In spite of the variety and quality of the cited contributions, there is still a need for
an integrated and applicable framework that accounts for the complexity of decentralized networked systems that rely on human operation within a socio-technical context.
The CoDAN framework responds to such a need by integrating techniques and offering
solid methodologies to meaningfully link institutional decision-making processes with
infrastructure performance and risk assessment, while offering decision support tools
with flexible levels of sophistication across sub-systems, thus, filling a gap between conceptual and problem-specific approaches to complex infrastructure systems. CoDAN
supports and models decision-making processes through an agent-based model in which
agents continuously assess and intervene physical infrastructure networks.
The core of the CoDAN framework is the hierarchical decomposition of infrastructure networks into clusters, some of which are later associated to decision-making units.
At each level and cluster of the hierarchy, agents are associated to specific sub-systems
and decision problems (e.g., restoration or maintenance planning), for which agents
are provided with the capability to assess and intervene facilities (nodes or links) to
maintain/improve performance at the cluster level. In this sense, CoDAN performs distributed decision-making via agents that control local performance by adjusting their
measured current state; for example, by matching evidence of post-disaster accounts
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(26, 27) (and generally in nature (121)), in which infrastructure systems recover effectively as a combination of coordinated yet decentralized institutional decision-making
and physical interventions.

6.3

CoDAN as an agent-based model

CoDAN integrates the dynamics and flow in infrastructure networks, the deterioration of physical components due to exposure due to natural and man-made hazards,
and the action of human decision-makers with specified preferences. In this sense, CoDAN can be used as an agent-based simulation platform to design and test policies for
infrastructure governance regarding operation and maintenance.

6.3.1

Definition of Decision Units

A decision unit (DU) is conceived as an agent defined by: first, the graph Gh representing its associated sub-network; second, a set of objectives, constraints and resources;
and third, the functions it is able to perform. For example, a DU can be associated to a
city’s road network (as part of the state network), whose local objective is to maintain
flow capacity above Fh within a budget Bh by applying maintenance actions to links,
provided the ability to compute flow capacity and to (sub)-optimally select intervention
policies.
DUs may play two roles: slave and master DUs. Slave DUs correspond to clusters
and their role as agents is to perform assessment and intervention at their associated
sub-network. Master DUs’ correspond to the “network of clusters” and their role is to
allocate resources among its slave DUs and intervene links between pairs of clusters.
The graph Gh associated to the master DU consists of the (arrangements of) links
in between pairs of clusters and the clusters themselves. For example, in the lower
part of Figure 6.2, the cluster at the top level plays the role of master DU and can
intervene links between clusters, whereas clusters from the middle level are slave DUs
and intervene nodes and links within their corresponding clusters.

6.3.2

The Distributed Agent Network

Performing analysis of infrastructure networks under the CoDAN framework implies
addressing decision problems that are distributed across clusters. The existence of a
DU associated to a cluster and decision problem implies the existence of decision autonomy at certain clusters, i.e., creating a Distributed Agent Network. The latter requires
considering several (possibly conflicting) criteria to define suitable DUs, including network topology, jurisdictional constraints fomenting/prohibiting sub-networks to make
autonomous decisions, and portions of the network sharing attributes (e.g., similar
technologies or environmental conditions).
Agents are defined by their local objectives and resources, which must respond to
the global decision problem. For instance: the global budget Bt and flow threshold
Fmin need coherent local budgets Bht and thresholds fh for the h-th DU at time period
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t. A possible strategy for objective propagation is to demand that DUs should improve
their performance, p~h,t , by a percentage δ.
ph,t − ph,t−1 ≥ δ · 1

(6.1)

One strategy for resource allocation is to distribute the global budget at time t (Bt )
proportionally to the number of nodes/links within each DU:
|Gh |
Bht = PL
Bt
h=1 |Gh |

(6.2)

where |Gh | denotes the number of elements in Gh . However, the resources and objectives assigned to a DU are not only related to its size but they may also be related to
its criticality as a sub-system within the whole network (e.g., a bottleneck). Furthermore, the assignment of resources and tasks could respond to hierarchical allocation
based on optimization methods as those described in CoDAN’s Phase II, and/or change
dynamically according to the performance history of DUs (based on reward/penalty
mechanisms (14)).

6.4

Complex Distributed Agent Network (CoDAN)

In the context of complex systems (37, 122, 123, 124), self organization (125, 126, 127)
is a phenomenon by which global coordination results from distributed local actions.
This topic has been widely studied and applied in cybernetics (34, 43, 128), swarm
intelligence (99), and organizational/economic systems (129, 130), among others. Furthermore, research on mobile adaptive networks (131) and wireless sensor networks
(127, 132) prove the applicability of complexity principles in engineering, using bioinspired approaches that emulate the behavior of natural systems (e.g., schools of fish
searching for food while avoiding predators) to solve technical problems. CoDAN brings
and adapts this body of knowledge to infrastructure engineering by associating agents
to infrastructure sub-systems, which pursue a target network performance, responding
to hazards or ensuring functionality in a decentralized yet coordinated way.

6.4.1

The CoDAN framework

The CoDAN framework is introduced as a tool to support decisions within the context
of risk assessment and management of infrastructure networks. CoDAN recognizes
infrastructure systems as the interaction of natural, physical, and social systems, and
uses the hierarchical decomposition from Phase I to perform analysis at the component,
network, and agent levels of a decision problem. CoDAN enables the use of agentbased models to account for autonomous, distributed decision processes related to the
infrastructure operation.
The CoDAN framework is implemented in the form of a feedback control loop
(Figure 6.1) that relies on the three following modules:
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Balance

Output

Intervention

Goal
+

_

Decision

Modeling

Risk Assessment

Figure 6.1: CoDAN’s modules as a control loop for a single DU. In the analogy to control
systems, the modeling module represents the plant, the assessment modules represents the
sensor, and the intervention module represents the controller and actuator.

• Modeling module: deals with the hierarchical decomposition of networks into clusters (Phase I) and subsequent selection of decision-making agents via resource
allocation (Phase II). An agent referred to as a Decision Units (DU) is, then,
associated to each cluster with a decision problem of interest. DUs are responsible for network operation within the corresponding clusters and comprise the
Distributed Agent Network that CoDAN later refers to.
• Assessment module (discussed in depth in Section 7.2): enables DUs to compute indicators of performance and risk of their associated sub-networks through
tailored state-of-the-art techniques, focusing on the computation of reliability of
connectivity and flow (see full implementation in Chapter 7).
• Intervention module (discussed in depth in Section 7.3): uses input from the
assessment module and supports DUs’ decision-making; for example, regarding
decisions related to operation and maintenance of sub-systems. See full implementation in Chapter 7, and an enhanced implementation including both exact
and heuristic optimization for the analysis of the Chilean electricity network in
Chapter 9.
DUs use local models for sub-networks and make decisions in the form of a control
loop that adjusts for the error between current and target states of each sub-system.
Figure 6.1 shows the control loop diagram based on CoDAN’s modules. DUs act autonomously and distributedly as shown in Figure 6.2, where clusters in the top and
middle hierarchical levels perform control loops (CoDAN modules denoted with col-
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ored blocks), while units at the bottom level do not have such decision autonomy. DUs
control local variables of interest while recognizing global constraints and objectives
(e.g., maintaining flow capacity throughout a county’s road network subject to a globally specified budget). CoDAN’s distributed control of infrastructure networks allows
to understand and deal with complexity by exploring relationships between agents’ local decisions and their effect at the systemic level (e.g., evaluate the cost-effectiveness
of agents’ intervention policies).

Balance
+_

Intervention
Decision

Modeling

Goal

Output

Risk Assessment

Control loop in a single unit
Master DU
Slave DU

Slave DU
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Slave DU

Slave DU
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Hierarchical view of the clustered
network and control loops in DUs

Clustered Network
(top view)

Figure 6.2: CoDAN’s control loop distributed across multiple DU’s in the hierarchy.

6.4.2

CoDAN applied to infrastructure networks

Let’s define G as the graph representing an infrastructure network being operated over
T periods of time. Each DU is associated to a sub-graph Gh ⊂ G consisting of the
nodes and links that fall into the h-th cluster (h ∈ [1, . . . , L], where L denotes the total
number of DUs). Notice that Gh is a multi-graph that accounts for attributes such as
distance, capacity, and failure probability (e.g., accounting for different deterioration
conditions for individual components); each attribute is associated to a matrix relating
pairs of nodes, in addition to the binary adjacency matrix, whose non-zero elements
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indicate whether pairs of nodes form the node-set V are connected. Let’s define the
following variables for the h-th DU at time period t ∈ [1, . . . , T ]:
• Xht : binary vector denoting an intervention policy (e.g., which elements in Gh
are to be repaired/enhanced at time t);
• Bht : available budget (or other resources) for the h-th DU at time t;
• p~ht : vector with values of deterministic measures of performance for the h-th DU
at time t, for instance, travel time or maximum flow between a given pair node;
• ~rht : vector with values of probabilistic measures of performance for the h-th DU
at time t, for instance, connectivity reliability and flow reliability.
Algorithm 3 describes CoDAN’s overall procedure. At line 1, the graphs Gh representing clusters are created via the modeling module. For each time period, DUs
execute the assessment module (line 4) to obtain p~ht and ~rht . At line 5, Bht is obtained
through an allocation function (e.g., Chapter 5). Then, the intervention module is
applied at lines 6 and 7, where the decision function (Section 7.3) uses optimization
to make a decision Xht (line 6), which is “materialized” as an intervention (line 7) by
updating Gh (e.g., reducing fragility due to a retrofit action signaled by Xht ).
Algorithm 3 CoDAN meta-algorithm
1:
2:
3:
4:
5:
6:
7:
8:
9:

Gh = M odeling (G) ; h = {1, . . . , L} Obtain clusters and DUs (CoDAN Phases I
and II)
for t = 1 → T do
for h = 1 → L do
[~
pht , ~rht ] = Assessment (Gh )
Risk and performance measures (Section 7.2)
Bht = Allocation (~
pht , ~rht )
Task/resource allocation (Section 6.3.2)
Xht = Decision (Gh , Bht , p~ht , ~rht )
Find optimal intervention (Section 7.3)
Gh = Intervention (Gh , Xht )
Apply maintenance (Section 7.3)
end for
end for

Chapter 7 deals with the implementation of CoDAN’s modules and functions in the
context of risk assessment and management of infrastructure networks. The following
subsection describe visual decision support tools that improve the insight provided by
the CoDAN framework.

6.4.3

The Agent Space

The assessment module enables DUs to compute deterministic and probabilistic measures of performance. The Agent Space is a visual decision support tool that shows
how each DU’s associated sub-system performs in a two-dimensional space that relates
deterministic and probabilistic performance. The objective of the Agent Space is to
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elucidate non-evident tradeoffs between actual performance (e.g., current flow) and the
likelihood of reaching critical scenarios (reliability). The Agent Space provides insight
about how local actions may escalates to global performance, which is not intuitive due
to emergent behavior.
For instance, by plotting the second component of vectors rht and pht the analyst
may contrast current flow in the x axis and flow reliability in the y axis for the hth DU at time t (e.g., t = T in Figure 6.3). As in the analogy to self-organization in
swarms, DUs in the Agent Space pursue a target performance and protect from hazards,
bounded by constraints related to available resources or minimum performance (e.g.,
constraint at the right hand side of Figure 6.3).
In Figure 6.3, the pursued trajectory is the upper right side of the figure, which
denotes higher reliability (vertical axis) and performance the network (horizontal axis).
Not all clusters in the hierarchy operate as DUs (Section 6.3.2), then, clusters associated
to DUs are noted in Figure 6.3 with shaded circles both in the hierarchy and the axes,
and the performance of other clusters is a function of DUs’ decisions. The Agent
Space allows to visualize the actuality of (sub)-systems (e.g., current flow capacity)
while bringing awareness about the likelihood of under-performance (e.g., probability
of having flow less than Fmin , which is shown as a DU crossing the x axis in Figure 6.3).
The Agent Space relates time-dependent deterministic and stochastic variables (e.g.,
flow reliability vs. current flow) as a risk-based decision support tool, while tradeoffs
between any variables (not only those contrasting nominal and probabilistic views) may
also be analyzed.

6.4.4

The Distributed Matrix View

The effect of maintenance policies (whether and when to intervene certain facilities) on
local and global performance is not intuitive. The Distributed Matrix View (DM-View)
is a tool that shows the intervention actions performed at the h-th DU at time t and
their effect on the corresponding Agent Space. Then, while the track of maintenance
actions is kept in the entries of a DU’s adjacency matrix, a displacement of the DU’s
position (performance and risk) is shown in the Agent Space.
These distributed intervention actions are mapped to the global level (full network’s adjacency matrix and Agent Space). The displacement of sub-systems in the
Agent Space is obtained by computing the risk and performance criteria for the graph
that results from DUs’ decisions. The Distributed Matrix View allows to evaluate the
effect of local policies/decisions on the behavior of the overall system (e.g., through
regressions of local decisions explaining global behavior) and to adjust control strategies and incentives based on DUs trajectories over time, i.e., their rate (velocity) and
direction (angle) of improvement.
For each sub-system and the full system, Figure 6.4 shows network nodes (blue
squares in slave DU matrices’ diagonals), network links (orange squares outside slave
DU matrices’ diagonals), links between clusters (brown squares outside master DU matrix diagonal) or non-existent links (white squares outside matrices diagonals). Nodes
in the diagonal of the master DU are shown as non-existent because they are operated
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Probabilistic Performance
(e.g. reliability)

DU’s

Pursued
Trajectory

Constraint

t=T

0

Vertical Zero
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Deterministic Performance
(e.g. max flow)

DU’s
Failed
Unit

Figure 6.3: Agent Space in which CoDAN’s DUs move: two dimensional representation
of reliability versus nominal performance of a certain performance criterion

by slave DUs and, thus, “invisible” at the master level. Intervention actions are shown
as green diamonds: no diamond means no action (A0 ) and diamonds on nodes or links
represent actions An or Al , respectively. The diamonds shown in positions (2,3) and
(3,2) of the adjacency matrix of the master DU (upper 3x3 matrix, labeled as mDU,
where the prefix m is for master) mean that the link(s) connecting DUs 2 and 3 is intervened (see corresponding diamond in the network shown at the left hand side of Figure
6.4). Similarly, diamonds in the adjacency matrices of DUs 1 and 2 match interventions
in the network at the left hand side: the diamond in position (1,1) of sDU1 (prefix s
for slave) indicates an intervention in node 1, whereas for sDU2, diamonds in positions
(1,2) and (2,1) indicate an intervention on the link connecting nodes 1 and 2 within
the cluster; agent spaces are as introduced previously, but now shown for clusters, the
network of clusters, and the entire network. Arrows heading to the left in Agent Spaces
imply that the performance measure is to be minimized rather than maximized (e.g.,
transportation time).

6.5

Conclusion

This chapter defined conceptual bases of the CoDAN framework combining a distributed control approach and an agent-based modeling approach. On the one hand,
infrastructure operation is stated as a problem of distributed control, comprised of the
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modules of modeling, assessment, and intervention, which measure the current performance of the system and apply actions to pursue a desired state. On the other hand,
such a control loop is oriented and implemented by human decision-makers (Decision
Units that operate specific sub-networks) whose local actions lead to complex global
behavior, favoring the use of agent-based models to capture the effect of collective
decisions. Specifically:
• A review of techniques and approaches to operation and decision support was
presented in the context of infrastructure networks. The CoDAN framework is
unique in addressing problems in socio-technical systems by understanding them
as the result of the interaction of natural, social, and physical systems.
• Agent-based modeling is enabled by CoDAN due to the introduction of Decision
Units (agents) that perform network operation at specific clusters. The inclusion
of agents allows the analyst to perform socio-technical analysis in which the behavior of stakeholders, operators, and/or users is taken into account. Decision
Units model human decision-making in sub-systems and allow for agent-based
simulations providing insight on how local decisions affect global behavior.
• The overall architecture of the CoDAN framework was presented, discussing how
modules and phases are integrated into an applicable methodology. Moreover,
visual decision support tools (the Agent Space and Distributed Matrix View ) are
devised to relate implemented intervention actions and obtained network performance, allowing for the formulation and refinement of effective policies and
regulation for infrastructure operation and management.
CoDAN’s modeling module detects sub-systems that respond to both intrinsic and
external properties through supervised and unsupervised clustering methods. Subsystems are associated to decision units that operate as decentralized yet coordinated
agents in a decision-making context, mimicking behavior and system response observed
in practice, where both physical systems and their controlling institutions play a role
in performance. Chapter 7 provides the means for the practical implementation of the
assessment and intervention modules, which allow for the application of the CoDAN
framework.
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Figure 6.4: (a) Example network and hierarchical decomposition; (b) Distributed Matrix
View: actions on the nodes and links of master and slave DUs and their reflected actions
on local and global Agent Spaces
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Chapter 7

Implementation of the CoDAN
framework and modules
7.1

Chapter overview and objectives

Chapter 6 discussed the overall architecture of the CoDAN framework and how Phases I
through III are integrated. This chapter discusses the implementation of the assessment
and intervention modules and presents illustrative examples of CoDAN’s control loop
for infrastructure operation. Specifically:
• Section 7.2 narrows the problem of assessment to the computation of connectivity, flow, connectivity reliability, and flow reliability. After an overview of
reliability assessment methods, a modified version of the state-of-the-art Recursive Decomposition Algorithm is introduced to comprise the assessment module
of the CoDAN framework, which acts as a sensor in CoDAN’s control strategy.
• Section 7.3 narrows the intervention module to the problem of infrastructure
network operation as the application of preventive and corrective maintenance to
specific facilities (network nodes or links). An optimization problem is formulated
to minimize the current deviation of performance measures (obtained with the
assessment module) with respect to desired values.
• Section 7.4 provides illustrative examples of CoDAN’s modules and control loop
applied to synthetic and realistic networks.

7.2

Implementation of the assessment module

Risk assessment of infrastructure networks includes several stages and interconnected
problems (e.g., vulnerability, damage propagation, robustness, resiliency). This section
focuses on assessing the reliability of connectivity and flow in a network as necessary
conditions for performance assessment. An enhanced version of the Recursive Decomposition Algorithm (133) is introduced and integrated to CoDAN’s control loop along
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with a decision support tool (Agent Space) to visualize risk and performance measures
across sub-systems.

7.2.1

Basic reliability problem for networks

Let’s define β(Xj ) as a measure of network performance under a state Xj = {x1 , . . . , xn };
with xi = 1 if node i is operating and 0 otherwise. Let Ω be the set of all possible
scenarios (failure and non-failure), then, the system reliability under state Xj is defined
as:
P (β(Xj ) > ψ);Xj ⊂ Ω

(7.1)

where ψ is a pre-specified threshold value. A comprehensive reliability analysis requires
testing the network for every possible failure scenario. Consequently, let’s define ΦF ⊂
Ω as a set containing only the network states Xj that cause the system to perform
below the specified acceptable level, and Hj as the set of failed network elements for
a given state Xj ; i.e., those xi = 0 within Xj . Then, the network reliability can be
computed as:


X
Y
Y

R=1−
(1 − Pi )
Pi 
(7.2)
Xj ⊂ΦF

xi ∈H
/ j

xi ∈Hj

where xi is a network element and Pi its probability of failure. As implied in Equation
7.2, and for the sake of simplicity in the analysis of complex networks, elements are
assumed to be independent without loss of generality; expressions including correlated
elements might also be used preserving the conceptual and computational impact of
the hierarchical approach. Expressions and simplifications for correlated elements in
terms of joint probability functions are available in literature (49, 134). Because failure
correlation can be implemented with existing approaches, our study will go in more
detail with the correlation of damage propagation which is more scarce in the literature.

7.2.2

Reliability assessment using hierarchical network decomposition

As the number of network components xi increases, the computational cost grows
exponentially. Then, the reliability analysis (solution of Equation 7.2) can be carried
out on the fictitious network (as defined in Chapter 3) at a convenient level of analysis
according to the decision-maker needs and available (computational) resources.
Since fictitious edges are parallel arrangements of links connecting actual nodes
(k)
(k)
(k)
in two clusters, the fictitious link Eu connecting fictitious vertices Vi and Vj is
(k)

(k)

constituted by the Nu actual links epq connecting all actual vertices vp ∈ Vi and
(k)
vq ∈ Vj . Then, the probability of failure of a fictitious edge u at level k is given by:
(k)

Pf (E(k)
u )=

N
u
Y

(k)

(k)

Pf (epq ); vp ∈ Vi , vq ∈ Vj

i=1
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where Pf (epq ) is the probability of failure of the actual edge epq that connects two
actual nodes vp and vq . Equation 7.3 states that two clusters (fictitious nodes) will get
disconnected if all connecting edges fail. For the case of nodes, different approaches to
failure probability are valid depending on the specific application: considering holons
as series (or parallel) systems results convenient when a cluster is said to fail if any
(or all) of its components fail, leading to an expression similar to Equation 7.3 with a
sum (or product) of probabilities including the elements within, rather than between,
clusters. Also, full computation of performance measures within clusters (e.g., assessing connectivity for the internal network within the cluster) might be used to assess
such probabilities. Correlation and closeness also provide a means to relate failure of
single elements and the impact at their host cluster level. However, for the case of the
transportation networks considered along the paper, a link-based approach suffices for
risk-based decision-making based on a hierarchical representation. Once the fictitious
network and the corresponding probabilities have been estimated, reliability calculations on the fictitious network described by the graph G(k) (Λ(k) , E (k) ) (at the k-th of
L levels) can be made by solving Equation 7.2.

7.2.3

Example: Computing reliability at different hierarchical levels

A hierarchical description of the connectivity between nodes A and B of the network
in Figure is evaluated at different levels of resolution. In this example, the reliability is
computed exhaustively by generating the whole set of possible failure scenarios for each
of the 7 fictitious networks (levels) of the hierarchy. Only link failures are considered and
the edge failure probability is assumed to be proportional to its length with an arbitrary
constant λ. The latter implies the assumption of homogeneity within the system (i.e.,
elements fail with a probability proportional to their exposition to the environment),
which might be easily removed if provided with actual failure probability distributions
(e.g., obtained statistically from historical data).
In this case, the failure probability of the connectivity is normalized with respect
to the actual probability of failure at the bottom of the hierarchy, where the complete
network is taken into account; such normalizing value is 6 × 10−3 . It can be observed
that as the evaluation moves up in the hierarchy, the difference between the actual
and the estimated failure probability increases, indicating that failure estimations are
less conservative as the analysis moves up in the hierarchy; however, at high levels
in the hierarchy the decision-maker can make estimates with low-complexity at the
expense of low-specificity. This is caused by the fact that in the upper levels, a smaller
number of edges and failure scenarios are considered in the assessment; in such levels,
failure probabilities are computed based on the most critical scenarios leaving out those
whose occurrence is less likely; the exclusion of such scenarios is the cause of the loss
of specificity.
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Figure 7.1: Illustrative example of decentralized reliability computation

7.2.4

Overview of network reliability assessment

Assessing reliability requires computing the probability that a network operates above
a specified performance level, considering the network topology and failure probabilities of nodes and/or links, which yields an NP-hard computational problem when addressed analytically. Therefore, a variety of techniques are available to cope with such a
problem, including Monte Carlo approaches and heuristic simulation techniques (135),
subset simulation (136), closed-form recursive solutions for specific topologies (22),
methods based on statistical learning (137) and recursive decomposition approaches
for general configurations (24, 133). Divide and conquer strategies have been used
for reliability computation, not only through recursive algorithms such as those cited
above, but by using super-components (58). The accuracy of divide and conquer relies on the assumption of independence between sub-systems (unless correlations are
accounted for (134), which comes at the expense of computational complexity); there
is no guarantee of independence through clustering, although it seeks clusters with
minimum correlations.
The selected risk and performance criteria are: connectivity, flow, connectivity
reliability, and flow reliability. The traditional Bellman-Ford and Ford-Fulkerson algorithms (49) (BF and FF hereinafter) are implemented to compute shortest-paths and
maximum-flow, respectively, although there are more efficient alternatives such as dynamic programming (55), whose discussion and implementation are beyond the scope of
this thesis. In addition, the Recursive Decomposition Algorithm (RDA) (133) is used
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to compute the reliability of connectivity and flow: for the case of connectivity, the
event of disconnection is used as a limit state function; for the case of flow, a minimum
threshold Fmin is defined. The main advantages of the RDA are its computational efficiency and the availability of upper and lower bounds to inform the process of achieving
convergence.

7.2.5

The modified RDA

The selective RDA in (24) progressively finds disjoint paths that contribute to the network’s reliability and disjoint cuts that contribute to the network’s failure probability.
In order to gain computational efficiency, a variation of the RDA (Algorithm 4) is
introduced, which simultaneously computes shortest-path z (line 2), maximum-flow f
(line 4), probability pf of having flow below Fmin and probability pc of disconnection.
Evaluating both flow and connectivity within the same recursive process is advantageous because the subset of scenarios leading to flow above Fmin is necessarily included
in the subset of scenarios of the network being connected.
At each stage of the recursive process, a graph G′ = G\W is evaluated, which
is the result of removing a strategic set of elements ej ∈ W previously identified as
belonging to connecting paths between origin and destination. Upper and lower bounds
are initialized to 1 and 0, respectively, for both flow reliability pf and connectivity
reliability pc . If a path s is found (line 3), the upper bound for reliability is updated by
subtracting the probability P (W ) of reaching G′ (i.e., elements in W fail), multiplied
by the survival probability P (s) of the found path (line 6 for flow and line 10 for
connectivity); otherwise, if removing W leads to a cut, the lower bound is updated by
adding the probability P (W ) of reaching G′ (line 8 for flow and line 16 for connectivity).
The RDA starts by invoking RDA(W = {}), i.e., evaluating G without removals
(statement not included in Algorithm 4). Each time a path s is found, the algorithm is
invoked again for as many new graphs G′ as components comprise s, removing one element from s at a time; if a cut is found, there is no further recursion unfolded from that
low
sub-graph. Variables plow
and pup
f
f account for the bounds for flow reliability, while pc
up
and pc stand for connectivity. By applying the modified RDA, the assessment module
is able to return the nominal performance and risk vectors as shown in Equations 7.4
and 7.5.
p~ht = [z, f ]

(7.4)

~rht = [pc , pf ]

(7.5)

where z and f are computed at lines 2 and 4 of Algorithm 4, respectively. Variables
pc and pf denote either converged or approximated bound values for reliability of connectivity and flow, respectively; in Algorithm 4, lines 6 and 8 compute bounds for pf
while lines 10 and 16 do likewise for pc . The modified RDA function that comprises
CoDAN’s assessment module is intensively used by the intervention module for the
examples described in Section 7.4 and in Chapter 9.
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Algorithm 4 Modified Recursive Decomposition Algorithm (RDA)
low
Require: W , plow
= 0, pup
= 0 and pup
c = 1;
f
f = 1, pc
′
1: G = G\W ;
Update graph according to active/removed nodes
2: [s, z] = BF(G′ )
Bellman-Ford: shortest-path s and cost z
3: if s 6= {} then
4:
f = FF(G′ )
Ford-Fulkerson: Maximum flow f
5:
if f ≥ Fmin then
up
6:
pup
Update upper bound for flow reliability
f = pf − P (W ) P (s)
(subtract prob. of reaching W and s survives)
7:
else
8:
plow
= plow
+ P (W )
Update lower bound for flow reliability
f
f
(add prob. of reaching W )
9:
end if
up
Update upper bound for connectivity reliability
10:
pup
c = pc − P (W ) P (s)
(subtract prob. of reaching W and s survives)
11:
for ej ∈ s do
12:
W = W + {ej }
Create new scenario W removing each node in path at a time
13:
RDA(W )
Recursion step: Invoke RDA for each W
14:
end for
15: else
16:
plow
= plow
+ P (W )
Update lower bound for connectivity reliability
c
c
(add prob. of reaching W )
17: end if

7.3

Implementation of the intervention module

This section presents the maintenance problem and discusses optimization strategies
to support decisions. An optimization problem is introduced with a novel formulation
such that
its constraints invoke the assessment module
to obtain current measures of performance and reliability, while its objective function minimizes the
distance
between those measures and pre-specified targets, achieving a full implementation
of the ideas in CoDAN’s control loop. A decision support tool (Distributed Matrix
View) is also introduced to help visualize DUs’ decisions and their effect on Agent
Spaces at the cluster and system levels.

7.3.1

Network maintenance problem

A DU can apply maintenance or restoration at any facility (e.g., bridges) of its associated sub-network in order to maintain/improve flow and connectivity under risk over
T periods of time. The following maintenance actions are considered:
• A0 : no actions.
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• Al : actions on links, with cost Cl , improvement of δf on flow capacity and δc on
transportation time between the nodes connected by the intervened link.
• An : actions on nodes, with cost Cn and improvement of δr on component reliability.
Each variable of interest is assigned a target to pursue. Let C ⊙ , D⊙ , F ⊙ , Pc⊙
and Pf⊙ be the target values for cost, transportation time (measured via the shortestpath), flow, probability of connection and probability of exceeding the minimum flow
threshold between specified origin and destination nodes within a DU. The deviations
from such targets (λk ) comprise the objective function: when improvement actions
exceed the target goal, the objective function improves and vice versa. These deviations
are put into an objective function (Equation 7.6), in which auxiliary decision variables
λk capture the “distance” to each target, which is to be minimized:
min

X

I k λk

(7.6)

k

where the coefficients Ik are used to adjust decision-maker preferences for different
objectives and compensate differences of scale among variables; an alternative approach
is to formulate a multi-objective problem showing all options in Pareto fronts instead
◦ represent an intermediate value of the
of using decision-makers’ preferences. Let Xht
◦ , the graph that would result if the decisions encoded
decision variable and Gh ← Xht
◦
in Xht were implemented. In Equation 7.7, λk computes the deviation of the current
state of each variable with respect to its corresponding target:







λ1
λ2
λ3
λ4
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◦ )
−C ⊙ + g (Cl , Cn , Xht
⊙
◦
−D + z (Gh ← Xht )
◦ )
F ⊙ − f (Gh ← Xht
◦ )
Pc⊙ − pc (Gh ← Xht
⊙
◦ )
Pf − pf (Gh ← Xht








(7.7)

where g is a cost function, and z, f , pc , and pf are the output of the assessment module
◦ ), they
as in Equations 7.4 and 7.5, thus, when followed by the expression (Gh ← Xht
◦ was
denote the result of applying Algorithm 4 to the graph reached if decision Xht
made.

7.3.2

Decision-making strategy

The constraints of the problem are diverse in nature: the ones reflecting network conditions (e.g., enforcing symmetry for an undirected graph) are linear; the ones related to
costs may be nonlinear (in the case of discounted cash flows) with explicit mathematical
representation; and the ones related with network performance (e.g., flow, reliability)
are nonlinear with no closed-form mathematical formulations available since they respond to Algorithm 4. Exact optimization uses reduced costs or gradient-based strategies to pursue optimality and proof convergence (96). However, for the highly nonlinear
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functions resulting of the BF, FF and RDA algorithms that comprise the assessment
module, these concepts only make sense locally and infinitesimally, thus, having no
guarantee of improvement or convergence. Moreover, criteria such as Karush-KuhnTucker conditions (96) are unavailable since there are no explicit derivatives for the
functions. Therefore, heuristic global search algorithms are well-suited for the problem (103). Evolutionary and swarm methods are outstanding within non-exact optimization alternatives. Of the many available heuristic optimization methods, Particle
Swarm Optimization (PSO) (85) is chosen because it is an efficient, straightforward
algorithm that is conceptually consistent with CoDAN’s principles (i.e., complexity reflected in swarm behavior), which, unlike popular Genetic Algorithms, does not rely on
evolutionary operators (e.g., mutation, cross-over) that may require additional design
efforts for the case of network problems. Nevertheless, CoDAN’s modularity allows
the analyst to use a different optimization method (or other clustering and assessment
algorithms, in the case of other modules) if it suits a specific instance of interest better.
In fact, the comprehensive analysis required for the Chilean network in Chapter 9 led
to the enhancement of the PSO approach using an aditional fitness function (specific to
minimize expected unmet demand), and the complementary used of exact optimization
to improve convergence through the selection of convenient initial attractors (obtained
with Mixed Integer Programs).
7.3.2.1

Particle Swarm Optimization

PSO (85) is a stochastic technique in which a set of particles representing potential
solutions move through the search space by balancing inertia, local information and
global information. Each particle i in the swarm updates its velocity vi and position xi
as follows (note that velocity is not strictly a velocity but a position shift):




(t+1)
(t)
(t)
(t)
vi
= ωvi + φp rp Pi − xi + φs rs S − xi
(7.8)
(t+1)

xi

(t)

(t+1)

= xi + v i

(7.9)

where ω weights the inertia (maintaining previous velocity), whereas φp and φs weight
the trend to follow the particle’s best historical solution Pi and the whole swarm’s
best historical solution S, respectively. Random coefficients rp and rs are used to add
variance to the search. The selection of Pi and S as best historical solution is computed
at each iteration through a fitness function (Equations 7.6 and 7.7, in this case) that
encloses the objective and constraints of the problem. The formulated problem requires
DUs to decide whether to apply an intervention action at each facility at a given time,
which implies binary, rather than real, decision variables. Hence, a binary version of
the PSO is presented next.
7.3.2.2

Binary Particle Swarm Optimization

The decision variable Xht for the h-th DU at time t (Sub-section 6.4.2) is a binary vector
stating which components are to be intervened. A slight modification can be applied
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to use PSO for such binary problems (138) as shown in Algorithm 5. Each particle
i in the swarm represents a potential solution Xht(i) , and Xht(i)[n] denotes its n-th
element (whether component n is intervened); then, velocity is used to approximate
each component of the vector to 0 or 1, using:
σi[n] =

1
1 + e−vi[n]

Xht(i)[n] = 1; if ri < σi[n]

(7.10)
(7.11)

◦ , as
where ri is a random number. Such binary formulation allows to have a vector Xht
in Equation 7.7, indicating which facilities are intervened at time period t for DU h.

Algorithm 5 Binary PSO for CoDAN’s control loop
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:

τ =0
(τ counts PSO iterations; not to be confused with time t)
repeat
τ =τ +1
for i ∈ Swarm do
Compute velocity (Equations 7.8 and 7.10)
Compute position (Equation 7.11)
∗
= minτ (xi )
(Best solution for particle i until iteration τ )
Xht(i)
end for
∗ = min
Xht
(Best solution Xht from the whole swarm)
i,τ (xi )
until τ > maxτ

The formulation in Equation 7.6 is advantageous in the sense that most constraints
are relaxed due to the penalty/reward objective function; thus, there is no actual
infeasibility for most constraints. For the subset of non-relaxed constraints, a penalty
and labeling strategy (103) is used to avoid and dismiss infeasible solutions.

7.4

Illustrative example of CoDAN’s Phase III

A key problem in infrastructure engineering is that of making decisions about maintenance of infrastructure networks, so it is used as an illustrative example of the CoDAN
framework. A synthetic network and the Colombian transportation network are decomposed into DUs (Figure 7.2) using Algorithm 2. In both examples, DUs solve a
simplified network maintenance problem (Section 7.3.1) with the objective of taking
the network from its initial state to a target state, for which DUs compute p~ht and
∗ using Algorithms 4 and 5, respectively. The synthetic
~rht , and reach a decision Xht
network exhibits marked clusters with basic topologies as compared to the more complex, realistic topology of the Colombian network. However, different decentralization
schemes appear from specific clustering results: routing alternatives between origin and
destination (nodes 1 and 19) in the synthetic network rely on actions by DUs 2, 3, 4,
and 5, whereas the Colombian network is extremely dependent on DU-2 in spite of
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more complex connectivity. The latter reflects the centralized nature of the Colombian institutions, although these were not explicitly taken into account in the modeling
process.
Assume that actions on links (Al ) improve connectivity (shortest-path) by δc = 2%
and flow by δc = 8%; actions on nodes (An ) improve reliability by δr = 5%; actions
on unexisting links (e.g., build a link) are not considered. The values of improvement
were selected for illustrative purposes and their magnitudes prevent the optimizer from
converging to a trivial no-action solution. For more realistic scenarios, it is necessary to
determine the extent to which an actual intervention action (e.g., retrofit, expansion)
can improve the attributes of nodes and links in the network (e.g., failure probability,
flow capacity), and at what cost. At this stage of the research, DUs optimize their
corresponding objectives distributedly to capture the complexity of the socio-technical
context. More general scenarios may include systems subject to natural hazards, where
the assessment module will perform full probabilistic risk analyses.

7.4.1

Synthetic network

Seven DUs comprise the Distributed Agent Network in Figure 7.2a, leading to slave
DUs 1 through 6, and master DU7 is the network of clusters. After running the control
loop (Algorithm 3) with T = 10 and L = 7, CoDAN’s DM-View for the synthetic
network (Figure 7.3) shows a snapshot of the evolution of the synthetic network at
t = 5. The left column shows the adjacency matrices of the seven DUs (master above),
denoting interventions with diamonds on facilities (non-blank entries), e.g., the link
connecting slave DUs 1 and 2 in the master DU is intervened, as well as both nodes
within slave DU1 and their connecting (bi-directional) link. The second column in
Figure 7.3 shows Agent Spaces of connectivity reliability vs. transportation time for
each DU throughout five time periods (line segments). In general, the movement of
DUs towards the safe, efficient zone (upper left side) can be observed, meaning that
transportation time (shortest-path) is reduced and reliability is increased as stated in
the optimization objective (Equations 7.6 and 7.7). The right column in Figure 7.3
shows the full network’s Agent Space and adjacency matrix.
In agreement with the definition of Al , actions on links produce improvements in
the horizontal axis because transportation time between pairs nodes are reduced as a
result of intervention; similarly, actions on nodes produce improvements in the vertical
axis (reliability) as a result of intervention (e.g., retrofit). Table 7.1 in Section 7.4.3
compares quantitative results of CoDAN and a centralized approach to decision making
about infrastructure intervention for the synthetic network.

7.4.2

Colombian transportation Network

The Colombian transportation network exhibits slave DUs 1 through 4 and master
DU5. The corresponding DM-View is shown in Figure 7.4 with the same configuration
discussed in Figure 6.4. In this case, the Agent Spaces show a snapshot of flow reliability

92

7.4 Illustrative example of CoDAN’s Phase III

vs. nominal maximum flow across DUs at t = 5, then, unlike Figure 7.3, the pursued
trajectory is the upper right side since larger flow is desirable.
Improvement is observed in both axes of slave DUs. However, note that PSO does
not choose to intervene slave DU3. This occurs because investments on DU3 do not improve connectivity or flow between origin and destination (DUs 1 and 4, which contain
nodes A and B, respectively; Figure 7.2b). Also, no interventions are carried out in
master DU5 (top left column) meaning that links between clusters are not currently bottlenecks since improving them does not lead to improvement at the system level. Consequently, no interventions will take place between clusters unless/until interventions
make flow-within-clusters exceed capacity-between-clusters. Similarly, for interventions
that strengthen components, priority will be given to those that are critical or fragile
enough to bound performance (e.g., to disconnect the network regardless of how strong
other links are). Thus, a graphic of the trajectories of all DUs together would show
how interventions tend to take care of those units “left behind from the swarm” (since
investing anywhere else would not improve the current overall state). This emergent
behavior dur to nonlinear properties is reflected in the corresponding Agent Space (top
central column), where improvement can only be seen in the risk (vertical) axis, because
slave DUs have improved reliability but no improvement in shortest-path/flow is obtained from links between clusters; evidence of emergent behavior from the component
to the cluster and system levels is observed during assessment of the Chilean network
in Chapter 9. In such a case, approaches that do consider the possibility to include
new links (e.g., the Network Design Problem (139)) are useful to overcome topological
limitations. The latter shows how CoDAN makes complex properties and behavior of
networked systems look simpler to decision-makers, who are enabled to visualize criticality, prioritize investments, and test the effect of decisions through the component,
cluster, and system level before they are implemented; necessarily, CoDAN’s modules
must be made more realistic (e.g., consider detailed deterioration models and hazards)
before CoDAN can be used as an actual simulator of decisions within socio-technical
systems.
The magnitude of the improvements depends on the network topology in a nonintuitive way, i.e., similar improvements at the component or cluster level may lead
to different improvement at the system level. For example, DUs 1, 2, and 4 invest in
increasing the maximum flow at their corresponding sub-networks without causing a
significant effect at the global level. Similarly, while DU4 moves from vertical 0.58 to
0.62, the full network only moves from 0.4 to 0.415. Furthermore, different performance
measures escalate different across systems and sub-systems depending on topological
features: while flow is accumulated along parallel elements, travel time is accumulated
along series elements. Hence, in a mainly series network configuration, the flow at
the system level may be comparable to that of the cluster or component levels, which
is apparent when several DUs are plotted into the same Agent Sapce. Therefore,
it is vital to define distributed objectives and resources that are coherent with the
decision problem (global objective) and with the topology of the network, which is
captured by the modeling module through the construction of the hierarchy. Note that
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defining objectives and resources via Equations 6.1 and 6.2 is an over-simplification of
the problem and a more sophisticated approach, such as a resource allocation strategy
that accounts for topology (29), may be required.

7.4.3

Overall comparisons

A DM-View showing transportation time vs. connectivity reliability was presented for
the synthetic network, while a DM-View showing maximum flow vs. flow reliability was
presented for the Colombian transportation network. Thus, only intervention actions
directed to enhance those specific metrics are perceived in each case. However, the
optimization problem defined in Equations 6.1 and 6.2 accounts for all performance
metrics, which implies that both views are necessary for the comprehensive analysis
of each network. For instance, actions aimed to enhance flow and transportation time
act independently on each metric, but an action aimed to reduce the fragility of a
component may have different effects on the reliability of flow and connectivity. These
characteristics are network specific and respond to the combined attributes of components.
A comparison of the CoDAN framework and centralized risk assessment and management is presented in Table 7.1 for the synthetic and Colombian networks. The
outcome of the maintenance related decision processes carried out in both cases are
synthesized in the performance and risk related measures from Section 7.2 (shortestpath, z, and flow, f ; reliability of connectivity pc and flow pf ). Since decision processes
are based on computational implementations the computation time required in each
case is also reported. Given the complexity of the problem, the centralized approach
was run and forced to stop once it exceeded CoDAN’s computation time in one order of magnitude; this does not compromise the results since PSO cannot guarantee
optimality regardless of the number of iterations. The results evidence the impracticality of non-distributed approaches to complex, holistic problems, for risk assessment
and management of infrastructure networks. Since centralized solutions for complex
network problems are often not available, proxy measures (such as the Dunn index
(65) for clustering quality) can be used to estimate how far a partitioning is from the
assumption of independence between clusters. In this sense, the Dunn index provides
hints about how convenient a decentralization scheme is (e.g., partitionings with many
relationships between clusters are not suitable to be decentralized). Most importantly,
CoDAN’s decentralization is not primarily an attempt to gain computational efficiency
while preserving acceptable accuracy, but to model the way in which decisions and
actions take place in distributed systems.
For the Colombian transportation network the computation time for the central
approach is on the order of 105 seconds (several days) as compared with 104 seconds
(a few hours) for the distributed approach. For the synthetic network the change is
not as dramatic, with variations from a few hours (104 s) to barely minutes (156s),
illustrating a key point: the larger the network the higher the impact and benefit
of decentralization. The obtained results are better for CoDAN in the four considered
criteria given that the central approach does not reach values that outperform CoDANs’
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within the permitted computation time. Consequently, maintenance decisions achieved
through CoDAN led to better outcomes in terms of transportation time (shortest-path)
and maximum flow between origin and destination, as well as in both reliability indices
(Table 7.1). Furthermore, CoDAN allows for parallel computing by dealing with DUs
independently at the same time, enabling further efficiencies that make the framework
more compelling.
Table 7.1: Overall result summary for the synthetic and Colombian networks: shortestpath, z; probability of disconnection pc ; maximum flow, f ; probability of not reaching flow
threshold, pf ; computation time, t.

Network
Synthetic
Colombia

7.5

Approach
Central
CoDAN
Central
CoDAN

z
75
65.07
1078
1058

pc
0.4678
0.5704
0.4046
0.4132

f
30
30.82
23
23

pf
0.4678
0.5704
0.4046
0.4132

t (s)
104
156
5 × 105
3 × 104

Conclusion

This chapter discussed the practical implementation of the assessment and intervention
modules that complete the CoDAN framework and illustrative example of the control
loop introduced in Chapter 6. Specifically:
• The assessment module was introduced, which provides a tailored version of the
RDA (Algorithm 4) so that agents can get evidence for risk-based decision-making
by computing shortest-path, maximum flow, connectivity reliability, and flow
reliability at once.
• The intervention module was introduced, which implements an optimization problem (Equations 7.6, 7.7, and Algorithm 5), which models CoDAN’s distributed
control loop as an agent-based model in which DUs assess the current state of
sub-systems and find maintenance actions that pursue a target state.
• Simulations were presented for maintenance problems in a synthetic and the
Colombian transportation networks show CoDAN’s potential to deal with complex decision problems effectively. Intervention actions were applied to improve
failure probability and flow capacity of individual nodes and links in order to
enhance the global performance.
The analysis of decisions through distributed sub-systems shows how different investments and different performance measures escalate differently to the system level
depending on topological properties. The maintenance optimization with embedded
reliability assessment of flow and connectivity for the middle-size Colombian transportation network was performed in a few hours (104 s), as compared with several days
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(105 s) using a non-distributed approach. When compared to centralized approaches,
CoDAN achieves better decisions in terms of shortest-path and flow, as well as reliability of connectivity and flow within shorter computation times (for about an order
of magnitude). Furthermore, decision-making often uses optimization and sensitivity
analyses, which imply variation and repetition of assessment calculations that can be
easily parallelized when addressed in a decentralized way.
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Figure 7.2: Example networks and associated DUs: (a) 19-node synthetic network; (b)
54-node Colombian transportation network. Prefixes m and s on DUs denote whether they
are master or slave DUs
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Figure 7.3: DM-View synthetic network: implemented actions throughout DUs and effect
on local and global Agent Spaces for connectivity reliability vs. transportation time
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Figure 7.4: DM-View Colombian network: implemented actions throughout DUs and
effect on local and global Agent Spaces for flow reliability vs. maximum flow
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CASE STUDY: CHILEAN
POWER NETWORK
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Chapter 8

The Chilean electrical sector
8.1

Chapter overview and objectives

This chapter introduces a case study for the application of the CoDAN framework in the
context of a realistic problem: the operation of the Chilean electricity supply network
and its recovery in the wake of the 2010 earthquake. The Chilean case allows to model
the role of distributed decision-making units observed in practice from the perspective
of the CoDAN framework since emergencies enforce decentralization due to limitations
in communication and coordination for prompt restoration of basic services.

• Section 8.2 presents relevant characteristics of electricity supply networks, along
with a description of the Chilean electrical sector, which enable the adaptation of
the CoDAN framework to the setting of the case study. A model of the Chilean
network at the transmission level is devised and synthetic networks designed for
the distribution level, which emulate key topological properties.
• Section 8.3 discusses global aspects of Chile’s disaster preparedness, considering
the landmarks of its seismic-aware design codes and operation policies, based on
governmental documents and research papers.
• The overall conditions of the Chilean electricity supply network, such as its decentralized yet coordinated policy, its control features, and multi-agent decisions,
are used to make the case for the pertinence of CoDAN as a decision support
framework for complex socio-technical systems.

This chapter provides the necessary context for the case study of the Chilean network while the implementation and analysis of the problem using the CoDAN framework are presented in Chapter 9.
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8.2
8.2.1

The Chilean electrical sector
Notions of electricity supply networks

Reliable energy supply is paramount around the globe and relies on the adequate operation of infrastructure systems and their effective response to threats. Electricity supply
networks, like most commodity transportation systems, seek to satisfy the demand at
points of population concentration (urban centers, hereinafter) by transporting energy
from generation centers. The latter leads to a division of the system into three main
phases: generation, in which energy is obtained from available sources (in the case of
Chile, hydroelectric generation plays a prominent role, along with generation based on
coal and gas); transmission, which uses high-voltage lines to carry electricity to urban
centers; and distribution, which uses low-voltage lines to carry electricity to end-users
within urban centers. Such hierarchical decomposition of real complex systems is at
the core of the CoDAN framework capabilities, namely: different (sub)-systems show
different characteristics and face different decision problems.
Transmission networks connect urban centers to a set of generation centers. Topologically, transmission networks tend to exhibit node degrees that combine features of
exponential and power-law degree distributions, resembling a grid-like layout where few
nodes may have many neighbors. The power-law characteristic is captured by scalefree network models (117) discussed in Chapter 11, while the exponential behavior
responds to cost/capacity constraints that limit the amount of connections for a node
(e.g., physical components become saturated) (118, 140).
Distribution networks in dense areas (e.g., downtown areas) tend to resemble regular
lattices or small-world networks (Chapter 11) (120) due to conventional urban designs
and a high population density within urban centers (as compared to long distance
transmission networks); in peripheral areas, radial and tree-like layouts are . These
properties are difficult to generalize since they depend on the specific conditions of the
problem at hand. However, they have been observed in experimental studies (118) and
are useful in the acknowledgment of general properties of complex systems.

8.2.2

Replicating the Chilean network

The Chilean electricity system is comprised of four isolated networks with the following
characteristics (according to (141)): SING (Sistema Interconectado del Norte Grande),
in the northern area, with an installed generation capacity of 3, 700M W as of 2010,
which serves demand mostly from the mining sector; SIC (Sistema Interconectado
Central), in central Chile, with an installed generation capacity of 11, 600M W as of
2010, which serves populated areas; and the Aysén and Magallanes systems in the
south which, together, account for 150M W as of 2010. The major factors affecting
Chile’s supply are: droughts, which hamper hydroelectric generation that are vital
in the SIC; fuel availability (often from abroad), which also compromises generation,
mostly in the SING; and seismic activity, that threatens physical infrastructure mainly
in transmission and distribution networks (generation has proven more resilient).
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The SIC power system is dominated by Transelec, which operates around 7, 500 circuit kilometres of transmission lines (50% of total SIC transmission capacity) including
all of Chiles 500kV transmission lines linking the main centres of hydro generation in
the south to the main centres of load in the central region around Santiago. By contrast, transmission ownership in the SING power system is distributed among several
owners with five companies controlling between 10% and 20% of the transmission capacity each and around 75% of total capacity. Distributed ownership reflects the more
decentralised development of the SING power system.
A model of the SIC network was constructed (Figure 8.2) based on information
gathered from maps such as the one shown in Figure 8.1, which provide useful information about topology and voltages at the transmission level. Distances and locations
were obtained from the Google Maps service in an approximated way since maps do
not specify the exact names of sub-stations or generation plants. Nodes that do not
correspond to intersections (i.e., are part of a series) were not taken into account, except in areas of interest as Concepcion, Santiago, and Valparaiso. Some of the 66kV
transmission lines in highly peripheral areas were also not taken into account.
The devised model accounts for the overall linear topology imposed by the Chilean
geography, which has an effect on performance by making the system dependent on
series connections with little redundancy. However, little information is available at
the more detailed level of sub-transmission and distribution networks, thus, it was
necessary to develop synthetic sub-networks that emulate key topological properties in
order to capture other aspects of the whole network. In this sense, the Watts-Strogatz
(120) network generator model was used to provide a small-world network to emulate
basic properties of distribution networks. The synthetic networks were assigned to
places of interest such as big cities and areas affected by the 2010 earthquake (e.g.,
Maule, Concepcion, Santiago, Valparaiso).

8.3

Disaster preparedness in Chile

Organizationally, Chile counts on the following institutions with regard to emergency
response (141): the National Emergency Office (ONEMI) coordinates the National Civil
Protection System agencies; the Superintendent of Electricity and Fuels (SEC) oversees the whole energy market; and the Chilean Nuclear Energy Commission (CCHEN)
regulates nuclear and radioactive industries. ONEMI is overseen by the Ministry of Interior whereas SEC and CCHEN are under the Ministry of Energy, all having their own
response plans. In this sense, and considering the experience of emergencies occurred
in the past, a paramount objective is “to improve communication and coordination
between key parties responsible for implementing emergency responses” (141). The CoDAN framework aims precisely at understanding and enhancing risk-informed decisionmaking in multi-party contexts. Two specific recommendations can be extracted from
the IEA report (141) that can be directly related to the capabilities provided by the
CoDAN framework: “giving greater consideration to reliability in the context of network development decisions”; and “undertaking more holistic planning and network

105

8. THE CHILEAN ELECTRICAL SECTOR

SIS TEMA INTERCONECTADO CENTRAL
ROSARIO

RENGO
PORTEZUELO

S. VICENTE
DE T. TAGUA
LA RONDA

MARCHIHUE

PELEQUEN
SAN FERNANDO

TALTAL

PAPOSO

PANIAHUE
NANCAGUA

Rio

Tigu

iriric

a

TINGUIRIRICA
LA HIGUERA

TALTAL
LA CONFLUENCIA

Canal
Teno - Chimbarongo

QUINTA

Este

LAS LUCES

ro N

ilahu

e
Río Ten

o

RANGUILI

OXIDO

I sla San Félix
I sla San Ambrosio
105o28'

CHAÑARAL

EMELDA

26o27'

POTRERILLOS

D. ALMAGRO

SALVADOR

Isla Salas y Gómez

DIEGO
DE ALMAGRO

109 20
o

MINERA
MANTOS DE ORO

27o08'

I SLA DE
PASCUA

CARRERA PINTO
IMPULSIÓN

CALDERA

CURICO

HUALAÑE

ITAHUE

uito

aq

Río

Mat

Río Claro

SAN
MARIPOSAS RAFAEL
CONSTITUCIÓN (ELK)

TALCA

VIÑALES

RÌo Maule

CONSTITUCIÓN
ARAUCO
CONSTITUCION (CELCO)

MAULE

N
SA

COLBUN
Embalse
Melado
PEHUENCHE

CAUQUENES
Laguna
del Maule

nes
uque

PLANTAS

CERRILLOS

OCEAN
O PA
C
Mar Ch IFICO
ileno

LONGAVI
PARRAL
Río Achibueno

Río
Ca

KOZAN

T. AMARILLA

Río Perquilauquén

ÑIQUEN

Co

SAN CARLOS

TOME

Río Itata
COCHARCAS
P.BELLAVISTA

HUACHIPATO

CASTILLA

TALCAHUANO

HUALPEN
PETROPOWER
PETROX

HUASCO

ENACAR

PAIPOTE

o

72

lT
rán

19

68

o

ARAUCO
HORCONES

o

EL TORO
ANTUCO

QUILLECO
RUCUE

CORONEL
YUNGAY
STA.MARIA
QUILACOYA
LOTA
Río PAP. LAJA (CMPC)
HORCONES
Bio
MASISA
Bio

Río Laja
ABANICO

CARAMPANGUE
INFORSA
STA. FÉ
CELPAC

ALGARROBO

Río Bio

bio

Río del Carm

NEGRETE
TRES
PINOS

LEBU

EL ROSAL

en
32

Río Rena

ico

COLLIPULLI

o

Río Malle

co

Río Traiguén

PUNTA COLORADA
VICTORIA

o

Río Quin

TRAIGUEN

Lago Lleulleu

EL INDIO

qui

El
Río

TEMUCO

0 300 600

Argentin

LAS PIEDRAS
EL PEÑON
Río

tado

Hur

TALINAY

56

PITRUFQUEN
Río
Do
ng
uil

Río

To

lté

o

72

o

68

Lago
Caburgua

n
Lago Villarrica

o

LONCOCHE

MONTE
PATRIA

República

MONTE
REDONDO

Lago Colico

CAUTIN

KMS

a

C.M. CARMEN DE ANDACOLLO
ANDACOLLO

OVALLE

Río Huichache

Lago
Budi

PAN DE AZUCAR
EL PEÑON

epe

Río Qu

CHIVILCAN
TEMUCO SUR

VICUÑA

MARQUESA

SAN JUAN
GUAYACAN

CURACAUTIN

LAUTARO

o

PUMAHUE

PUCLARO

SAN JOAQUIN

43

Río Cautín

Río Cholchol

ROMERAL

LAS COMPAÑIAS

PANGUE

PALMUCHO
RALCO

Río Rehue

PUNTA COLORADA

Río Mulc

hén

ANGOL

INCAHUASI

LA SERENA

PEUCHEN

ara

Verg

Río

CURANILAHUE

Laguna de
La Laja

MAMPIL

LOS
ANGELES

LAJA

Río

de

VALLENAR

o

CHILE

sit

ALTO DEL CARMEN

TRES ESQUINAS

CHARRUA

CHOLGUÁN

CORONEL

MAITENCILLO

i

FPC
SAN PEDRO
L.COLORADA

P. BIO-BIO

BOCAMINA I y II

Ñuble

Río Larqu
BULNES

SANTA LIDIA
LOS PINOS

CHIGUAYANTE
LAGUNILLAS

LOS COLORADOS

MAGNETITA

CHILLAN

NUEVA ALDEA

PETROQUIMICAS

REFUGIO

Río

PENCO

CONCEPCION

SAN VICENTE

GUACOLDA

Río Longa

ví

pó

pia

Río

LOS LOROS

PAJONALES

CIPRESES Y
OJOS DE AGUA
ISLA

MACHICURA CHIBURGO

LINARES

LA CANDELARIA

CARDONES

DOS AMIGOS

CURILLINQUE

SAN JAVIER

ANCOA

H. FUENTES

CARDONES

PELLETS

A
IO
ALT
AC
MA
IGN
LO

VILLA ALEGRE

COPIAPO
TERMOPACIFICO

CENIZAS

SAN PEDRO

V. PRAT

Argentina

26o18'

TENO

LICANTEN

EL SALVADOR

SAN LORENZO

República

79o51'

OCEAN
O PA
C
Mar Ch IFICO
ileno

80o05'

LOS
MOLLES

Río Limarí

TERRITORIO CHILENO
ANT AR TICO
90

VALDIVIA

Lago
Calafquén

es

Río Cruc

53

PULLINQUE
CALLE
CALLE

CHUMPULLO

PANGUIPULLI
CIRUELOS

VALDIVIA
PICARTE
GRAL. LAGOS

PUNITAQUI

HUELLELHUE

Lago
Neltume

Lago
Panguipulli

Lago
Riñihue
LOS LAGOS

Lago
Pirehueico

ANTILHUE
PAILLACO
PICHIRROPULLI

EL SAUCE

TRES BOCAS/CORRAL

COMBARBALA

R E F E R E N C I A S

LOS NEGROS
Rio Pilmaiquén

EMPRESAS COORDINADAS DEL CDEC-SIC

el

ap
ío Ill

R

LAS PALMAS

LOS
PELAMBRES

ILLAPEL

oapa

LOS VILOS
a

de

Ligu

o

nd

NUDO

ae

Río

33º46`

Put

PUERTO
MONTTCANUTILLAR

EMPALME

EL SAUCE

COLMITO
LOS QUILOS
CHACABUQUITO
LOS VIENTOS

NEHUENCO
TORQUEMADA
SAN ISIDRO
QUINTERO
SAN LUIS

Seno de
Reloncaví

ACONCAGUA

ANCUD

SALADILLO

SAN PEDRO

LAS VEGAS

POLPAICO

AGUA SANTA

HORNITOS
EL LLANO
MAITENES
DISPUTADA
PTA. PEUCO
L. LOS COLORADOS

RIO NEGRO
HORNOPIREN
QUEMCHI

CHILOE

EL SALTO

LAMPA

CERRO NAVIA

ALFALFAL

ISLA
DE
CHILOE

RENCA
CHENA

SAN ANTONIO

MAITENES

EL MONTE
MELIPILLA

PAINE
LAS
ARAÑAS

ALTO JAHUEL
MAIPO
MINERO

HOSPITAL

GRANEROS

RANCAGUA
Embalse Rapel
Río

Ca

LOS LIRIOS
P. DE CORTES
MALLOA
ap TILCOCO
oa
l
CHUMAQUITO

ch

PTO. CARDENAS

PUQUELDON
FUTALEUFU

CHONCHI

GUAYACAN

PTO. RAMIREZ

Golfo Corcovado
QUELLON

CAEMSA

SAUZAL

PALENA

CHILOÉ

VILLA
SANTA LUCIA

RIO AZUL

VILLA
VANGUARDIA

INTERCONEXION
COYA
MVC
ENOR

EL MALITO

QUELLÓN II

PUNTILLA

LOS BAJOS
EL
CANDELARIA
QUELTEHUES VOLCAN
CHACAYES
SEWEL

SAN FCO. DE MOSTAZAL

QUELENTARO

LOS ALMENDROS

CASTRO

LOS MORROS

I. de MAIPO

MANDINGA

ACHAO

QUEILEN

BUIN

Río Maipo

EL AVION
EL AMARILLO

PID PID

LA FLORIDA

CASABLANCA

CHAITEN

DEGAÑ

SANTIAGO

LAGUNA VERDE

ario

Estu

Canal de Chacao
PUNTA SAN GALLAN

LOS MAQUIS

QUILLOTA

VALPARAISO

RAPEL

TRAPÉN

COLACO
PUNTA BARRANCO

Río

a

Co

lora

CALERA

elo
R. Pu

do

LOS MOLINOS

c a gu
R ío Acon

Lago
Todos
Los Santos

Lago Chapo

MELIPULLI

C. VIEJAS

NOGALES
VENTANAS
CAMPICHE
NUEVA VENTANAS

Lago
Llanquihue

PUERTO
VARAS

CABILDO

QUINQUIMO

Isla Robinson Crusoe

FRUTILLAR

SUBESTACION

78º49`

de Reloncaví

Río

La

Ma
ullÌ
n

33º37`

CALLAO

Lago Rupanco

torc
Río

Isla
A lejandro
Selkirk

NALAS

CAPULLO

CENTRALES EÓLICAS

a

ARCHIPIELAGO JUAN FERNANDEZ
80º46`

RUCATAYO
Río Rahue

CENTRALES TERMOELECTRICAS

Pe

OLIVOS

Lago
Puyehue

RIO BONITO

PICHIRRAHUE

PURRANQUE

CENTRALES HIDROELECTRICAS

ESPINOS

CHOAPA

PILMAIQUEN
LICAN

ANTILLANCA

BARRO BLANCO
CHUYACA

110
66 o menores

Río Ch

LOS VILOS

OSORNO

LINEAS - kV
500
220
154500

RÌo

CANELA

Lago
Ranco

LA UNION

no

Río Bue

TOTORAL

PANGAL

SAUZALITO

" Autorizada su circulación por resolución N o75 del 9 de abril de 2003 de la Dirección Nacional de Fronteras y Límites del Estado. La edición y circulación de mapas cartas geográficas u otros impresos que se refieran o relacionen con los límites y fronteras de Chile no comprometen
en modo alguno al Estado de Chile de acuerdo con el Art. 2o letra g) del DFL No 83 de 1979 del Ministerio de Relaciones Exteriores"
Nota: Actualizado a mayo de 2013.

Figure 8.1: Map of Chile’s Interconnected Central System (SIC).
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Figure 8.2: Chilean Sistema Interconectado Central : 100 nodes and transmission lines of
66kV (black), 110kV (red), 154kV (magenta), 220kV (green), and 500kV (blue)

development”.

8.3.1

Excerpts from official emergency response policy

The following can be read in a document by the Chilean Ministry of Energy (142),
providing perspectives for Chile’s energy sector between 2012 and 2030:
“the State will play a key role in the planning of transmission systems, the dimensioning of networks
and definition of their territorial scope, the creation of utility corridors, and the improvement of legislation governing concessions and easements. It is therefore essential to improve our current regulations
governing trunk transmission, sub-transmission and additional transmission, in order to ensure the
coherence necessary to achieve this new focus on transmission [. . .] the regulatory framework should
encourage and facilitate the entry of new actors into the system, with the resulting diversification of the
participants, thereby progressing towards a more competitive and efficient electricity market, in which
the market operator can take independent decisions in matters affecting both supply security and the
levels of competition and transparency prevailing in the electricity market. Independent Operation Centers will be created for each electricity system, replacing the Economic Load Dispatch Centers (CDEC).
They will be legal entities with their own assets, an autonomous management structure and clearly
defined responsibilities.”

In systems terms, as discussed in Chapter 4, this means that there will be a high level
authority regulating long-term goals and interactions of distributed operators that act
as autonomous decision units with the purpose of providing quality service and security:
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in other words, a materialization of the CoDAN framework. Some considerations and
policies about disaster preparedness in Chile are outlined next:
A report by the International Energy Agency (141), as well as documentation following the 2010 earthquake (26, 143), indicate that generation is more resilient than
its transmission and distribution counterparts, which is related to the mainly radial
topology of the network. The latter leads to fragilities to the extent of not being able
to satisfy the N − 1 standard, and making the system vulnerable to cascading failures
which has led to major blackouts. For instance, the SIC was down in March 2010 (two
weeks after the earthquake) as well as in September 2011, due to escalated individual
failures, since it may not always operate in a manner that ensures N − 1 security for
all potentially credible contingency events due to infrastructure constraints (141, 142).
For example: “N − 1 is not fully applied to transformers, which are a critical component in any power system. Contingency planning also does not take into account the
possibility of abnormal operation of protection and control systems. The March 2010
blackout of the SIC system highlighted the risks associated with this approach” (141).
Furthermore, “automatic generation control and load shedding has proven a very effective initial response to help avert power system failures, especially in radial power
systems with relatively thin transmission paths and which are prone to islanding, like
Chile’s power systems” (141).
Infrastructure systems are increasingly being monitored and controlled via automated sensors and actuators as can be seen in the growing literature on structural
health monitoring (144) as well as smart grid technologies (145), which is particularly
relevant for interventions that do not respond to pre-specified schedules but to realtime signals indicating anomalies. In the case of Chile, SCADA (supervisory control
and data acquisition) systems are used (and will continue to be improved) by network
owners. The CDECs of the SING and SIC networks incorporate practical simulations
in its training procedures. Finally, operators agree that timely and well located transmission network augmentation will be required to remove undue bottlenecks to efficient
and more flexible power flows that can help to improve power system reliability and
resilience. Therefore, it is reasonable to account for some quasi-real-time intervention
actions regarding the control of flow, dispatch, as well as other actions that imply human intervention, such as resource allocation, and the actual repair activities carried
out by crews throughout affected areas. Thanks to the latter, it is reasonable to consider
that CoDAN’s distributed decision-making, as well as feedback control strategies with
computer-aided assessment and intervention, are pertinent for practical applications.
The adequate performance of Chile’s electricity supply network is threatened by
events of several types. In the recent past, droughts have affected hydro generation,
and gas supply from neighbor countries has been suspended, compromising demand
satisfaction and sometimes leading to rationing. Seismic hazards have also been of
importance historically and led to strict regulation for civil constructions (26). In
fact, an earthquake of magnitude 9.5 occurred on May 22nd of 1960, known as “The
Great Valdivia earthquake” (see the area of Valdivia in Figure 8.2), plus 13 seismic
events of magnitude greater than 7 in the period 1973-2010 (146). According to (146),
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the Chilean government financed research work for seismic design codes, which were
reviewed and introduced in 1993, and assistance from the Association of Chilean Structural Engineers was agreed upon in 2003.
Interestingly, the discussion from Chapter 4 about Chile’s superior disaster preparedness when compared to Iran’s (based on (93)) does mention that such successful
policies were only possible after the 1970’s, when Pinochet’s dictatorship ended (93).
The dates reported in (146) seem to endorse the hypothesis from (93), and in turn, CoDANs focus on the relevance of the socio-political context and how decisions are made.
The improvement in disaster preparedness may be observed comparing the 30.000 casualties of a 1939 earthquake of magnitude 8.3 in Chillan (Chile), with the 177 casualties
of a Santiago earthquake of magnitude 8 in 1985 (146), and the 7 casualties of the 8.2
earthquake in Iquique earlier in 2014.

8.3.2

The 2010 earthquake

On February 27, 2010, an earthquake with magnitude of 8.8 in the Richter scale was
registered in the central south area of Chile. The 2010 earthquake “severely disrupted
distribution networks within the SIC power system, particularly in Regions VI and
VII. Restoration procedures operated successfully with around 95% of consumers in the
Santiago area reconnected within 4 days and services restored to the remainder of the
SIC power system within two weeks” (141). Distributed local responses with limited
resources are the norm during emergencies and were particularly successful in the case
of the 2010 Chile earthquake, where prompt restoration was observed in generation and
transmission systems, followed by distribution networks which showed slower recovery.
By design, investments on strength of infrastructure network components usually
depend on their criticality with respect to the system’s overall performance. For instance, great effort is dedicated to the robustness of generation facilities, whereas higher
failure rates are acceptable for components of distribution networks without which only
minor local disruptions are perceived during normal operation. Therefore, it is common to observe relatively high reliability indices for the generation phase, as compared
to the still very reliable transmission phase and less reliable distribution phase (26).
While the latter holds true for most normal operation scenarios, considering events
of large generalized damage (e.g., severe earthquakes) may dramatically change the
circumstances. The 2010 Chile earthquake and its impact on electricity supply, as described in Chile, exemplify the described scenario. Data from (26, 147) show how the
recovery of generation centers was the most efficient followed by transmission. Distribution networks, on the other hand, delayed the total recovery of the supply system,
imposing unfeasible logistics for repair crews to reach end-users.

8.4

Conclusion

This chapter defines the setting of the Chilean electricity supply network and its recovery in the wake of the 2010 earthquake, to be analyzed using the CoDAN framework
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in Chapter 9.
• Key characteristics of electricity supply networks were analyzed, such as the existence of mixed topologies and different fragility profiles for the sub-systems
involved in electricity supply (generation, transmission, and distribution). The
overall characteristics of the Chilean electrical sector are presented, which guide
the construction of a model of the Chilean network at the transmission and distribution level.
• Chile’s disaster preparedness policies were introduced, which will be useful for
the discussion of the analysis in Chapter 9, which considers the operation and
recovery of electricity supply networks subject to decentralized decision-making
and limited resources, as was the case of the Chile 2010 earthquake (26, 147).
• The appropriateness of CoDAN to capture the realistic conditions of complex
socio-technical systems (as is the case of Chile’s SIC) was argued based on features
such as its decentralized yet coordinated policy, its control features, and multiagent decision-making setting.
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Chapter 9

CoDAN applied to the Chilean
case
9.1

Chapter overview and objectives

This chapter presents an analysis of the network known as Sistema Interconectado
Central, SIC, under the CoDAN framework, applying its modules step by step in light
of the ideas discussed in Chapter 8. The SIC network was selected among the four
discussed in Chapter 8 (SIC, SING, Aysén, and Magallanes) for two reasons: first,
because it is the largest one, serving most of the populated areas, which represent about
two thirds of the overall demand in the country; and second, because it is located in the
area that was largely affected by the 2010 earthquake, including the region of Maule
and important cities such as Concepcion, Valparaiso, and Santiago. The application of
CoDAN includes all three phases discussed throughout this thesis:
• In Phase I (Knowing the System) topological indices are used to inform about potential centroids and clusters, which are then combined with the MCL, KKM, and
PSC algorithms described in Chapter 3, as well as the Dunn index of clustering
quality.
• In Phase II (Who’s in charge) the MIPs defined in Chapter 5 are applied for
Topology Informed Resource Allocation to define optimal Decision Units of the
distributed system, which can be contrasted to those currently operating the
networks. A pure CFLP formulation is presented, obtaining positive results that
corroborate the efficiency and accuracy obtained in Chapter 5.
• In Phase III (Behavior under control), the overall architecture defined in Chapter
6 is applied, but two exact linear optimization programs are introduced to enhance
the intervention module by scheduling actions aimed at responding to increasing
demand and deteriorating components.
• A simulation is presented which replicates the qualitative behavior of recovery
after the 2010 earthquake.
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The linear programs cannot capture the non-linearities resulting from the assessment module (network flow and reliability), but are useful to provide reasonable initial
solutions to the PSO problem defined in Chapter 7, thus, accelerating convergence and
increasing the likelihood of near-optimal solutions. A further improvement is developed
by using expected unmet demand as a fitness function (i.e., objective), which is adequate as a measure of the risk of not complying with the system’s purpose (supplying
energy).

9.2

Phase I: Knowing the System

A model of the SIC network was constructed and presented in Chapter 8 (Figure 8.2).
Based on such model, the first step in Phase I (as discussed in Chapter 3) is identifying topologically important elements that may provide insights about where clusters
concentrate. Topological importance is evaluated using the degree, betweenness, and
Page-Rank metrics discussed in Chapter 11, although more sophisticated metrics have
recently become available which may enhance the capabilities to detect relevant nodes,
such as the NWRank (148) that ranks nodes and links simultaneously.
Figure 9.1 shows the SIC network and a set of important nodes according to their degree (labeled as magenta diamonds), betweenness centrality (labeled as yellow squares),
and Page Rank (labeled as green stars); for each measure, 10% of the nodes with the
highest importance were selected and shown in the left-hand side of Figure 9.1. Since
determining the number of clusters is essential for supervised clustering algorithms (and
useful in general) the right-hand side of Figure 9.1 shows the value of each measure for
every node in order to provide an idea of how many important nodes there are.
It is worth noting that for this particular network, many of the important nodes
are classified as such by the three measures, suggesting that they might be redundant
in some cases. The latter may be very likely to happen between Page Rank and
degree (since the latter is to some extent contained in the former), but much less
likely between Page Rank (or degree) and betweenness since they measure essentially
different characteristics that happened to match for the SIC network due to its highly
linear topology. For the sake of comprehensiveness of illustration, all four metrics will
be considered in spite of the similarity between degree and Page Rank.
The obtained potential centroids are fed into the supervised Kernel k-means algorithm using the distance matrix as the input kernel (i.e., equivalent to traditional
k-means). The obtained clusters are shown in Figure 9.2 for the cases in which k-means
was informed by degree (a), betweenness (b), Page Rank (c), and a selection one random centroids per each of 10 quadrants in which the network was divided from the top
down (d).
The MCL was also applied to the Chilean network varying input parameters through
trial-and-error (human-machine interaction, as stated in Chapter 3) to obtain different
numbers and sizes of clusters. Variating the MCL’s expansion parameter (γ, Chapter
3) in the range [0, 200] led to only four distinguishable partitionings, which are shown
in Figure 9.3; all other partitionings were extremely similar to these four, and were
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Figure 9.1: Potential centroids of the Chilean network: (a) important nodes based on
degree (magenta squares), betweenness centrality (yellow diamonds), and Page-Rank (green
stars); (b) degree, betweenness and Page Rank per node

(a)

(b)

(c)

(d)

Figure 9.2: Clustering of the Chilean network using topology-informed centroids based on:
(a) degree; (b) betweenness; (c) Page Rank; (d) random quadrants. All partitionings have
10 clusters since that is the number k of initial centroids provided to k-means algorithm
for each metric.
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(a)

(b)

(c)

(d)

Figure 9.3: Clustering of the Chilean network using MCL with parameters: (a) e = 58
and r = 2; (b) e = 53 and r = 2; (c) 38 and 2; (d) e = 28 and r = 2

discarded by visual inspection. Variations in the inflation parameter, r, did not produce different partitions either. These partitionings along with those resulting from
the topology-informed k-means are fed as initial solutions to the Particle Swarm Clustering (PSC) algorithm that seeks to maximize the Dunn index of clustering quality
(as discussed in Chapter 3). Such initialization is motivated by the unlikelihood of
quickly reaching reasonable clusters (that serve as bounds) starting from random solutions. In this case, while the MCL-based initial solutions favor partitionings with
big, well-defined clusters, the k-means-based initial solutions favor partitionings with
smaller clusters and more irregular boundaries. With such inputs, the PSC iteratively
searches solutions that improve the objective function (i.e., the Dunn index) by performing variations of current solutions using Equations 7.9, 7.10, 7.11, and Algorithm
5 from Chapter 7.
Figure 9.4 shows the values of the Dunn index for the partitionings achieved using:
degree and k-means (deg); betweenness and k-means (bet); Page Rank and k-means
(PR); random initialization and k-means (Rand); PSC initializing with the previous
partitionings; the MCL from Figure 9.3b (Mb); the MCL from Figure 9.3d (Md); the
MCL from Figure 9.3b and k-means (Mb*); the MCL from Figure 9.3d and k-means
(Md*).
The Dunn index of the partitionings obtained with the MCL in Figures 9.3a and
9.3c is not shown in Figure 9.4 since it is not comparable due to the number and size of
clusters, which are better suited for a higher hierarchical level. Consequently, the indices
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Figure 9.4: Dunn Index for the partitionings achieved using: degree and k-means (deg);
betweenness and k-means (bet); Page Rank and k-means (PR); random initialization and
k-means (Rand); PSC initializing with the previous partitionings; the MCL from Figure
9.3b (Mb); the MCL from Figure 9.3d (Md); the MCL from Figure 9.3b and k-means
(Mb*); the MCL from Figure 9.3d and k-means (Md*).

and initializations associated to such partitionings are used to repeat the process for
an additional level in the hierarchical decomposition. Since the initializations obtained
during the pre-processing stage do not show evidence of other relevant hierarchical levels
(i.e., there are no partitionings of higher or lower resolution than these), the hierarchical
decomposition can be concluded after running the PSC for the two mentioned levels.
The hierarchical decomposition is, thus, comprised of four levels: at the higher level,
the whole 100-node network as a single cluster; next, a partitioning 3 large clusters (resulting from a PSC highly influenced by the MCL from Figure 9.3b); next, a partitioning
with 10 small clusters (resulting from a PSC highly influenced by the MCL from Figure
9.3d). Figure 9.5 shows the hierarchical decomposition obtained through the combined
action of topological indices, supervised and unsupervised clustering, optimization of
the clustering quality, and human-machine interaction, producing meaningful clusters
(e.g., identifying the area of Concepcion) that will be useful for the analysis in Phases
II and III of the CoDAN framework.

9.3

Phase II: Who’s in Charge

Topology Informed Resource Allocation was discussed in Chapter 5 in the context of
the provision of services such as emergency relief, thus, imposing conditions such as
minimum distances between users and service providers, or proximity between service
providers of different nature. These conditions will be relaxed in this chapter in order to
fit a pure Capacitated Facility Location Problem (CFLP), and prove that the benefits
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Figure 9.5: Hierarchical decomposition of the Chilean SIC network (a); partitioning at
hierarchical level 2, with 3 large clusters (b); partitioning at hierarchical level 3, with 10
small clusters (c).
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of topology informed optimization from Chapter 5 are not limited to a customized
case, but may be extended to general problems. In this case, the objective is to apply
resource allocation throughout the clusters in the hierarchical decomposition in order
to define a decentralization scheme for network operation. Hence, the interpretation
of facilities is that of Decision Units, which are associated to certain resources and
capacity (e.g., repair crews).

9.3.1

Modified formulations: Topology Informed CFLP

In order to transform the standard, moderate, and aggressive formulations from Chapter 5 to a pure CFLP, it is necessary to remove non-fundamental constraints, as follows:
• By preserving only constraints 1 and 5 from Table 5.1, the standard approach
from Chapter 5 becomes a CFLP, as defined in Section 4.3.
• By modifying the CFLP objective as a sum over the set of clusters rather than
the set of nodes (Equation 5.2), and adding only constraint 11 from Table 5.2,
the moderate approach from Chapter 5 becomes a moderate Topology Informed
CFLP (mTI-CFLP).
• Since the conditions about dominant and dominated resources are removed (to fit
a pure CFLP), the second term in the objective function (5.3) of the aggressive
TIRA in Chapter 5 is not necessary. Then, the formulation of the aggressive
TI-CFLP is given by constraints 1* and 5* from Table 5.3, and the following
objective:
min

X

ch xqh

(9.1)

q∈Q

where ch is the cost of a facility type h, and xqh states whether such facility is to
be installed at cluster q ∈ Q.
The preserved constraints (1 and 5 for all three approaches) are those proper of the
CFLP, namely: “every user must be served by a facility”, and “nodes with no assigned
facilities cannot serve other nodes”. The additional constraint 11 for the mTI-CFLP
is the one that uses centroids to map the decision variables for clusters (xqh ) and the
decision variables for nodes (yih ).

9.3.2

Applying TI-CFLP to the Chilean network

The key parameters for implementing the CFLP and TI-CFLP are the capacities and
costs of the facilities and the costs of displacements between facilities and user nodes.
The service is sated as going from facilities to users instead of the opposite, since
these facilities represent Decision Units that will operate sub-networks (meaning the
implementation of maintenance actions in-situ). Alvear and Rodriguez (149) suggest a
cost of truck transportation by kilometer in Chile of U SD$2. However, the displacement
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cost for the resource allocation problem is a sensible parameter because the expected
number of trips to be made has an influence on whether a facility is chosen which
implies short or long trips according to the ratio of installation and transportation
cost. In this sense, the following assumptions are made:
• There is equal maximum expected demand at every node, which is normalized to
100 units (e.g., yearly interventions).
• Potential facilities (DUs) of two types are considered, with capacities of 4000 and
2000 (in order to make them feasible for the amounts of nodes at the second and
third level of the hierarchical decomposition in Figure 9.5).
• Installation costs are set to U SD$400000 and U SD$200000, proportional to capacities and will remain fixed for the purpose of sensitivity analysis
• The costs of transportation are based on the U SD$2/km from (149), and the
sensitivity analysis will depend on the expected amount of trips, assuming one
daily trip (to perform an intervention action) but changing the time horizon of the
analysis (i.e., more trips are taken into account if larger lifetimes are considered).
• The standard CFLP, as well as the moderate and aggressive TI-CFLPs will be
evaluated for time horizons of 35, 20, 10, and 1 year(s), thus, progressively diminishing the impact of transportation on the objective function.
Table 9.1 shows comparisons of execution time and objective function for the CFLP
and TI-CFLPs with each of the stated time horizons. The values of the objective function decrease along with the time horizon due to the smaller amount of trips considered
each time. As observed in Chapter 5, the objective values for the moderate TI-CFLP
are very close (with gaps of 0.49% or less) to those of the CFLP optima, while the
aggressive TI-CFLP has larger errors (even reaching values near 30%); conversely, the
aggressive TI-CFLP exhibits tremendous reductions in execution time (using about
10−4 of the computation time to obtain a gap of 13%), while those of the moderate
TI-CFLP are more modest but still very superior to the traditional CFLP (using less
than 4% of the computation time), with the advantage of remaining very close to the
optimum. Notice that the execution time for the aggressive approach barely varies
from scenario to scenario, suggesting that the formulation is so simplified that the exploration always takes a minimum number iterations that make the computation time
indistinguishable. The errors of the aggressive approach, on the other hand, do vary
depending on how well clusters respond to the specific balance of installation and transportation costs given by ech scenario (recall that the aggresive approach only returns
solutions that follow the shapes of clusters).
Figure 9.6 shows the obtained solutions for the three approaches and the four time
horizons: green diamonds denote DUs with capacity of 4000, blue squares denote DUs
with capacity of 2000, and red lines denote nodes assigned to a DU. The obtained
Distributed Agent Networks (i.e., the sets of DUs) show that small clusters are favored
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Table 9.1: Performance comparison of the standard, moderate, and aggressive approaches
considering travels over 35, 20, 10, and 1 years.

35 YEARS
Approach
Standard
Moderate
Aggressive
20 YEARS
Approach
Standard
Moderate
Aggressive
10 YEARS
Approach
Standard
Moderate
Aggressive
1 YEAR
Approach
Standard
Moderate
Aggressive

Objective F.
2.7716e + 006
2.7780e + 006
3.2603e + 006

%Error
0
0.23
17.63

Time (s)
6.4294
0.2520
1 × 10−5

% Time
100
3.92
1.6 × 10−5

Objective F.
2.0829e + 006
2.0932e + 006
2.5828e + 006

%Error
0
0.49
24

Time (s)
51.3689
0.3550
9.9945 × 10−4

% Time
100
0.69
1.95 × 10−3

Objective F.
1.5415e + 006
1.5466e + 006
1.9912e + 006

%Error
0
0.33
29.17

Time (s)
68.1349
0.1460
9.99 × 10−4

% Time
100
0.21
1.4 × 10−3

Objective F.
9.0641e + 005
9.0641e + 005
1.0250e + 006

%Error
0
0
13.07

Time (s)
580.8142
0.5700
9.99 × 10−4

% Time
100
0.98
1.72 × 10−4

when the weight of transportation is high (i.e., when the time horizon is long) because
distances within large clusters are less affordable. However, as the time horizon.is
reduced more green diamonds (hence, larger clusters) start to appear, mostly for the
aggressive TI-CFLP at the right-hand side of the figure. In terms of how resource
allocation helps design decentralization schemes (the topic of Chapter 4), it is clear
from Figure 9.6 that distributed schemes are more robust (not only in this sensitivity
analysis but also in the robustness analysis carried out in (29)). The resulting topologies
also reflect how and why the moderate TI-CFLP is very close to the CFLP optimum
(although it is much faster), while the aggressive approach is very fast but less accurate.
The underlying reason is that the aggressive TI-CFLP is highly biased towards the
hierarchical decomposition (only allocates resources to the full cluster), and thus will
show very little flexibility to adapt to changes unless a hierarchy of great resolution is
provided (i.e., with many levels and clusters of different sizes).

9.4

Phase III: Behavior under Control

The ultimate purpose of infrastructure systems is to provide a good or service (water,
electricity, data, fuel) at a specified set of locations. In this sense, risk assessment and
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Designed networks considering travels over 35 Years

Designed networks considering travels over 20 Years

Designed networks considering travels over 10 Years

Designed networks considering travels over 1 Year

Figure 9.6: Resource allocation for the Chilean network: (left) CFLP; (center) Moderate
TI-CFLP; (right) Aggressive TI-CFLP
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management of infrastructure systems should focus on the likelihood of having certain
level of unmet demand. The latter depends on (i) how the capacity of the network
is updated to respond to increasing demand; and (ii) whether these components are
available over time due to aging and external damaging events. Such simplified view
of infrastructure operation gets complicated considering that (i) systemic performance
is a non-linear, non-convex function of components’ performance; and (ii) decisions
about maintenance and capacity updating respond to the socio-economic context and
are implemented by human actors.

9.4.1

Assessment of the non-intervened SIC network

As reported in (142) (page 7) and (141), the CNE and the Ministry of Energy forecast
a demand increase from about 40, 000GW H in 2011 to about 90, 000GW H in 2030
(in an approximately linear pattern) for the SIC alone. Little information is available
for the public regarding deterioration and fragilities of network components, hence,
an exponential deterioration process (which accumulates to an average loss of 30% of
components’ functionality by 2030) is assumed for the sake of testing the models. Figure
9.7 shows the forecasts of (a) increasing demand and (b) deteriorating components,
under the stated conditions.
The aim of risk assessment and management of infrastructure operation is guaranteeing that the system is able to respond to changing demand in the presence of
external conditions that affect performance. An assessment of the performance of the
SIC network is carried out to determine how it would evolve in the absence of intervention, considering the forecasts from Figure 9.7. The modified Recursive Decomposition
Algorithm from Chapter 7 is applied through the period 2011-2030 to determine the
expected evolution of systemic performance as a (nonlinear) function of components’
performance.
Figure 9.8 is divided into five rows (one for each of the Decision Units established
through the TI-CFLP), one additional row in the bottom for the network as a whole,
and three columns. The first column compares the deterioration processes at the component and system level. The red lines correspond to the evolution of reliability of
individual nodes while the green lines show the reliability at the cluster level as a nonlinear function (the RDA; Algorithm 4) of components; the gap between the red and
green lines and the change in the convexity of the curves is the manifestation of complexity (emergent behavior not observed in the parts alone). Notice that the effect of
emergent behavior is larger at the system level than at the cluster level since there are
more components and nonlinear interactions involved (i.e., more complexity). However,
it is important to clarify that intensified deterioration is not the only possible form of
emergent behavior; it occurs due to the highly linear topology of the SIC network,
while networks with higher redundancy may be even insensitive to the damage of many
components.
The second column compares the nominal maximum flow that can pass through
a cluster in dark blue (which remains constant due to the absence of updating interventions), and the expected maximum flow, in cyan, which is nominal flow weighted
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Adaptation of the CNE’s Demand Forecast for the SIC
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Figure 9.7: Forecast for the SIC: (a) demand increase; (b) component deterioration
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Figure 9.8: Assessment of the SIC from 2011 through 2030 in the absence of intervention
for the five Decision Units and the whole network: at the left, the average deterioration
process of components (red) and the whole cluster (green); in the center, constant nominal
flow (dark blue) and expected flow (cyan); and at the right, unmet demand considering
nominal flow (lower blue bars) and unmet demand considering expected flow (taller brown
bars).
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by the probability of achieving such flow considering that reliability decreases due to
deterioration of components. Finally, the third column in Figure 9.8 shows the unmet
demand over the 2011-2030 period. The lower bars represent unmet demand assuming that nominal max flow is achieved, while the taller bars represent unmet demand
expected flow.
The expected unmet demand is a relevant measure of risk in an infrastructure
network since it captures the extent to which uncertain external factors compromise
the function of the system (i.e., energy supply). It is worth noting that expected unmet
demand depends on the combined effect of nominal capacity (flow) and the probabilities
of availability of components over time. The following sub-section aims at defining a
schedule of maintenance actions for the five Decision Units, considering actions directed
towards updating the capacity of the system and actions directed towards reverting the
effects of deterioration.

9.4.2

Intervention to improve capacity and reliability

According to the previous sub-section, the purpose of intervention is minimizing the
expected unmet demand along the period 2010-2030. Expected unmet demand at a
period t is given by:
E (Ut ) = Ft∗ − pFt Ft

(9.2)

where Ft∗ is already the expected value of demand (provided by the forecast), Ft =
F F (Kt ) is the flow that can be achieved with the capacity matrix as updated until
time t (Kt ), and pFt = P rob (f low ≥ Ft ) = RDA (Pt , Kt ) is the probability of actually
achieving such flow considering the failure probability matrix Pt (including maintenance
actions until time t) in addition to capacities.
Since Ft∗ is assumed to be a fixed parameter, expected unmet demand depends
on pFt and Ft which are a nonlinear function of capacity and probability matrices (as
intervened until time period t). These matrices are in turn a function of the accumulated
intervention actions performed until time t, which are the decision variables to be used
for the optimal maintenance problem that constitutes the intervention module of this
particular implementation of the CoDAN framework.
Unmet demand is given by the product of pFt and Ft , each of which is a nonlinear, non-convex function of the decision variables (i.e., whether and when to perform
updating or maintenance of network components). The Particle Swarm Optimization
approach from Chapter 7 is well suited to pursue such a complicated objective. However, when the dimension of the problem increases, poor initialization compromises
convergence due to the large set of combinations that may be unexplored. In order to
overcome the latter, two exact optimization programs are formulated which solve separate linear approximations of the capacity and reliability improvement problems, so
that PSO starts from a reasonable set of maintenance schedules (with proved optimality
in the linear separate versions).
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Capacity improvement: Consider a forecast bit of the demand at each node i at
time t. The optimization problem consists in applying updating actions that elevate
the capacity of each network link by a percentage α at a cost cα . The overall cost
is to be minimized, considering that investments in the future are discounted with a
rate γ, as shown in Equation 9.3. The main constraint is Equation 9.4 and states that
the demand bit must be exceeded by the sum of the initial capacity and the capacity
improvements carried out until time τ , for all the links connected to node i (i.e., those
+
with kij > 0, i.e., existing capacity between nodes i and j). Auxiliary variables δijt
and
−
δijt are introduced to relax the problem, allowing deviations from the target demand,
which are associated to the penalty p and reward r in the objective function. Constraint
9.5 enforces the symmetry of the matrix (undirected graph). The nature of the variables
+
−
is defined as xijt ∈ {0, 1}, and δijt
, δijt
∈ R. The formulation is the following:
min

+
−
X X X cα xijt − rδijt
+ pδijt

(1 + γ)t

i∈V j∈V t∈T

(9.3)

Subject to:
|V | t
X
X

+
−
αkij xijτ ≥ bijt + δijt
− δijt

(9.4)

j=1 τ =1

xijt = xjit

(9.5)

+
δijt
≥0

(9.6)

−
δijt
≥0

(9.7)

Reliability improvement: The deterioration of infrastructure network components is
accounted for by using a vector dit of expected reliability values for each node i at time t,
in the form of a deterministic input parameter (e.g., one that reflects the deterioration
pattern from Figure 9.7). The optimization problem consists in applying updating
actions that elevate the reliability of each node by an amount yit (in probability) at a
cost c per unit and fixed cost cf ix everytime interventions are carried out. The overall
cost is to be minimized, considering that investments in the future are discounted with
a rate γ, as shown is Equation 9.8. The main constraint is Equation 9.9 and states
that the combined effect of deterioration and maintenance up to time t must lie within
a specified distance from a target reliability d∗it . Such distance is given by auxiliary
−
−
variables δit
and δit
, which are introduced to relax the constraint and are associated
to the penalty p and reward r in the objective function. Constraint 9.10 enforces fixed
costs for every intervention. The nature of the variables is defined as zit ∈ {0, 1}, while
+
−
yit , δit
, and δit
∈ R. the formulation is the following:
min

X X cf ix zit + cyit − rδ + + pδ −
it

(1 + γ)t

i∈V t∈T
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Assessment with MIP-based intervention: Decision Units 1 through 5
Figure 9.9: Assessment of the SIC from 2011 through 2030 with the intervention plan
provided by the separate linear approximations for the five Decision Units and the whole
network (with subtle penalties): at the left, the average deterioration process of components
(red) and the whole cluster (green); in the center, constant nominal flow (dark blue) and
expected flow (cyan); and at the right, unmet demand considering nominal flow (lower blue
bars) and unmet demand considering expected flow (taller brown bars).

Subject to:
dit +

t
X

+
−
yijτ = d∗it + δit
− δit

(9.9)

τ =1

yijτ ≤ zit

(9.10)

+
0 ≤ δit
≤ 1 − d∗it

(9.11)

−
0 ≤ δit
≤ d∗it

(9.12)

Figure 9.9 shows the result of the interventions achieved with the approximate linear
programs in the same format as Figure 9.8. Improvements can be observed in reliability
(left column) towards the half of the period, when performance becomes unacceptable.
Capacity (central column) does not seem to be a limiting factor for performance since
only small interventions improving flow (dark blue) occur at the beginning of the period
for Decision units 1 and 3. Expected flow (cyan) changes as a result of the improvement
in both capacity and reliability. There are two main reasons that explain why unmet
demand does not disappear: first, the penalty cost for not complying with the expected
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Assessment with MIP-based intervention: Decision Units 1 through 5
Figure 9.10: Assessment of the SIC from 2011 through 2030 with the intervention plan
provided by the separate linear approximations for the five Decision Units and the whole
network (with strong penalties): at the left, the average deterioration process of components (red) and the whole cluster (green); in the center, constant nominal flow (dark blue)
and expected flow (cyan); and at the right, unmet demand considering nominal flow (lower
blue bars) and unmet demand considering expected flow (taller brown bars).

demand is not big enough (only one order of magnituded larger than the intervention
cost); and second, the linear approximations do not take the full flow dynamics into
account (i.e., the MIP formulations pursue node by node improvements but cannot take
into account how local deterioration affects the nonlinear RDA function).
Figure 9.10 shows the results of intervention with penalties three orders of magnitude larger than the costs of intervention (beyond that point there was no noticeable
improvement). As expected, the number of interventions increases (by two times), and
unmet demand remains considerable. The underlying reason for such underperformance
is the same as in the previous case: MIP formulations cannot anticipate nonlinearities
that are captured a-posteriori when computing reliability with the RDA function.
A PSO formulation is devised which minimizes the objective from Equation 9.2
(i.e., as a fitness function for Algorithm 5 in Chapter 7). Figure 9.11 shows the results
of intervention obtained using the PSO with the solution of the MIPs as initial solutions (i.e., attractors). The reduction in expected unmet demand is notorious (about
50% compared to the MIP with strong penalty), which is a result of the increased
maintenance actions (in some cases even taking reliability above expected individual
deterioration, as in DUs 1 and 3). However, expected demand cannot be taken to zero
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Assessment with MIP-based intervention: Decision Units 1 through 5
Figure 9.11: Assessment of the SIC from 2011 through 2030 with the intervention plan
provided by the separate linear approximations for the five Decision Units and the whole
network (using PSO and MIP initialization): at the left, the average deterioration process
of components (red) and the whole cluster (green); in the center, constant nominal flow
(dark blue) and expected flow (cyan); and at the right, unmet demand considering nominal
flow (lower blue bars) and unmet demand considering expected flow (taller brown bars).

since deterioration and demand growth cannot be stopped, but overcome (and risks
mitigated).

9.5

Major disruptions: the 2010 earthquake

For the simulations of major disruptions such as those observed in the 2010 earthquake,
distribution networks are assigned to the nodes of the SIC (Figure 8.2) corresponding
to Maule, Concepcion, Valparaiso, and Santiago. A CoDAN agent is assigned to each of
these networks, and another one at the transmission level. The objective of such agent
is to maintain connectivity and flow between generation and urban centers, subject to
random failures and shocks along transmission lines (i.e., links), using the modules of
assessment and intervention as defined in Chapter 7.
The optimization problem presented in Chapter 7 aims at planning maintenance
actions beforehand, considering the expected deterioration processes. However, the
damage resulting from unexpected hazards (e.g., the 2010 Chile earthquake) must be
overcome by actions of restoration that follow an assessment of the consequences a

128

9.6 Conclusion

posteriori. A key feature of restoration is that, because of limited resources, it is
infeasible to repair all components at once. The latter and the priority of generation
and transmission in terms of criticality (no demand can be satisfied if generation is not
working) limit the percentage of components that can be intervened at a time (pG >
pT > pD , for generation, transmission, and distribution, respectively). Distribution
networks are severely affected by such constraint due to the large number of spatially
distributed components they have (e.g., compared to generation), which are difficult to
reach at once by repair crews. Notice that a lower percentage for distribution does not
necessarily imply that fewer facilities are intervened; actually, fewer interventions may
be performed for generation, but those represent a larger percentage. Furthermore,
interventions to restore generation may be more expensive and complicated than those
related to transmission and distribution, depending on the level of damage.
The distribution network corresponding to the city of Concepcion and peripheral
areas was used to illustrate the implementation of the CoDAN framework in the context of operation and recovery of electricity supply systems. Operation as usual is
considered until a time period where a major disrupting event occurs which disables all
network components. The operation and recovery of electricity supply networks was
simulated using the CoDAN framework to account for decentralized, human decisionmaking processes within a complex, distributed, socio-technical system. Simulation
results show behavior patterns compatible with those observed in practice (26, 147).
Figure 9.12 (top) shows the maximum flow for the generation (line with circles),
transmission (line with asterisks) and distribution (line with diamonds) sub-systems;
horizontal lines with the same symbols correspond to threshold levels rG , rT , and rD .
The horizontal line with squares represents the expected demand from the distribution
network. At certain times, the transmission network cannot deliver what the distribution network can receive. Deterioration and restoration processes occur normally,
except after period 70, where a disruptive event occurs.
The generation and transmission levels recover quickly as observed in the postdisaster reports of the 2010 earthquake (26, 143), but the distribution network stays
at its lowest for about 6 periods. Figure 9.12 (bottom) provides an explanation for the
latter: a queue of damaged components is formed given the constraint that limits the
number of components to be intervened at once (have in mind that pG > pT > pD ,
emulating how it takes time for repair crews to reach distant locations of transmission
and distribution). The positive vertical semi-axis of Figure 9.12 (bottom) shows how
single components of the distribution network evolve, many of which collapse with the
disruptive event and generate a queue of about the 80% of components (negative semiaxis in the figure). The queue is slowly released and the distribution network flow
restored.

9.6

Conclusion

This chapter adapted the Complex Distributed Agent Network (CoDAN) decision support framework to the context of operation and recovery after major disruptive events
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on electricity supply networks. Specifically:
• Topological indices were found for the Chilean network in Phase I to inform about
potential centroids and clusters, which are then combined with the MCL, KKM,
and PSC algorithms in order to obtain a hierarchical decomposition of the Chilean
network into key sub-systems.
• TIRA was applied as described in Phase II to perform resource allocation throughout the clusters across the hierarchical decomposition of the Chilean network. The
results obtained from TIRA in Chapter 5 were extended successfully to a pure
CFLP. Quantitative analyses support the idea that a specific decentralization can
be found which is adequate for a certain problem and network topology under a
wide variety of circumstances.
• CoDAN’s modules were applied as described in Phase III, including two exact
linear optimization programs that are introduced to enhance the intervention
module by scheduling actions aimed at responding to increasing demand and deteriorating components. The intervention module from Chapter 7 was enriched
with two exact optimization formulations for maintenance scheduling, which accelerate convergence, as well as a modified fitness function that pursues the minimization of expected unmet demand as a measure of risk.
• A simulation is presented which replicates the qualitative behavior of recovery
after the 2010 earthquake, showing that key aspects of the behavior of electricity
supply networks under aging and major disruptive events can be replicated with
the proposed model.
Several variations were applied to the CoDAN framework in order to capture important properties of the described setting, namely: having multiple types of nodes
and links, demanding several types of CoDAN agents; dealing with networks of heterogeneous topologies and component fragilities, for which a mixed network model was
developed; and accounting for limitations regarding the number of components that
can be intervened at a time. Important CoDAN features, such as integrating decisionmakers and the physical network, were transferred successfully to a setting that, unlike
previous CoDAN settings, considers electricity supply networks and earthquake recovery in addition to daily operation.
The main limitation for the use of CoDAN in realistic scenarios is the computational burden that might be generated by combining clustering, simulation, algorithms
on graphs, and several types of optimization; although CoDAN is designed to work
with partitioned networks, certain applications may demand the analysis of large-scale
clusters, which may compromise CoDANs efficiency. Another issue that may arise when
using CoDAN in practice is the fact that it is conceived as a human-machine interactive
platform for decision support and, as such, demands training and expertise for specific
analysis and interpretations. The study of CoDAN in further application cases may
lead to a practical guide to facilitate its use. Finally, specific models, such as those
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descirbing deterioration and shocks, were purposely simplified given that they were
not the primary focus of the study. However, since the overall CoDAN architecture is
modular, more sophisticated models and tools can be easily incorporated.
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Chapter 10

Conclusions
This thesis introduced the Complex Distributed Agent Network (CoDAN) framework
for risk-informed decision support in complex socio-technical systems, considering risk
assessment and management of infrastructure networks as a central topic. The motivation for CoDAN is to meaningfully integrate key areas of knowledge that are relevant to
infrastructure engineering, with the objective to properly address the challenges posed
by complex socio-technical systems regarding risk management and decision-making,
namely: computer-aided engineering, complexity science, network science, decisionmaking, risk and reliability, and hazards, deterioration, and geo-sciences.
CoDAN is constructed upon the premise that infrastructure systems are the result of interacting natural, physical, and social systems, thus, integrating the decisionmaker(s) into the overall model of infrastructure systems, along with the natural and
man-made hazards that affect physical components. By considering a perspective of
systems and complexity science, infrastructure performance is recognized as emergent
behavior resulting from the distributed processes occurring at the component level
(e.g., deterioration, human interventions, external shocks), which relate in nonlinear
ways making the overall system response non-intuitive.
The socio-technical dimension of this research consists in acknowledging the human role in decision-making and policy implementation, thus, considering multiple
agents that respond to social, economic, and political factors, such as pursuing private
interest or adapting to regulation. The CoDAN framework enables agent-based modeling of infrastructure networks by relating agents’ decisions (e.g., maintenance policies)
and external conditions (e.g., earthquakes) with their effect on networks’ performance.
CoDAN integrates state-of-the-art techniques for performance assessment, network optimization, as well as deterioration models and decision-maker preferences in order to
provide agents with the tools to perform as owners/operators of portions of the network. Although CoDAN defines agents and their functions, and allows for information
exchange between them (as reported in Gomez et al (150)), agent-based models in the
strict sense (e.g., accounting for evolutionary collective behavior) were not explored in
depth, but will be the focus of future research. CoDAN is comprised of three broad
phases:
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• Phase I is referred to as Know the System and deals with: systems notions such as
the definition of purpose, scope, or boundaries, which shape the decision problem
of interest, as well as foundations of network modeling which enable the use
of metrics, models, and algorithms to support network analysis (Chapter 11);
and clustering methods that help capture relevant properties of networks such as
multi-scale communities and centroids (Chapter 3).
• Phase II is referred to as Who’s in Charge and deals with how different decentralization schemes (may) affect the performance of a system, arguing that there is
a unique way of allocating resources and decision autonomy, which favors performance (e.g., efficiency, stability) for a specific network and problem (Chapter 4).
Adequate decentralization is formulated as a problem of optimal resource allocation, whose solution may benefit from information about topological properties.
Particularly, a variation of the Capacitated Facility Location Problem (CFLP) is
implemented, for which compelling results in computation time and accuracy are
obtained by using a Topology Informed Resource Allocation (TIRA) approach
(Chapter 5), which consists in adjusting the constraints and objective function of
the optimization problem in terms of the clusters and centroids found in Phase I.
• Phase III is referred to as Life-Cycle Control and deals with infrastructure network operation to effectively respond to deterioration and contingencies over time.
Phase III is further divided into three modules that comprise the so-called CoDANs control loop which determines actions to take the system from a measured
curent state to a specified desired state. The three CoDAN modules are modeling, assessment, and intervention: the modeling module is the result of Phases
I and II, i.e., how the system is decomposed into clusters, and how resources
and decision autonomy are distributed; the assessment module implements and
tailors state-of-the-art techniques to compute key risk and performance indices
such as maximum flow and flow reliability (e.g., the Recursive Decomposition
Algorithm to compute network reliability); the intervention module combines exact and heuristic optimization (e.g., Mixed Integer Programs, Particle Swarm
Optimization) to support decisions about maintenance policies. The information
obtained with the assessment and intervention modules is fed to visual support
tools (referred to as the Agent Space and Distributed Matrix View) that provide
insight about the effect of intervention actions on performance over time, both at
the cluster and network level.
CoDAN’s Phases and Modules can be used to support real-world decisions at the
level of operators for each of the specific problems they tackle, but they may as well
be used to simulate the effect of certain decisions (and combinations of decisions when
multiple parties are involved in operation), so as to evaluate policies at the regulator level (e.g., building codes, incentives). However, since the behavior of complex
systems and the methods behind CoDAN are intricate, visual decision support tools
were devised in order to provide the actual decision-maker with meaningful information: the Agent Space is a two dimensional plot contrasting probabilistic measures of
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performance with their nominal counterparts, thus, providing a risk-aware diagnosis as
a result from assessment; the Distributed Matrix View relates intervention actions at
the level of components, clusters and system, with the evolution of performance in the
corresponding Agent Spaces, thus, enabling the analyst to evaluate the effectiveness of
policies while bringing awareness about non-intuitive emergent behavior.
The full extent and depth of the CoDAN framework is demonstrated through a
case study that comprises the fourth part of this thesis: the Chilean electricty supply network and its recovery after the 2010 earthquake, whose conceptual aspects are
discussed in Chapter 8. The CoDAN framework is implemented step by step for the
Chilean case (Chapter 9), incorporating new features that were necessary to address
problems not considered before. The intervention module was enhanced by introducing
two linear programs that accelerate the convergence of the Particle Swarm Optimization (PSO) algorithm used in Chapter 7: while PSO allows to optimize the nonlinear,
non-convex functions with no closed-form representation that result from the assessment module, the introduced Mixed Integer Programs guarantee a reasonable initial
solution with certainty of optimality at least within the purposely limiting assumption
of linearity. Furthermore, an objective (fitness) function was devised which pursues the
minimization of expected unmet demand as a combination of forecast demand, nominal
maximum flow, and the probability of achieving such flow, thus, providing a relevant
key measure of risk that captures how the system’s purpose (i.e., supplying energy) is
affected.
The overall contribution of this thesis is the meaningful integration of sophisticated
techniques from the areas of systems thinking, network science, pattern recognition,
governance, operations research, risk and reliability, and computer science in order to
address infrastructure networks as complex, distributed, socio-technical problems, in
a way that is proved to be practically applicable and useful for decision-support and
policy evaluation.
Individual contributions of the thesis include the human-machine interactive tool
for infrastructure network decomposition; the concept and implementation of Topology
Informed optimization which improves optimization performance for the Capacitated
Facility Location Problem and variartions of resource allocation; the concept of feedback control loops for risk assessment and management of infrastructure networks and
its associated visual decision support tools; the implementation of assessment and intervention modules through the adaptation of the Recursive Decompostition Algorithm
for reliability computation and a novel optimization formulation that implements CoDAN’s control loop as a Lagrangian relaxation; the integration of exact and heuristic
optimization to minimize expected unmet demand in a realistic context; and the analysis of the Chilean electricity supply network, including the construction of its associated
graph.
The exercise of tuning parameters, adjusting and combining algorithms, and restating functions and objectives in order to make CoDAN meaningful for the case of
Chile, highlights the relevance and versatility of the framework. Because of the value
gained studying the case of Chile, additional case studies are being pursued as part of
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long-term objectives for validation and calibration. Although the agent-based modeling
capabilities of the CoDAN framework were not exploited to a full extent, there is a
great potential in how they could be used to evaluate attitudes toward risk, corruption,
cooperation, biases, or misalligned purposes among operators, users, and regulators.
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Chapter 11

Future work
The CoDAN framework, which encloses the contributions of this thesis, was proved relevant and promising as a decision support tool in the context of complex infrastructure
systems affected by natural, physical, engineered, and social phenomena. However, due
to the wide potential scope that is opened with this thesis, there is room for many
improvements and extensions to make CoDAN more versatile for its application in the
real-world. A discussion of aspects that may be extended and/or enhanced within the
current CoDAN framework is presented below, with some emphasis on the process of
network decomposition since all three CoDAN phases rely on it.
Further types of clusters: Because of the embraced socio-technical approach, clusters may not only respond to technical features (e.g., connectivity), but also to societal
constraints (e.g., political divisions). Within the proposed approach for network decomposition, there are two ways in which possibilities can be opened for clusters that
respond to characteristics other than the topology. First, visual inspection and adjustment (human-machine interactive processes) for initialization and validation allow the
analyst to include or modify clusters that capture societal constraints. Second, the use
of highly supervised methods allows, in a less direct way, to influence the number, size
and shape of clusters. Apart from the latter, there is the possibility to gather actual
data from involved institutions that already know which decision-makers are associated
to certain facilities or network components (e.g., a database of companies that operate
certain portions of a network). These non-computational findings could be introduced,
compared, and modified with results from actual partitioning of the network.
Further similarity measures: using several similarity measures and metrics to create
clusters may be useful to respond to different types of system, decision-problems, and
specific characteristics that need to be captured. In this thesis, the applied criteria
responded to geographical location and connectivity but these are as flexible as necessary; for instance, clustering based on electrical distance was applied by Buritica et al
(151). In order to implement different metrics, the Kernel k-means algorithm allows
the introduction of different distance (or similarity) matrices as long as they comply
with the conditions to be considered kernels (see (71)). More generally, it is possible
to use the desired metric as the objective function of an optimization problem. Most

137

11. FUTURE WORK

likely, such problem should be solved using heuristics or hybrid optimization techniques
since the clustering problem becomes intractable as size increases.
Scalability of clustering: Computationally, clustering algorithms (excluding those
that rely on exact optimization) escalate very well for large-scale networks, since they
are conceived for problems more complex than that of infrastructure networks, which
uses the two (or three) spatial dimensions, and few more, if any. In this sense, the
computational capabilities of the CoDAN framework are not limited by clustering.
Conversely, bottlenecks may be found most commonly in exact optimization (CoDAN’s
Phase II) and reliability computation (and risk assessment, in general) in complex
networks (Phase III), although there are alternatives to overcome problems of size.
Accuracy of computations performed in clustered networks: The study of the impact of different possible clustering techniques on the outcome of CoDANs modules is
a compelling extension, which has not been included within the thesis. Evaluating the
quality of the approximations that result from the clustering process (e.g., the optimality gaps found in resource allocation, or the error in computing reliability on fictitious
networks) is a relevant concern since it is not always possible to compare with optimal
or exact solutions. Therefore, being able to anticipate whether an approximation will
lie within acceptable ranges is a desirable feature to be explored in the future. One
possible approach to address the problem is to statistically compare the optimality gap
and a measure of clustering quality, so as to tell if, for instance, a Dunn index in a
certain range could be associated with optimality gaps within a certain range. The underlying idea of using indices of clustering quality is that they provide hints about the
information lost from partitioning, thus, being helpful to quantify the loss in accuracy.
Scalability of exact optimization modules: Regarding the limitations of exact optimization methods, approaches to large-scale problems may be found, such as the column generation approach (97), the Dantzig-Wolfe decomposition (98), and the Benders
decomposition (109), as well as using convenient initializations (e.g., using heuristics,
expert opinion, or simplified approaches as those presented in CoDAN’s Phase II). A
further alternative is to categorize and adapt the problem (or part of it) to the structure
of similar problems that are efficiently solved in the literature.
Inclusion of decision-makers’ views on several objectives: The embraced sociotechnical approach aims at enabling the possibility of accounting for several sets of
preferences, priorities, and concerns that decision-makers may have as a result of economic, social, political, or cultural circumstances. In this sense, an agent-based model
was devised, which associated agents with key infrastructure sub-systems with autonomous use of resources. Because of the latter, it was important for the agent-based
model to account for the input of stakeholders regarding parameters such as target
values for key variables (e.g., discounted costs, flow reliability, etc.) so that there was
flexibility to model different decision-making profiles. However, introducing decisionmaker values is not the only way to approach a multi-objective or multi-criteria optimization problem. There is a variety of multi-objective, multi-criteria formulations
available, which were not explored in this thesis but may enhance the overall value of
CoDAN’s Phase III, namely: formal multi-objective formulations that define Pareto
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fronts for variables of interest may be incorporated (152), either from an evolutionary
perspective (e.g., (103)) or through exact approaches that account for multiple criteria,
such as Non-Inferior Set Estimation (153); Multi-objective Combinatorial Optimization (MOCO) (154), Multi-attribute utility theory (MAUT) (155), and, in general,
Multiple-criteria Decision Analysis (MCDA); and other available tools to incorporate
stakeholders views, such as the Analytical Hierarchical Process (156). Particularly,
Data Envelopment Analysis (DEA) appears as a compelling alternative, due to the existence of multiple Decision Units (sub-systems), whose performance can be compared
and guided to optimal levels as a group (or swarm, considering the complex systems
context).
Scalability of reliability computation: Regarding the limitations on reliability computation (and other demanding simulations related to risk assessment), there are efficient approaches, such as the use of surrogate limit state functions based on machine
learning (e.g., reliability computation using neural networks, support vector machines
(137)), subset simulation (136), a variety of variance reduction techniques (135). Furthermore, exact approaches such as the Selective Recursive Decomposition Algorithm
(24) are not only very efficient but allow to stop the process of exploring scenarios and
obtain an approximate solution prior to full convergence, based on the available upper
and lower bounds.
Accounting for correlation in clustered networks: When performing probabilityrelated computations on fictitious networks, probabilities for fictitious nodes and links
are computed independently, ignoring possible correlation among fictitious nodes. The
latter may produce an error whose significance depends on how large the ignored correlation is. The correlation between clusters is expected to be lower when fewer elements
of one cluster are connected to other clusters. In this sense, partitionings with high
quality (e.g., a large Dunn index indicating separate clusters) may be associated with
lower errors. Again, statistical comparisons of error and clustering quality for different
network topologies may provide clearer insights about accuracy loss.
Accounting for multiple origins and destinations in network problems: The current
implementation of network connectivity, flow, and reliability considers single-origin and
single-destination nodes (i.e., source and sink). However, most realistic applications
(e.g., electricity supply networks) require the treatment of multiple origin nodes and
usually many destination nodes. Within the CoDAN framework analysts may: (i) work
with models of sub-systems (i.e., focusing on a cluster or decision unit); or (ii) consider
fictitious networks (i.e., the network of clusters). When working with one sub-system
at a time (or in parallel), the inclusion of multiple origins and destinations implies only
repeating the procedure for all couples, or aggregating groups of demand or supply
when possible. When working with fictitious networks, the problem requires additional
pre-processing to detect the sub-problems to solve within each cluster (i.e., those of
origin and destination nodes that connect the cluster to the rest of the network), which
will be used as inputs when solving for the network of clusters.
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In addition to the aspects discussed above, some specific directions for further research are presented next, several of which respond to the modularity of CoDAN’s
overall architecture, which allows the inclusion of models and techniques being implemented in the research groups at Universidad de los Andes and Rice University, as well
as those to appear in the literature. Key points for future work are provided below,
accounting for whether they are envisioned as short, medium, or long term goals.
Short-term goals for future work
• Develop a systematic study of the sources of uncertainty from the involved natural, physical, and social systems. Analyze the way in which uncertainties propagate across the system-of-systems and their impact on system’s objectives (e.g.,
reliability, demand satisfaction, costs).
• Incorporate formal notions of control theory and system dynamics into the current CoDAN formulation, namely: discuss stability, consider specific forms of
controllers available in the literature, accounting for both positive and negative
feedback loops relating variables of interest.
• Extend the scope of CoDAN to consider interdependencies among several infrastructure systems as a natural step to follow within the proposed holistic approach to complex socio-technical systems and systems-of-systems. CoDAN is a
compelling option to address the challenges imposed by interdependencies among
different types of infrastructure networks and social systems, which are a significant source of complexity and emergent behavior. An immediate goal is to
incorporate the Interdependent Network Design Problem (139) into the CoDAN
framework.
• Extend Topology Informed optimization to further archetype problems (e.g., Generalized Assignment Problem, Vehicle Routing Problems) and network topologies.
• Study the effect of different decentralization schemes and Topology Informed
Resource Allocation strategies on the cost-efficiency and robustness of networks
exposed to risks.
• Incorporate more sophisticated and realistic models of deterioration and disruption, such as Levy processes and Phase Type distributions which can be fitted to
complex probability distributions and exhibit computational advantages.
Medium-term goals for future work
• Incorporate the effect of load (i.e., congestion and traffic) on the deterioration
and failures of components, which is a relevant factor for analyses of flow and
reliability.
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• Expand the possible settings and capabilities of agents, for instance: enable agents
to evolve profiles of risk attitude, cooperation or adversarial characteristics, or
respond to reward/penalty mechanisms.
• Formulate multi-objective optimization problems that enrich the insight about
conflicting interests beyond decision-making preferences, namely: Pareto frontiers
balancing profit, nominal performance (for which the operator may charge users),
and safety and reliability (for which the operator may not directly charge users).
• Perform formal analyses of computational complexity (157) to classify key CoDAN sub-problems (e.g., the modified RDA) in order to tackle them based on
available techniques for the specific type of problem.
Long-term goals for future work
• Explore a broader spectrum of objectives for the risk management problem, i.e.,
consider a CoDAN approach to problems such as robustness, resilience, and sustainability, rather than reliability alone.
• Relax the assumptions of independence in order to account for correlations in
the deterioration and failure of components, including the possibility of targeted
attacks.
• Develop a plan for further tuning and validation of the algorithms, functions,
and parameters that comprise the CoDAN framework. The candidates for such
case studies include networks in New Zealand, Colombia, Japan, and further
exploration of the Chilean case, which pose compelling socio-technical challenges
for CoDAN.
Finally, a broader line of future work is applying CoDAN in as many contexts and
network topologies in order to gain insight and enrich the applicable complex systems
science approach to infrastructure engineering.

141

11. FUTURE WORK

142

Appendix A: Supplemental
material of CoDAN’s Phase I
The key algorithms in Phase I are the Markov Clustering Algorithm and the Kernel
k-means algorithm, which were discussed in the body of the document.
The graph library for Matlab by David Gleich was used for the calculation of graph
theoretical indices (e.g., all shortest paths, betweenness centrality, clustering coefficient)
that are involved in the initialization stage of Phase I. Library available at:
https://github.com/dgleich/matlab-bgl
Regarding the evaluation of clustering quality, Figure 11.1 shows the code for the
calculation of the Dunn index (as decribed in Chapter 3), which is also used as the
fitness function for an optimization problem referred to as Particle Swarm Clustering,
based on the Particle Swarm Optimization shown in Appendix C.
The implemented Matlab interactive tool for network decomposition shown in Chapter 3 allows users with no training in clustering to generate randomized networks (using
the Watts-Strogatz and Barabasi-Albert algorithms), import existing networks using
node coordinates and adjacency matrix, calculate key importance measures for network
nodes, perform supervised and unsupervised clustering, evaluate clustering quality measures, and re-optimize to enhance such measures if possible.
The complete tool, its support algorithms, and pertinent documentation will be
available at the website of the Risk and Reliability Group at Universidad de los Andes:
http://risk-reliability.uniandes.edu.co/wiki/doku.php?id=start
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Figure 11.1: Function to compute the Dunn index, which can be used in isolation or be
called by the general Particle Swarm Optimization to re-optimize network partitionings
via Particle Swarm Clustering that maximizes the Dunn index
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Appendix B: Supplemental
material of CoDAN’s Phase II
The key implementations in Phase II are the standard resource allocation and the
moderate TIRA, which produce solutions for the resource allocation problem without
significant loss in optimality. Figures 11.2 and 11.3 show the implementation of the
constraints related to the standard resource allocation approach as presented in Chapter
5 (i.e., not the pure CFLP). Figure 11.4 presents the implementation of the constraints
that are added to the standard formulation in order to achieve the moderate TIRA.
These constraints are combined with their respective objective functions and are passed
from Matlab to Gurobi, which returns the solution to be analyzed back in Matlab.
Figure 11.5 shows a sample image of the implemented Matlab interactive tool for
Topology Informed Resource Allocation, which allows users with no training in optimization to generate randomized networks (using the Watts-Strogatz and BarabasiAlbert algorithms), import existing networks using node coordinates and adjacency
matrix, and applying standard resource allocation, as well as moderate and aggressive
TIRA.
The complete tool, its support algorithms, and pertinent documentation will be
available at the website of the Risk and Reliability Group at Universidad de los Andes:
http://risk-reliability.uniandes.edu.co/wiki/doku.php?id=start
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Figure 11.2: Implementation of constraints (1 through 3) for the standard approach for
resource allocation
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Figure 11.3: Implementation of constraints (4 through 9) for the standard approach for
resource allocation
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Figure 11.4: Implementation of constraints for the moderate approach for Topologyinformed resource allocation
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Figure 11.5: Sample image of the implemented Matlab interactive tool for Topologyinformed Resource Allocation

149

11. FUTURE WORK

150

Appendix C: Supplemental
material of CoDAN’s Phase III
The key algorithms and implementations in Phase III are the assessment and intervention modules, which comprise CoDAN’s control loop (in addition to the modeling
module that results from the decomposition and resource allocation carried out in
Phases I and II).
The implementation of the assessment module is shown in Figures 11.6 (header
with explanation), 11.7 (main assessment function), and 11.8 (actual RDA function).
Matrices D, K, and P are distance, flow capacity, and failure probability matrices,
respectively.
The implementation of the intervention module is shown in Figures 11.9 and 11.10,
as described in Chapter 7.
The graph library for Matlab by David Gleich was used for the algorithms that
are used within the RDA function to generate the performance measures that are
accounted for in Phase III (i.e., the Ford-Fulkerson and Bellman-Ford algorithms).
Library available at:
https://github.com/dgleich/matlab-bgl
The complete tool, its support algorithms, and pertinent documentation will be
available at the website of the Risk and Reliability Group at Universidad de los Andes:
http://risk-reliability.uniandes.edu.co/wiki/doku.php?id=start
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Figure 11.6: Main assessment function: header with explanation
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Figure 11.7: Main assessment function: initialization
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Figure 11.8: Main assessment function: actual RDA function
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Figure 11.9: Main optimization function: multiple purpose Particle Swarm Optimization
(header)
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Figure 11.10: Main optimization function: multiple purpose Particle Swarm Optimization
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[20] I Hernández and L Dueñas Osorio. Sequential Propagation of Seismic Fragility across Interdependent Lifeline Systems. Earthq. Spectra, (27):23–43, 2011. 2, 72
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